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1. gscBsiUtilAcquireContext() 
 
 
Starting State for Each Test: 

1. A card that claims conformance to the GSC-IS is in a reader, 
connected with handle hCard0100. 

 
2. There is no authenticated session established with any container 

on the connected card. 
 

3. There exists a container on the connected card for which 
• readTagListACR is PIN Protected 
• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

 
4. There does not exist a container on the card with AID value == 

 • _badGSCAID, of length _badGSCAIDLen (GSC), or 
• _badCACAID, of length _badCACAIDLen (CAC). 

 
5. There exists a BSIAuthenticator array strctAuthenticator0100 with 

one element, the structure BSIAuthenticator0100.  This structure 
has fields 

 • unAccessMethodType == BSI_AM_PIN 
• unkeyIDOrReference == _keyIDOrReference1 
• uszAuthValue == _goodAuthValue1 
• unAuthValueLen == _goodAuthValue1Len. 

 
6. There exists an unsigned long * punNbTags0100 == 0. 

 
 
Test for Assertion 1.1 
 
The function is tested using valid parameters. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilAcquireContext(). 

 
2. (Pre) Print "Testing of Assertion 1.1". 

 
3. Make a gscBsiUtilAcquireContext() call to the SPS, using 

• hCard == hCard0100 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

 (CAC) 

 
rificatio

• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len
• strctAuthenticator == strctAuthenticator0100 
• unAuthNb == 1. 

Ve n Goal: 
To verify the Expected Results: 

  or the return code BSI_TERMINAL_AUTH. 
 

2. An au
container. 

1. The call returns 
de BSI_OK• the return co

thenticated session is established with the target 
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Perform this verification by issuing a call to gscBsiGcReadTagList(). 
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilAcquireContext() call returns the code 
BSI_OK or BSI_TERMINAL_AUTH, then verify that an authenticated 

    

• hCard == hCard0100 
AC) 

AID1Len (GSC) or _goodCACAID1Len 

• gs == punNbTags0100. 
 

Cas t() call returns the code 

s 

 
a TagList() call does not return the 

use a subsequent call to 

 
Case Context() call does not return 

. 

 
 
Test for Assertion 1.2 

sing a bad handle. 

session has indeed been established with the target container. 

Make a gscBsiGcReadTagList() call to the SPS, using 

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (C
• unAIDLen == _goodGSC

(CAC) 
• tagArray == NULL 

punNbTa

e 1.1: If the gscBsiGcReadTagLis
BSI_OK, then print 

"gscBsiUtilAcquireContext() called with valid parameters ha
been verified because a subsequent call to 
gscBsiGcReadTagList() was successful, indicating that an 
authenticated session had been established. 
Status: Test 1.1 Passed." 

C se 1.2: If the gscBsiGcRead
code BSI_OK, then print 

"gscBsiUtilAcquireContext() called with valid parameters has 
not been verified beca
gscBsiGcReadTagList() was unsuccessful, indicating that an 
authenticated session had not been established. 
Status: Test 1.1 Failed." 

2: If the gscBsiUtilAcquire
the code BSI_OK, then print 

"gscBsiUtilAcquireContext() called with valid parameters 
returned an incorrect code
Status: Test 1.1 Failed." 

 
The function is tested u
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
ntext(). 

2. tion 1.2

gscBsiUtilAcquireCo
 

(Pre) Print "Testing of Asser ". 

 the SPS, using 
• hCard /= hCard0100 

(CAC) 

 
Verificatio

 
3. Make a gscBsiUtilAcquireContext() call to

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
AID1Len (GSC) or _goodCACAID1Len • unAIDLen == _goodGSC

• strctAuthenticator == strctAuthenticator0100 
• unAuthNb == 1. 

n Goal: 
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To verify the Expected Results: 
1. The call returns 

n code BSI_BAD_HANDLE (a BSIException is thrown, 
ErrorCode returning BSI_BAD_HANDLE). 

conta

 
rifi Reporting Scenario

• the retur
with BSIException.get

 
2. An u a thenticated session is not established with the target 

iner. 
 
Perform this verification by issuing a call to gscBsiGcReadTagList(). 

Ve cation and : 

t been established 

 

D1Len 

 
Cas cReadTagList() call returns the code 
BSI

"gscBsiUtilAcquireContext() called with a bad handle has 

 
Ca rn 
the code BSI_ACCESS_DENIED, then print 

 
Case 2:
the code BSI_BAD_HANDLE, then print 

"gscBsiUtilAcquireContext() called with a bad handle returned 

 
 
Test for

e function is tested using a bad AID value. 

1. Case 1: If the gscBsiUtilAcquireContext() call returns the code 
BSI_BAD_HANDLE, then: 

 
Perform Test for Assertion 9.1.2.1, using 

• hCard == hCard0100 
 

Verify that an authenticated session has no
with the target container: 

Make a gscBsiGcReadTagList() call to the SPS, using 
• hCard == hCard0100 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAI

(CAC) 
• tagArray == NULL 
• punNbTags == punNbTags0100. 

e 1.1: If the gscBsiG
_ACCESS_DENIED, then print 

been verified because a subsequent call to 
gscBsiGcReadTagList() resulted in a denial of access, 
indicating that an authenticated session had not been 
established. 
Status: Test 1.2 Passed." 

se 1.2: If the gscBsiGcReadTagList() call does not retu

"gscBsiUtilAcquireContext() called with a bad handle has 
not been verified because a subsequent call to 
gscBsiGcReadTagList() did not result in a denial of 
access, indicating that an authenticated session had been 
established. 
Status: Test 1.2 Failed." 

 If the gscBsiUtilAcquireContext() call does not return 

an incorrect code. 
Status: Test 1.2 Failed." 

 Assertion 1.3 
 
Th
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Instantiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiUtilAcquireContext(). 
 

2. (Pre) Print "Testing of Assertion 1.2". 

 Make a gscBsiUtilAcquireConte
 

3. xt() call to the SPS, using 

CAID (CAC) 
• unAIDLen == _badGSCAIDLen (GSC) or _badCACAIDLen (CAC) 

 
Verifica o

• hCard == hCard0100 
• uszAID == _badGSCAID (GSC) or _badCA

• strctAuthenticator == strctAuthenticator0100 
• unAuthNb == 1. 

ti n Goal: 
To verif t
 

1. The c
n code BSI_BAD_AID. 

io

y he Expected Results: 

 all returns 
• the retur

 
rification and Reporting ScenarVe : 

BsiUtilAcquireContext() call returns the code 

1.3.1 using 

 

 a bad AID value has 

S t " 

Ca
the c

"gscBsiUtilAcquireContext() called with a bad AID value 

 
 
Test for
 
e func AID length. 

1. Case 1: If the gsc
BSI B_ AD_AID, then: 

 
Perform Test for Assertion 9.

• hCard == hCard0100. 

Print 
"gscBsiUtilAcquireContext() called with
b nee  verified. 
ta us: Test 1.3 Passed.

 
se 2: If the gscBsiUtilAcquireContext() call does not return 

ode BSI_BAD_AID, then print 

returned an incorrect code. 
Status: Test 1.3 Failed." 

 Assertion 1.4 

Th tion is tested using a bad 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 

signed long unAIDLen0104 == 0. 

gscBsiUtilAcquireContext(). 
 

2. (Pre) Define the un
 

3. (Pre) Print "Testing of Assertion 1.4". 
 

4. Make a gscBsiUtilAcquireContext() call to the SPS, 
• hCard == hCard0100 

using 

dCACAID1 (CAC) 

 

• uszAID == _goodGSCAID1 (GSC) or _goo
• unAIDLen == _badAIDLen 
• strctAuthenticator == strctAuthenticator0100 
 • unAuthNb == 1. 

 -6-



Verifica oti n Goal: 
To verif t

1. Th c

ed session is not established with the target 

Perform this verification by issuing a call to gscBsiGcReadTagList(). 

r

y he Expected Results: 
e all returns 

 BSI_BAD_PARAM. • the return code
 

2. An authenticat
container. 

 

 
Ve ification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilAcquireContext() call returns the co
BSI_BAD_PARA

de 
M, then: 

tainer: 
 

e SPS, using 
•  

 
Cas  
BSI

 
Ca rn 
th

h 
se a subsequent call to 
ot result in a denial of 

 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
the cod

"gscB
retur
Statu

 
Test f
 
The function is tested using an authentication method that is not 
availabl

 
Perform Test for Assertion 9.1.4.1 using 

• hCard == hCard0100. 
 
Verify that an authenticated session has not been established 
with the target con

M e st() call to thak  a gscBsiGcReadTagLi
 hCard == hCard0100
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• tagArray == NULL 

ags0100. • punNbTags == punNbT

e 1.1: If the gscBsiGcReadTagList() call returns the code
_ACCESS_DENIED, then print 
"gscBsiUtilAcquireContext() called with a bad AID length 
has been verified because a subsequent call to 
gscBsiGcReadTagList() resulted in a denial of access, 
indicating that an authenticated session had not been 
established. 
Status: Test 1.4 Passed." 

se 1.2: If the gscBsiGcReadTagList() call does not retu
e code BSI_ACCESS_DENIED, then print 
"gscBsiUtilAcquireContext() called with a bad AID lengt
has not been verified becau
gscBsiGcReadTagList() did n
access, indicating that an authenticated session had been 
established. 
Status: Test 1.4 Failed." 

e BSI_BAD_PARAM, then print 
siUtilAcquireContext() called with a bad AID length 
ned an incorrect code. 
s: Test 1.4 Failed." 

 

or Assertion 1.5 

e on the card. 
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Instantiation Scenario: 

1. (Pre) Construct th
gscBsiUtilAcquireContext(). 

e Starting State for the testing of 

 unsigned long* punChallengeLen0105 == 0. 

GSC) or _goodCACAID1 (CAC) 

• punChallengeLen == punChallengeLen0105. 
 

etChallenge() call returns the code 

 

. 
ot be 

4. Al
pu

 
5. Make 

C) or _goodCACAID1 (CAC) 
 

 punChallengeLen0105. 

ticator0105 
with the element BSIAuthenticator0105.  BSIAuthenticator0105 has 
fi d

 

 
Not
may be required by an implementation prior to an 
gscBsiUtilAcquireContext() call; the actual content of uszChallenge0105 
in BSIAu e
 

7. (P )

 
2. (Pre) Allocate the

 
3. Make a gscBsiGetChallenge() call to the SPS, using 

• hCard == hCard0105 
• uszAID == _goodGSCAID1 (
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• uszChallenge == NULL 

Case 1: If the gscBsiG
BSI_OK, then continue with 4. 

Case 2: If the gscBsiGetChallenge() call does not return the 
code BSI_OK, then print 

"gscBsiGetChallenge() cannot be completed
Status: Assertion 1.5 of gscBsiUtilAcquireContext() cann
tested." 

End Test for Assertion 1.5. 
 

locate the unsigned string uszChallenge0105 with length ==  
nChallengeLen0105*. 

a gscBsiGetChallenge() call to the SPS, using 
• hCard == hCard0105 
• uszAID == _goodGSCAID1 (GS
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC)
• uszChallenge == uszChallenge0105 
• punChallengeLen ==

 
6. (Pr ) henticator array strctAuthene  Construct a BSIAut

el s 
• unAccessMethodType == BSI_AM_XAUTH 
• unkeyIDOrReference == _keyIDOrReference1
• uszAuthValue == uszChallenge0105 
• unAuthValueLen == punChallengeLen0105. 

e: The gscBsiGetChallenge() call was issued because the call itself 

th nticator0105 is unimportant. 

re  Print "Testing of Assertion 1.5". 
 

8. Make a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCard0100 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• strctAuthenticator == strctAuthenticator0105 

rification Goal

• unAuthNb == 1. 
 
Ve : 
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To 
1. Th c

 
2. An u

co a

ation by issuing a call to gscBsiGcReadTagList(). 

io

verify the Expected Results: 
e all returns 
• the return code BSI_ACR_NOT_AVAILABLE. 

 a thenticated session is not established with the target 
nt iner. 

 
Perform this verific
 
Veri ing Scenarfication and Report :  

l returns the code 
BSI A

rd == hCard0100. 

goodCACAID1 (CAC) 
 or _goodCACAID1Len 

 
he code 

had been 

 
Case 
the cod

"gscB
method that is not available on the card returned an incorrect 
code.
Statu

 

st f
 
The function is tested using a bad authenticator. 

1. Cas  e 1: If the gscBsiUtilAcquireContext() cal
_ CR_NOT_AVAILABLE, then: 

 
Perform Test for Assertion 9.1.5.1 using 

• hCa
 

Verify that an authenticated session has not been established 
with the target container: 

 
Make a gscBsiGcReadTagList() call to the SPS, using 

• hCard == hCard0100 
• uszAID == _goodGSCAID1 (GSC) or _
• SCAID1Len (GSC) unAIDLen == _goodG

(CAC) 
• tagArray == NULL 
• punNbTags == punNbTags0100. 

Case 1.1: If the gscBsiGcReadTagList() call returns t
BSI_ACCESS_DENIED, then print 

"gscBsiUtilAcquireContext() called with an authentication 
method that is not available on the card has been verified 
because a subsequent call to gscBsiGcReadTagList() 
resulted in a denial of access, indicating that an 
authenticated session had not been established. 
Status: Test 1.5 Passed." 

 
Case 1.2: If the gscBsiGcReadTagList() call does not return 
the code BSI_ACCESS_DENIED, then print 

"gscBsiUtilAcquireContext() called with an authentication 
method that is not available on the card has not been 
verified because a subsequent call to 
gscBsiGcReadTagList() did not result in a denial of 

 authenticated session access, indicating that an
established. 
Status: Test 1.5 Failed." 

2: If the gscBsiUtilAcquireContext() call does not return 
e BSI_ACR_NOT_AVAILABLE, then print 
siUtilAcquireContext() called with an authentication 

 
s: Test 1.5 Failed." 

 
Te or Assertion 1.6 
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Verification Goal: 
To verify the Expected Results 

1. Th
• the return code BSI_BAD_AUTH. 

ession is not established with the target 

rform this verification by issuing a call to gscBsiGcReadTagList(). 

e call returns 

 
2. An authenticated s

container. 
 
Pe
 
Instantiation Scenario:  

1. (Pre) Construct the Starting State for the testing of 
gs s

06 
 has 

 _badAuthValue 

 
3. 

cB iUtilAcquireContext(). 
 

2. (Pre) Construct a BSIAuthenticator array strctAuthenticator01
with the element BSIAuthenticator0106.  BSIAuthenticator0106
fields 

• unAccessMethodType == BSI_AM_PIN 
• unkeyIDOrReference == _keyIDOrReference1 
• uszAuthValue ==
• unAuthValueLen == _badAuthValueLen. 

(Pre) Print "Testing of Assertion 1.6". 

oodCACAID1 (CAC) 
CACAID1Len (CAC) 
06 

ri

 
4. Make a gscBsiUtilAcquireContext() call to the SPS, using 

• hCard == hCard0100 
• uszAID == _goodGSCAID1 (GSC) or _g
• unAIDLen == _goodGSCAID1Len (GSC) or _good

henticator01• strctAuthenticator == strctAut
• unAuthNb == 1. 

 
Ve fication Goal: 

erify the Expected Results:  To v

 
2. An u

co a
 

io

1. The call returns 
 _BAD_AUTH. • the return code BSI

 a thenticated session is not established with the target 
nt iner. 

Perform this verification by issuing a call to gscBsiGcReadTagList(). 
 
Verification and Reporting Scenar : 

uireContext() call returns the code 

 
Perform Test for Assertion 9.1.6.1 using 

Verify that an authenticated session has not been established 

 
) call to the SPS, using 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

1. Case 1: If the gscBsiUtilAcq
BSI_BAD_AUTH, then: 

• hCard == hCard0100. 
 

with the target container: 

Make a gscBsiGcReadTagList(
• hCard == hCard0100 
• uszAID == 

(CAC) 
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•

 
 

verified because a subsequent call 
 

established. 
ed." 

 
 If the gscBsiGcReadTagList() call does not return 

called with a bad 
ubsequent 

 
Case 
the c

"gscBsiUtilAcquireContext() called with a bad authenticator 
retur
Statu

 
 
Test for Asser
 
e fu  is tested with a card that has been removed. 

Instan

 tagArray == NULL 
• punNbTags == punNbTags0100. 

Case 1.1: If the gscBsiGcReadTagList() call returns the code
BSI_ACCESS_DENIED, then print 

"gscBsiUtilAcquireContext() called with a bad 
authenticator has been 
to gscBsiGcReadTagList() resulted in a denial of access,
indicating that an authenticated session had not been 

Status: Test 1.6 Pass

Case 1.2:
the code BSI_ACCESS_DENIED, then print 

"gscBsiUtilAcquireContext() 
authenticator has not been verified because a s
call to gscBsiGcReadTagList() did not result in a denial 
of access, indicating that an authenticated session had 
been established. 
Status: Test 1.6 Failed." 

2: If the gscBsiUtilAcquireContext() call does not return 
ode BSI_BAD_AUTH, then print 

ned an incorrect code. 
s: Test 1.6 Failed." 

tion 1.7 

Th
 

nction

tiation Scenario:  
1. (P

gs
 

2. (Pre) Remove the connected card from the reader. 

ng of Assertion 1.7

re) Construct the Starting State for the testing of 
cBsiUtilAcquireContext(). 

 
3. (Pre) Print "Testi ". 

ing 
• hCard == hCard0100 

00 
en (CAC) 

rctAuthenticator0100 
• unAuthNb == 1. 

rification Goal

 
4. Make a gscBsiUtilAcquireContext() call to the SPS, us

• uszAID == AID01
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1L
• strctAuthenticator == st

 
Ve : 
To v

 
Verification and Reporting Scenario

erify the Expected Results:  
1. The call returns 

• the return code BSI_CARD_REMOVED. 

: 
1. Ca  

BS C
se 1: If the gscBsiUtilAcquireContext() call returns the code 
I_ ARD_REMOVED, then print 
"gscBsiUtilAcquireContext() called with the connected card 
removed has been verified. 
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Status: Test 1.7 Passed." 

uireContext() call does not return 
then print 

th the connected card 
removed returned an incorrect code. 

 
Test f
 
The function is tested with another application having established a 
transaction lock. 
 
Until 
applic
 
 
st for 

ith a blocked PIN. 

 
Case 2: If the gscBsiUtilAcq

REMOVED, the code BSI_CARD_
"gscBsiUtilAcquireContext() called wi

Status: Test 1.7 Failed." 
 

or Assertion 1.8 

we encounter implementations that allow multiple simultaneous 
ations, I don't think we need to worry about this assertion. 

Te Assertion 1.9 
 
The function is tested w
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilAcquireContext(). 

 
2. (Pre) Construct a BSIAuthenticator array strctAuthenticator0109 

with one element, the structure BSIAuthenticator0109. 

ype0109 == BSI_AM_PIN 

S, using 

th i
 

4. (P )

BSIAuthenticator0109 has fields 
• accessMethodT
• keyIDOrReference0109 == _keyIDOrReference2 
• authValue0109 == _goodAuthValue2 
• authValue0109Len == _goodAuthValue2Len. 

 
3. (Pre) Make N gscBsiUtilAcquireContext() calls to the SP

• hCard == hCard0100 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• strctAuthenticator == strctAuthenticator0109 
• unAuthNb == 1 

where N is the maximum number of incorrect PIN tries allowed by 
e mplementation. 

re  Print "Testing of Assertion 1.8". 
 

5. Make a gscBsiUtilAcquireContext() call to the SPS, using 
  • hCard == hCard0100 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 

 
Verifi

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• strctAuthenticator == strctAuthenticator0100  
• unAuthNb == 1. 

cation Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_PIN_BLOCKED. 
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2. An authenticated session is not established with the target 
co a

 
Perform this verification by issuing a call to gscBsiGcReadTagList(). 
 
Verifica o

nt iner. 

ti n and Reporting Scenario: 
1. Ca  UtilAcquireContext() call returns the code 

D, then: 

n 9.1.9.1 using 

hed 

1 (GSC) or _goodCACAID1 (CAC) 

ULL 

 
C e cReadTagList() call returns the code 

 subsequent call to 
ss, 
een 

 
Cas cReadTagList() call does not return 
the code BSI_ACCESS_DENIED, then print 

 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code BSI_PIN_BLOCKED, then print 

"gscBsiUtilAcquireContext() called with a blocked PIN returned 
an
St

se 1: If the gscBsi
BSI_PIN_BLOCKE

 
r AssertioPerform Test fo

• hCard == hCard0100. 
 
Verify that an authenticated session has not been establis
with the target container: 
 

Make a gscBsiGcReadTagList() call to the SPS, using 
• hCard == hCard0100 
• uszAID == _goodGSCAID
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• tagArray == N
• punNbTags == punNbTags0100. 

as  1.1: If the gscBsiG
BSI_ACCESS_DENIED, then print 

"gscBsiUtilAcquireContext() called with a blocked PIN has 
been verified because a
gscBsiGcReadTagList() resulted in a denial of acce
i i enticated session had not bnd cating that an auth
established. 
Status: Test 1.9 Passed." 

e 1.2: If the gscBsiG

"gscBsiUtilAcquireContext() called with a blocked PIN has 
not been verified because a subsequent call to 
gscBsiGcReadTagList() did not result in a denial of 
access, indicating that an authenticated session had been 
established. 
Status: Test 1.9 Failed." 

 incorrect code. 
atus: Test 1.9 Failed." 
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2. gscB
 
 
Starting State for Each Test

siUtilConnect() 

: 
1. There exists a card reader, whose name is represented by the 

string uszReaderName0200, available to the candidate 
implementation. 

 
2. The length of uszReaderName0200 is unReaderNameLen0200. 

 
3. There exists an unsigned long * hCard0200. 

 
 
Test for Assertion 2.1 
 
The function is tested using valid parameters, with a good card 
inserted into a specified reader. 
 
Instantiation Scenario:  

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilConnect(). 

 
2. (Pre) Insert a card that claims conformance to the GSC-IS into 

the reader uszReaderName0200. 
 

3. (Pre) Print "Testing of Assertion 2.1". 
 

4. Make an gscBsiUtilConnect() call to the SPS, with 
• uszReaderName == uszReaderName0200 
• unReaderNameLen == unReaderNameLen0200 
• hCard == hCard0200. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_OK 
• hCard0200 == a valid handle. 

 
2. The card is connected, with handle hCard0200, to the reader 

uszReaderName0200. 
 
Perform this verification by issuing a call to 
gscBsiUtilGetCardStatus(). 
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilConnect() call returns the code BSI_OK, 
then verify that the card is indeed connected: 

 
Make a gscBsiUtilGetCardStatus() call to the SPS, using 

• hCard == hCard0200. 
 

Case 1.1: If the gscBsiUtilGetCardStatus() call returns the 
code BSI_OK, then print 

"gscBsiUtilConnect() called using valid parameters with a 
good card inserted into a specified reader has been verified 

 -14-



because a subseque
successful, indica
Status: Test 2.1 P

nt call to gscBsiUtilGetCardStatus() was 
ting that the card had been connected. 
assed." 

 
iUtilGetCardStatus() call does not return 

 
t been 

ng that 

Case 2: If the gscBsiUtilConnect() call does not return the code 
 
ect() called using valid parameters with a good 

ect 

Tes

e
ins

s

Case 1.2: If the gscBs
the code BSI_OK, then print 

"gscBsiUtilConnect() called using valid parameters with a
good card inserted into a specified reader has no
verified because a subsequent call to 
gscBsiUtilGetCardStatus() was unsuccessful, indicati
the card had not been connected. 
Status: Test 2.1 Failed." 

 

BSI_OK, then print
"gscBsiUtilConn
card inserted into a specified reader returned an incorr
code. 
Status: Test 2.1 Failed." 

 
 

t for Assertion 2.2 
 
Th  function is tested using valid parameters, with a good card 

erted into a non-specified reader.  
 
In tantiation Scenario:  

1. (Pre) Construct the Starting State for the testing of 

 
2. (Pre) Insert a card that claims conformance to the GSC-IS into 

th r

esting of Assertion 2.2

gscBsiUtilConnect(). 

e eader uszReaderName0200. 
 

3. (Pre) Print "T ". 

call to the SPS, with 

Ver

 
lConnect() 4. Make an gscBsiUti

 • uszReaderName == "" 
• unReaderNameLen == 0 
• hCard == hCard0200. 

 
ification Goal: 

ify the Expected ResTo ver ults:  

lid handle. 

 
Perform 
gscBsiUt

rifica

1. The call returns 
• the return code BSI_OK 
• hCard0200 == a va

 
2. The card is connected, with handle hCard0200, to the first 

available reader. 

this verification by issuing a call to 
ilGe atC rdStatus(). 

 
Ve tion and Reporting Scenario: 

se 1: If the gscBsiUtilConnect() call returns the code BSI_OK
en 

1. Ca , 
th

 
Ma

verify that the card is indeed connected: 

ke a gscBsiUtilGetCardStatus() call to the SPS, using 
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• hCard == hCard0200. 
 

Ca tCardStatus() call returns the 

non-specified reader has been 

 the 

Ca tCardStatus() call does not return 

ted into a non-specified reader has not been 

t 
nnected. 
" 

BsiUtilConnect() call does not return the code 
 

correct 

 
Tes

The
 
stantiation Scenario

se 1.1: If the gscBsiUtilGe
code BSI_OK, then print 

"gscBsiUtilConnect() called using valid parameters with a 
good card inserted into a 
verified because a subsequent call to 
gscBsiUtilGetCardStatus() was successful, indicating that
card had been connected. 
Status: Test 2.2 Passed." 
 
se 1.2: If the gscBsiUtilGe

the code BSI_OK, then print 
"gscBsiUtilConnect() called using valid parameters with a 
good card inser
verified because a subsequent call to 
gscBsiUtilGetCardStatus() was unsuccessful, indicating tha
the card had not been co
Status: Test 2.2 Failed.

 
Case 2: If the gsc
BSI_OK, then print

"gscBsiUtilConnect() called using valid parameters with a good 
card inserted into a non-specified reader returned an in
code. 
Status: Test 2.2 Failed." 

  

t for Assertion 2.3 
 

 function is tested using a bad reader name length. 

In :  
e testing of 

 
2. (Pre) Insert a card that claims conformance to the GSC-IS into 

the reader uszReaderName0200. 
 

3. (Pre) Print "Testing of Assertion 2.3

1. (Pre) Construct the Starting State for th
gscBsiUtilConnect(). 

". 

call to the SPS, with 
derName0200 

r

 
4. Make an gscBsiUtilConnect() 

 == uszRea• uszReaderName
 • unReaderNameLen == 0 
• hCard == hCard0200. 

 
Ve ification Goal: 

verify the Expected Results:  
The call returns 

To 
1. 

cenario

• the return code BSI_BAD_PARAM. 
 
rification and Reporting SVe : 

() call returns the code 

atus: Test 2.3 Passed." 

1. Case 1: If the gscBsiUtilConnect
BSI_BAD_PARAM, then print 

"gscBsiUtilConnect() called with a bad reader name length has 
een verified. b
St
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e ect() call does not return theCas  code 

BSI_BAD_PARAM, then print 

 
 
Test for As
 
The function is tested using a bad reader name. 
 
Instanti

2: If the gscBsiUtilConn

"gscBsiUtilConnect() called with a bad reader name length 
returned an incorrect cod
St

e. 
atus: Test 2.3 Failed." 

sertion 2.4 

ation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBs
 

2. (Pre) Insert a card that claims conformance to the GSC-IS into 
the r

 
3. (Pre) Print "Testing of Assertion 2.4

iUtilConnect(). 

eader uszReaderName0200. 

". 

4. 

 
Verifica

 
Make an gscBsiUtilConnect() call to the SPS, with 

• uszReaderName == _badReaderName  
• unReaderNameLen == _badReaderNameLen 
• hCard == hCard0200. 

tion Goal: 
To verify the Expected Results:  

de BSI_UNKNOWN_READER. 
1. The call returns 

• the return co
 
Verification and Reporting Scenario: 

Case 11. : If the gscBsiUtilConnect() call returns the code 
then print 

as been 

: Test 2.4 Passed." 

t() call does not return the code 
BSI_UNKNOWN_READER, then print 

 reader name returned an 
incorrect code. 

 
 
Test for s

ed with no card in the reader. 

BSI_UNKNOWN_READER, 
"gscBsiUtilConnect() called with a bad reader name h
verified. 
Status

 
Case 2: If the gscBsiUtilConnec

"gscBsiUtilConnect() called with a bad

Status: Test 2.4 Failed." 

 A sertion 2.5 
 
The function is test
 
Instantiation Scenario:

1. (Pr )
 

e  Construct the Starting State fo
B iUtilConnect(). 

r the testing of 
gsc s

200. 
 

3. (Pre) Print "Testing of Assertion 2.5

 
2. (Pre) Manually ensure that there is no valid card in the 

particular reader represented by the String uszReaderName0

". 
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4. Make an gscBsiUtilConnect() call to the SPS, with 

erName0200 
aderNameLen == unReaderNameLen0200 

 
Verifica

• uszReaderName == uszRead
Re• 

• hCard == hCard0200. 
un

tion Goal: 
xpected Results: To verif

1. Th
• the return code BSI_CARD_ABSENT. 

ng Scenario

y the E
e call returns 

 
Verification and Reporti : 

"gscBsiUtilConnect() called with no card in the reader has been 

: If the gscBsiUtilConnect() call does not return the code 

with no card in the reader returned 
an incorrect code. 

 
 
Tes
 
The function is tested using a bad inserted card. 

io

1. Case 1: If the gscBsiUtilConnect() call returns the code 
BSI_CARD_ABSENT, then print 

verified. 
Status: Test 2.5 Passed." 
 

Case 2
BSI_CARD_ABSENT, then print 

"gscBsiUtilConnect() called 

Status: Test 2.5 Failed." 

t for s A sertion 2.6 

 
Instantiation Scenar : 

 State for the testing of 

 
2. (Pre) Insert an invalid card into the reader uszReaderName0200. 

1. (Pre) Construct the Starting
(). gscBsiUtilConnect

 
3. (Pre) Print "Testing of Assertion 2.6". 

Mak
 

4. 

derNameLen0200 

 
Verifi

e an gscBsiUtilConnect() call to the SPS, with 
• uszReaderName == uszReaderName0200 
• unReaderNameLen == unRea
• Card == hCard0200. h

cation Goal: 
ifyTo ver

1. Th
_ABSENT or BSI_UNKNOWN_ERROR. 

rification and Reporting Scenario

 the Expected Results:  
e call returns 
• the return code BSI_CARD

 
Ve :  

BsiUtilConnect() call returns the code 
 the code BSI_UNKNOWN_ERROR, then print 

rted card has been 

 Passed." 

 the code 
 code BSI_UNKNOWN_ERROR, then print 

1. Case 1: If the gsc
BSI_CARD_ABSENT or

"gscBsiUtilConnect() called with a bad inse
verified. 
Status: Test 2.6

 
Case 2: If the gscBsiUtilConnect() call does not return
BSI_CARD_ABSENT or the
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"gscBsiUtilConnect() called with a bad inserted card re
an incorrect code. 
Status

turned 

: Test 2.6 Failed." 

 -19-



3. gscB
 
 
Starti

siUtilDisconnect() 

ng State for Each Test: 
card that claims conformance to the GSC-IS is in a particular 1. A 

reader available to the candidate implementation. 
 

2. The card is not connected. 
 

3. The name of the reader is represented by the string 
uszReaderName0300, of length unReaderNameLen0300. 

 
4. There exists an int hCard0300. 

 
5. Make a gscBsiUtilConnect() call to the SPS, with 

• uszReaderName == uszReaderName0300 
• unReaderNameLen == unReaderNameLen0300 
• hCard == hCard0300. 

 
 
Test for Assertion 3.1 
 
The function is tested using valid parameters. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilDisconnect(). 

 
2. (Pre) Print "Testing of Assertion 3.1". 

 
3. Make a gscBsiUtilDisconnect() call to the SPS, with 

• hCard == hCard0300. 
 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
• the return code BSI_OK. 

 
2. The card is disconnected. 

 
Perform this verification by issuing a call to 
GscBsiUtilGetCardStatus(). 
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilDisconnect() call returns the code 
BSI_OK, then verify that the card is indeed disconnected: 

 
Make a gscBsiUtilGetCardStatus() call to the SPS, using 

• hCard == hCard0300. 
 

Case 1.1: If the gscBsiUtilGetCardStatus() call does not return 
the code BSI_OK, then print 

"gscBsiUtilDisconnect() called with valid parameters has been 
verified because a subsequent call to 
gscBsiUtilGetCardStatus() was not successful, indicating that 
the card was no longer connected. 
Status: Test 3.1 Passed." 
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Case 1.2: If the gscBsiUtilGetCardStatus() call returns the 
code BSI_OK, then print 

t() called with valid parameters has not 

e 

." 

eturn the 

 
Test for s
 
e funct o ad handle. 

"gscBsiUtilDisconnec
been verified because a subsequent call to 
gscBsiUtilGetCardStatus() was successful, indicating that th
card was still connected. 
Status: Test 3.1 Failed

 
Case 2: If the gscBsiUtilDisconnect() call does not r
code BSI_OK, then print 

"gscBsiUtilDisconnect() called with valid parameters returned 
an incorrect code. 
Status: Test 3.1 Failed." 

 

 A sertion 3.2 

Th i n is tested using a b
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 

g of Assertion 3.2

gscBsiUtilDisconnect(). 
 

2. (Pre) Print "Testin ". 

 

ri

 
3. Make a gscBsiUtilDisconnect() call to the SPS, using 

•  hCard /= hCard0300.
 
Ve fication Goal: 
To v

AD_HANDLE. 

. 

Perform this verification by issuing a call to 
cBsiUt G

ri io

erify the Expected Results: 
1. The c all returns 

• the return code BSI_B
 

2. The card is still connected
 

Gs
 

il etCardStatus(). 

Ve fication and Reporting Scenar : 
 returns the code 

3.2.1 using 

1. Case 1: If the gscBsiUtilDisconnect() call
BSI_BAD_HANDLE, then: 

 
Perform Test for Assertion 9.

• hCard == hCard0300. 
 

Verify that the card is still connected: 
  

Make a gscBsiUtilGetCardStatus() call to the SPS, using 
• hCard == hCard0300. 

 
Case 1.1: If the gscBsiUtilGetCardStatus() call returns the 
code BSI_OK, then print 

"gscBsiUtilDisconnect() called with a bad handle has been 
verified because a subsequent call to 
gscBsiUtilGetCardStatus() was successful, indicating that 
the card was still connected. 
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Status: Test 3.2 Passed." 

, then print 

o 

ger connected. 
" 

 print 

been removed. 

 
Case 1.2: If the gscBsiUtilGetCardStatus() call does not 
return the code BSI_OK

"gscBsiUtilDisconnect() called with a bad handle has not 
been verified because a subsequent call t
gscBsiUtilGetCardStatus() was unsuccessful, indicating 

 the card was no lonthat
Status: Test 3.2 Failed.

 
Case 2: If the gscBsiUtilDisconnect() call does not return the 
code BSI_BAD_HANDLE, then

"gscBsiUtilDisconnect() called with a bad handle returned an 
ect code. incorr

Status: Test 3.2 Failed." 
 
 
Test for Assertion 3.3 
 
The function is tested with a card that has 
 
Instantiation Scenario:  

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilDisconnect(). 

 
2. (Pre) Print "Testing of Assertion 3.3". 

 
3. Remove the connected card from the reader. 

 
4. Make a gscBsiUtilDisconnect() call to the SPS, with 

hCard0300. • hCard == 
 
Verification Goal: 

erif tTo v
1. The c

REMOVED. 

y he Expected Results: 
all returns 

• the return code BSI_CARD_
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilDisconnect() cal
BSI_CARD_REMOVED, then print 

l returns the code 

d with the connected card removed 

Ca oes not return the 
code BSI_CARD_REMOVED, then print 

"gscBsiUtilDisconnect() called with the connected card removed 
re
St

"gscBsiUtilDisconnect() calle
has been verified. 
Status: Test 3.3 Passed." 
 
se 2: If the gscBsiUtilDisconnect() call d

turned an incorrect code. 
atus: Test 3.3 Failed." 
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4. gscBsiUt
 
 
Starting t

ilBeginTransaction() 

 S ate for Each Test:  
d that claims conformance to the GSC-IS is in a reader, 
cted with handle hCard0400. 

1. A car
conne

 
 
Test for Asse
 
e function nsaction call, with no existing 
ansa

 
Instan

rtion 4.1 

Th
tr

is tested as a blocking tra
ction lock, using valid parameters. 

tiation Scenario: 
re) Construct the Starting State for the testing of 1. (P

gscBsiUtilBeginTransaction(). 

2. (Pre) Print "Testing of Assertion 4.1
 

". 

there is no existing transaction lock: 

 with 
ard0400. 

ns either 
 BSI_NOT_TRANSACTED, then continue with 

 call does not return 
NSACTED, then print 

sted." 
4.1. 

saction() call to the SPS, with 

E. 

rification Goal

 
3. (Pre) Ensure that 

 
Make a gscBsiUtilEndTransaction() call to the SPS,

• hCard == hC
 

Case 1: If the gscBsiUtilEndTransaction() call retur
of the codes BSI_OK or
4. 

 
Case 2: If the gscBsiUtilEndTransaction()
either of the codes BSI_OK or BSI_NOT_TRA

"It cannot be assured that there is no existing transaction 
lock.  gscBsiUtilBeginTransaction() cannot be te

End Test for Assertion 
 

4. Make a gscBsiUtilBeginTran
• hCard == hCard0400 
• blType == TRU

 
Ve : 

 the return code BSI_NO_SPSSERVICE. 
 

2. If the return code is BSI_OK, then a transaction is established 
wi

 
Perfor
gscBsi
 
Verifica

To verify the Expected Results:  
1. The call returns 

• the return code BSI_OK or

th the smart card. 

m this verification by issuing a call to 
UtilEndTransaction(). 

tion and Reporting Scenario: 
1. Ca nTransaction() call returns the code 

BSI_OK, then verify that a transaction has indeed been started: 
 

Make a gscBsiUtilEndTransaction() call to the SPS, with 
• hCard == hCard0400. 

 

se 1: If the gscBsiUtilBegi
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Case 1.1: If the gscBsiUtilEndT
code BSI_OK, then print 

ransaction() call returns the 

"gscBsiUtilBeginTransaction() tested as a blocking 
h no existing transaction lock, using 

call 
that 

d. 
Status: Test 4.1 Passed." 

e gscBsiUtilEndTransaction() call does not 

ng transaction lock, using 
rs, has not been verified because a subsequent 

l, 
. 

() call returns the code 

 
Case 3
th

meters, returned an incorrect code. 

 
 
Test for As
 
e func ing transaction call, with no 
is

 
Instanti i

transaction call, wit
valid parameters, has been verified because a subsequent 
to gscBsiUtilEndTransaction() was successful, indicating 
a transaction had been starte

 
Case 1.2: If th
return the code BSI_OK, then print 

"gscBsiUtilBeginTransaction() tested as a blocking 
transaction call, with no existi
valid paramete
call to gscBsiUtilEndTransaction() was unsuccessfu
indicating that a transaction had not been started
Status: Test 4.1 Failed." 

 
Case 2: If the gscBsiUtilBeginTransaction
BSI_NO_SPSSERVICE, then print 

"gscBsiUtilBeginTransaction() is not supported. 
Status: Test 4.1 Not Supported." 

: If the gscBsiUtilBeginTransaction() call does not return 
e code BSI_OK or the code BSI_NO_SPSSERVICE, then print 
"gscBsiUtilBeginTransaction() tested as a blocking transaction 
call, with no existing transaction lock, using valid 
para
Status: Test 4.1 Failed." 

sertion 4.2 

Th
ex

tion is tested as a non-block
ting transaction lock, using valid parameters. 

at on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

nTransaction(). 

rtion 4.2

gscBsiUtilBegi
 

2 ing of Asse. (Pre) Print "Test ". 
 

3. (Pr )

d0400. 

() call returns either 
or BSI_NOT_TRANSACTED, then continue with 

ction 
 

End Test for Assertion 4.2. 

e  Ensure that there is no existing transaction lock: 
 

Make a gscBsiUtilEndTransaction() call to the SPS, with 
• hCard == hCar

 
Case 1: If the gscBsiUtilEndTransaction
of the codes BSI_OK 
4. 

 
Case 2: If the gscBsiUtilEndTransaction() call does not return 
either of the codes BSI_OK or BSI_NOT_TRANSACTED, then print 

"It cannot be assured that there is no existing transa
l ansaction() cannot be tested."ock.  gscBsiUtilBeginTr
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4. Ma

• 
 
Verificatio

ke a gscBsiUtilBeginTransaction() call to the SPS, with 
• hCard == hCard0400 

blType == FALSE. 

n Goal: 
he Expected Results:  
all returns 

To verify t
1. The c

• the return code BSI_NO_SPSSERVICE. 
 

2. If the return code is BSI_OK, then a transaction is established 
wi

 
Perform thi
gscBsiUtilE
 
Verificatio

the return code BSI_OK  or 

th the smart card. 

s verification by issuing a call to 
ndTransaction(). 

n and Reporting Scenario: 
ansaction() call returns 1. Case the code 

 
S, with 

 
: If the gscBsiUtilEndTransaction() call returns the 

 

quent call 
essful, indicating that 

: Test 4.2 Passed." 

e gscBsiUtilEndTransaction() call does not 
return the code BSI_OK, then print 

g 
valid parameters, has not been verified because a subsequent 

UtilEndTransaction() was unsuccessful, 
. 

() call returns the code 
BSI_NO_SPSSERVICE, then print 

 
Case 3 nTransaction() call does not return 
the code BSI_OK or the code BSI_NO_SPSSERVICE, then print 

: Test 4.2 Failed." 
 
 
Test for 
 

1: If the gscBsiUtilBeginTr
BSI_OK, then verify that a transaction has indeed been started: 

Make a gscBsiUtilEndTransaction() call to the SP
hCard == hCard0400. • 

Case 1.1
code BSI_OK, then print 

"gscBsiUtilBeginTransaction() tested as a non-blocking
transaction call, with no existing transaction lock, using 
valid parameters, has been verified because a subse
to gscBsiUtilEndTransaction() was succ

tarted. a transaction had been s
Status
 

Case 1.2: If th

"gscBsiUtilBeginTransaction() tested as a non-blocking 
transaction call, with no existing transaction lock, usin

call to gscBsi
indicating that a transaction had not been started
Status: Test 4.2 Failed." 

 
Case 2: If the gscBsiUtilBeginTransaction

"gscBsiUtilBeginTransaction() is not supported. 
Status: Test 4.2 Not Supported." 

: If the gscBsiUtilBegi

"gscBsiUtilBeginTransaction() tested as a non-blocking 
transaction call, with no existing transaction lock, using 
valid parameters, returned an incorrect code. 
Status

Assertion 4.3 
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The function is tested as a non-blocking transaction call, with another 
application having established a transaction lock, using valid 
paramete .

mplementations that allow multiple simultaneous 
d to worry about this assertion. 

 
st for As

The
plic hed a transaction lock, using valid 

tions that allow multiple simultaneous 
 worry about this assertion. 

 
Tes f
 
The function is tested as a non-blocking transaction call using valid 
rameters, cation establishes a transaction 
ck. 

 
Instanti

rs  
 
Until we encounter i
applications, I don't think we nee
 

Te
 

sertion 4.4 

 function is tested as a blocking transaction call, with another 
ation having establisap

parameters. 
 
til we encounter implementaUn

applications, I don't think we need to
 

t or Assertion 4.5 

pa
lo

after the current appli

ation Scenario: 
 Construct the Starting State for the testing of 
iUtilBeginTransaction(). 

 Print "Testing of Assertion 4.5

1. (Pre)
gscBs

 
2. (Pre) ". 

 
3. (Pre) Establish a transaction lock: 

 

• 
 
Ca
of the codes BSI_OK or BSI_NOT_TRANSACTED, then continue with 
4.

g transaction 
tested." 

4.

 
Verifica

Make a gscBsiUtilBeginTransaction() call to the SPS, with 
• hCard == hCard0400. 

blType == FALSE. 

se 1: If the gscBsiUtilBeginTransaction() call returns either 

 
 

Case 2: If the gscBsiUtilEndTransaction() call does not return 
either of the codes BSI_OK or BSI_NOT_TRANSACTED, then print 

"It cannot be assured that there is an existin
on() cannot be lock.  gscBsiUtilBeginTransacti

End Test for Assertion 4.5. 
 

 Make a gscBsiUtilBeginTransaction() call to the SPS, with 
• hCard == hCard0400 
• blType == FALSE. 

tion Goal: 
y the Expected Results:  To verif

1. The call returns the return code BSI_NOT_TRANSACTED. 

ng Scenario
 
rification and ReportiVe : 
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1. Case 1: If the gscBsiUtilBeginTransaction() call returns the code 
BSI_NOT_TRANSACTED, then: 
 

Perform Test for Assertion 9.4.5.1 using 
• hCard == hCard0400. 

 
Print 

ginTransaction(), tested as a non-blocking 
all, using valid parameters, after the current 

application has established a transaction lock, has been 

 If the gscBsiUtilBeginTransaction() call does not return  

transaction call, using valid parameters, after the current 
 established a transaction lock, returned an 
 

 a blocking transaction call using valid 
parameters, after the current application establishes a transaction 
lock. 

st

"gscBsiUtilBe
transaction c

verified. 
Status: Test 4.5 Passed." 

 
Case 2:
the code BSI_NOT_TRANSACTED, then print 

"gscBsiUtilBeginTransaction(), tested as a non-blocking 

application has
incorrect code.
Status: Test 4.5 Failed." 

 
 
Test for Assertion 4.6 
 
The function is tested as

 
In antiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 

2. (P

gscBsiUtilBeginTransaction(). 
 

re) Print "Testing of Assertion 4.6". 
 

3. (Pre) Establish a transaction lock: 
 

 
turn 

ction 
 

 4.6. 

tilBeginTransaction() call to the SPS, with 

Make a gscBsiUtilBeginTransaction() call to the SPS, with 
• hCard == hCard0400. 
• blType == FALSE. 
 
Case 1: If the gscBsiUtilBeginTransaction() call returns either 
of the codes BSI_OK or BSI_NOT_TRANSACTED, then continue with 
4. 

Transaction() call does not reCase 2: If the gscBsiUtilEnd
either of the codes BSI_OK or BSI_NOT_TRANSACTED, then print 

"It cannot be assured that there is an existing transa
inTransaction() cannot be tested."lock.  gscBsiUtilBeg

onEnd Test for Asserti
 

4. Make a gscBsiU
• hCard == hCard0400 
• blType == TRUE. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns the return code BSI_NOT_TRANSACTED. 
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Verification and Reporting Scenario: 

1. : If the gscBsiUtilBeginTransaction() call returns the code 

 
Perform Test for Assertion 9.4.6.1 using 

ard == hCard0400. 

P

lid parameters, after the current 
 a transaction lock, has been 

 
eturn  

th
on 

 parameters, after the current application has 
ock, returned an incorrect code. 

: Test 4.6 Failed." 

ng 
tion lock, with a bad handle. 

Case 1
BSI_NOT_TRANSACTED, then: 

• hC
 
rint 
"gscBsiUtilBeginTransaction(), tested as a blocking 

ctiontransa  call, using va
application has established
verified. 
Status: Test 4.6 Passed." 

Case 2: If the gscBsiUtilBeginTransaction() call does not r
e code BSI_NOT_TRANSACTED, then print 
"gscBsiUtilBeginTransaction(), tested as a blocking transacti
call, using valid
established a transaction l
Status

 
 
st for Assertion 4.7 Te

 
The function is tested as a blocking transaction call, with no existi
transac
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilBeginTransaction(). 

 
2. (Pre) Print "Testing of Assertion 4.7". 

 
3. (Pre) Ensure that there is no existing transaction lock: 

 

 
 2: If the gscBsiUtilEndTransaction() call does not return 

En
 

4. Make a gscBsiUtilBeginTransaction() call to the SPS, with 

 
rificatio

 
Make a gscBsiUtilEndTransaction() call to the SPS, with 

0. • hCard == hCard040

Case 1: If the gscBsiUtilEndTransaction() call returns either 
of the codes BSI_OK or BSI_NOT_TRANSACTED, then continue with 
4. 

Case
either of the codes BSI_OK or BSI_NOT_TRANSACTED, then print 

"It cannot be assured that there is no existing transaction 
lock.  gscBsiUtilBeginTransaction() cannot be tested." 
d Test for Assertion 4.7. 

• hCard /= hCard0400 
• blType == TRUE. 

Ve n Goal: 
To verify the Expected Results:  

1. The call returns 
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• the return code BSI_BAD_HANDLE or the return code 

 
Perform this verification by issuing a call to 
gscBsi
 
Verification and Reporting Scenario

BSI_NO_SPSSERVICE. 
 

2. No transaction lock is established with the smart card. 

UtilEndTransaction(). 

: 
1. Case  the gscBsiUtilBeginTransaction() call returns the code 

BSI_B
 

Pe

 

 
ll to the SPS, with 

 
he 

 then print 
"gscBsiUtilBeginTransaction(), tested as a blocking 

n call, with no existing transaction lock, with 
le, has been verified because a subsequent call 

" 

he gscBsiUtilEndTransaction() call returns the 

king 
transaction call, with no existing transaction lock, with 

ed because a subsequent 

: Test 4.7 Failed." 

Case 2 nTransaction() call returns the code 
BSI_NO_SPSSERVICE, then print 

 
Case 3
the code BSI_BAD_HANDLE or the code BSI_NO_SPSSERVICE, then print 

n 

re

 1: If
AD_HANDLE, then: 

rform Test for Assertion 9.4.7.1 using 
rd =• hCa = hCard0400. 

Verify that no transaction lock has been established: 

Make a gscBsiUtilEndTransaction() ca
• hCard == hCard0400. 

Case 1.1: If the gscBsiUtilEndTransaction() call returns t
code BSI_NOT_TRANSACTED,

transactio
a bad hand
to gscBsiUtilEndTransaction() was unsuccessful, indicating 
that a transaction had not been started. 
Status: Test 4.7 Passed.
 

Case 1.2: If t
code BSI_OK, then print 

"gscBsiUtilBeginTransaction(), tested as a bloc

a bad handle, has not been verifi
call to gscBsiUtilEndTransaction() was successful, 
indicating that a transaction had been started. 
Status

 
: If the gscBsiUtilBegi

"gscBsiUtilBeginTransaction() is not supported. 
Status: Test 4.7 Not Supported." 

: If the gscBsiUtilBeginTransaction() call does not return 

"gscBsiUtilBeginTransaction(), tested as a blocking transactio
call, with no existing transaction lock, with a bad handle, 
turned an incorrect code. 

Status: Test 4.7 Failed." 
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5. gscBs
 

ar

iUtilEndTransaction() 

 
St ting State for Each Test:  

1. A card that claims conformance to the GSC-IS is in a reader, 
connected with handle hCard0500. 

 
 
Test for Assertion 5.1 
 
The function is tested with an existing transaction lock, using valid 
parameters. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gs

 
2  (Pre)

cBsiUtilEndTransaction(). 

.  Print "Testing of Assertion 5.1". 
 

3. (Pre) Establish a transaction lock: 

Make a gscBsiUtilBeginTransaction() call to the SPS, with 

•
 
Case 
of the codes BSI_OK or BSI_NOT_TRANSACTED, then continue with 
4. 

 
Ca
either of the codes BSI_OK or BSI_NOT_TRANSACTED, then print 

lo
End T

 
4. Make a gscBsiUtilEndTransaction() call to the SPS, with 

• hC

rifi

 

• hCard == hCard0500. 
 blType == TRUE. 

1: If the gscBsiUtilBeginTransaction() call returns either 

se 2: If the gscBsiUtilEndTransaction() call does not return 

"It cannot be assured that there is an existing transaction 
ck.  gscBsiUtilBeginTransaction() cannot be tested." 
est for Assertion 5.1. 

ard == hCard0500. 
 
Ve cation Goal: 

ify the Expected Results:  
Th

To ver
1. 

NO_SPSSERVICE. 

2.

 
Perform 
gscBsiUt
 
Verification and Reporting Scenario

e call returns 
eturn code BSI_• the return code BSI_OK or the r

 
 If the return code is BSI_OK, then the previously existing 
transaction lock is ended. 

this verification by issuing a call to 
ilBeginTransaction(). 

: 
1. Case 1: If the gscBsiUtilEndTransaction() call returns the code 

BSI_OK, then verify that the existing transaction has indeed 
ended: 

 
Make a gscBsiUtilBeginTransaction() call to the SPS, with 

• hCard == hCard0500 
• blType == TRUE. 
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Case 1.1: If the gscBsiUtilBeginTransaction() call returns the 
code BSI_OK, then print 

tion() called with an existing 

gscBsiUtilBeginTransaction() was 
successful, indicating that the previous transaction had been 

5.1 Passed." 
 

rn the code BSI_OK, then print 
"gscBsiUtilEndTransaction() called with an existing 

 verified 
ction() was 

 that the previous transaction had 

on() call returns the code 
BSI_NO_SPSSERVICE, then print 

 
Case 3
th

 
 and valid parameters returned an incorrect code. 
: Test 5.1 Failed." 

 
 
Test for 
 
The function is tested with no existing transaction lock. 

Ins

"gscBsiUtilEndTransac
transaction lock and valid parameters has been verified 
because a subsequent call to 

ended. 
Status: Test 

Case 1.2: If the gscBsiUtilEndTransaction() call does not 
retu

transaction lock and valid parameters has not been
because a subsequent call to gscBsiUtilBeginTransa
unsuccessful, indicating
not been ended. 
Status: Test 5.1 Failed." 

 
Case 2: If the gscBsiUtilEndTransacti

"gscBsiUtilEndTransaction() is not supported. 
Status ted." : Test 5.1 Not Suppor

: If the gscBsiUtilBeginTransaction() call does not return 
e code BSI_OK or the code BSI_NO_SPSSERVICE, then print 
"gscBsiUtilEndTransaction() called with an existing transaction
lock
Status

Assertion 5.2 

 
tantiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiUtilEndTransaction(). 

rtion 5.2
 

2. (Pre) Print "Testing of Asse ". 

3

() call returns either 
ED, then continue with 

 

on 

 
4. Make a gscBsiUtilEndTransaction() call to the SPS, with 

 
. (P )re  Ensure that there is no existing transaction lock: 

 
Make a gscBsiUtilEndTransaction() call to the SPS, with 

• hCard == hCard0500. 
 

Case 1: If the gscBsiUtilEndTransaction
of the codes BSI_OK or BSI_NOT_TRANSACT
4. 

 
Case 2: If the gscBsiUtilEndTransaction() call does not return
either of the codes BSI_OK or BSI_NOT_TRANSACTED, then print 

"It cannot be assured that there is no existing transacti
lock.  gscBsiUtilBeginTransaction() cannot be tested." 

End Test for Assertion 5.2. 
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• hCard == hCard0500. 

tion Goal
 
Verifica : 

 tTo verify
1. The c

• 

 
Verificatio

he Expected Results: 
all returns 
the return code BSI_NOT_TRANSACTED or the return code 
BSI_NO_SPSSERVICE. 

n and Reporting Scenario: 
1: If the gscBsiUtilEndTransaction() call returns the code 1. Cas

BS
 

Pe

 
Pr

) called with no existing 
parameters has been verified. 

: Test 5.2 Passed." 
 

nsaction() call returns the code 
BS

 supported. 

urn 
th
pr

ansaction 
lock and valid parameters returned an incorrect code. 

th an existing transaction lock, using a bad 
han
 
stantiation Scenario

e 
I_NOT_TRANSACTED, then: 

rform Test for Assertion 9.5.2.1 using 
• hCard == hCard0500. 

int 
iUtilEndTra"gscBs nsaction(

transaction lock and valid 
Status

Case 2: If the gscBsiUtilEndTra
I_NO_SPSSERVICE, then print 
"gscBsiUtilEndTransaction() is not
Status: Test 5.2 Not Supported." 

Case 3: If the gscBsiUtilEndTransaction() call does not ret
 

e code BSI_NOT_TRANSACTED or the code BSI_NO_SPSSERVICE, then 
int 

 called with no existing tr"gscBsiUtilEndTransaction()

Status: Test 5.2 Failed." 
 
 
Test for Assertion 5.3 
 
The function is tested wi

dle. 

In : 
e testing of 

 
2. (Pre) Print "Testing of Assertion 5.3

1. (Pre) Construct the Starting State for th
gscBsiUtilEndTransaction(). 

". 

3. (Pre) Establish a transaction lock: 

• blType == TRUE. 

 
ransaction() call does not return 

 

 
Make a gscBsiUtilBeginTransaction() call to the SPS, with 

• hCard == hCard0500. 

 
Case 1: If the gscBsiUtilBeginTransaction() call returns either 
of the codes BSI_OK or BSI_NOT_TRANSACTED, then continue with 
4. 

Case 2: If the gscBsiUtilEndT
either of the codes BSI_OK or BSI_NOT_TRANSACTED, then print 
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"It cannot be assured
lock.  gscBsiUtilBeginTransaction() cannot be tested." 

 that there is an existing transaction 

r Assertion 5.3. 

 
rification

End Test fo
 

4. Make a gscBsiUtilEndTransaction() call to the SPS, with 
• hCard /= hCard0500. 

 GoalVe : 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_BAD_HANDLE or the return code 

BSI_NO_SPSSERVICE. 
 

2. If the return code is BSI_BAD_HANDLE, then the previously 
existing transaction lock remains in effect. 

 
Perform t
gscBsiUtilB
 
rifi

his verification by issuing a call to 
eginTransaction(). 

Ve cation and Reporting Scenario: 
1.

 

Case 1.1
NOT_TRANSACTED, then print 
lEndTransaction() called with an existing 

was unsuccessful, indicating that the previous transaction 
n ended. 

d with an existing 
ndle has not been verified 

on 

d." 
 

Ca
BS

us: Test 5.3 Not Supported." 

Ca
the code BSI_BAD_HANDLE or the code BSI_NO_SPSSERVICE, then print 

 Case 1: If the gscBsiUtilEndTransaction() call returns the code 
BSI_BAD_HANDLE, then: 
 

Perform Test for Assertion 9.5.3.1
• hCard == hCard0500. 

 using 

 
Verify that the existing transaction is still in effect: 

Make a gscBsiUtilBeginTransaction() call to the SPS, with 
• hCard == hCard0500 
• blType == TRUE. 

 
: If the gscBsiUtilBeginTransaction() call returns 

the code BSI_
"gscBsiUti
transaction lock and a bad handle has been verified 
because a subsequent call to gscBsiUtilBeginTransaction() 

had not bee
Status: Test 5.3 Passed." 
 

Case 1.2: If the gscBsiUtilEndTransaction() call returns the 
code BSI_OK, then print 

"gscBsiUtilEndTransaction() calle
transaction lock and a bad ha
because a subsequent call to gscBsiUtilBeginTransaction() 
was successful, indicating that the previous transacti
had been ended. 

aileStatus: Test 5.3 F

se 2: If the gscBsiUtilEndTransaction() call returns the code 
I_NO_SPSSERVICE, then print 
"gscBsiUtilEndTransaction() is not supported. 
Stat

 
se 3: If the gscBsiUtilBeginTransaction() call does not return 
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"gscBsiUtilEndTransaction() called with an existing transaction 
lo
Status: Test 5.3 Failed." 
ck and a bad handle returned an incorrect code. 
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6. gscB
 
 
Test for Assertion 6.1 
 
The function is tested using valid parameters (Discovery Method 1). 
 
Instantiation Scenario

siUtilGetVersion() 

: 
1. (Pre) Allocate the unsigned long* punVersionLen0601 == 0. 

 
2. (Pre) Print "Testing of Assertion 6.1". 

 
3. Make a gscBsiUtilGetVersion() call to the SPS using  

• uszVersion == NULL 
• punVersionLen == punVersionLen0601. 

 
Case 1: If the gscBsiUtilGetVersion() call returns the code 
BSI_OK, then: 
 
Print 

"gscBsiUtilGetVersion() (Discovery Method 1, Discovery Mode) 
succeeded." 

 
Continue with 4. 

 
Case 2: If the gscBsiUtilGetVersion() call does not return the 
code BSI_OK, then print 

"gscBsiUtilGetVersion() (Discovery Method 1, Discovery Mode) 
did not return the code BSI_OK. 
Status: Test 6.1 Failed. 

End Test for Assertion 6.1. 
 

4. Allocate the unsigned char* uszVersion0601 with length == 
punVersionLen0601*. 

 
5. Make a gscBsiUtilGetVersion() call to the SPS using  

• uszVersion == uszVersion0601 
• punVersionLen == punVersionLen0601. 

 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
• the return code BSI_OK 
• uszVersion0601 == the BSI implementation version of the SPS. 

 
Perform this verification by inspection. 
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilGetVersion() call returns the code 
BSI_OK, then manually inspect uszVersion0601. 

Case 1.1: If uszVersion0601 represents the BSI implementation 
version of the SPS, then print 

"gscBsiUtilGetVersion() (Discovery Method 1, Final Mode) 
called with valid parameters has been verified by inspection. 
Status: Test 6.1 Passed." 
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Case 1.2: If uszVersion0
implementation version o

601 does not represent the BSI 
f the SPS, then print 

"gscBsiUtilGetVersion() (Discovery Method 1, Final Mode) 
alid parameters has not been verified by 

siUtilGetVersion() call does not return the 

 called 
rrect code. 

 
Test for s

e func
 
Instanti

called with v
inspection. 
Status: Test 6.1 Failed." 

 
Case 2: If the gscB
code BSI_OK, then print 

"gscBsiUtilGetVersion() (Discovery Method 1, Final Mode)
with valid parameters returned an inco
Status: Test 6.1 Failed. 

 

 A sertion 6.2 
 
Th tion is tested using valid parameters (Discovery Method 2). 

ion Scenarioat : 
1. (Pre) Allocate the unsigned char* uszVersion0602 with length 0. 

 
2. (Pre)

3. (Pre) Print "Testing of Assertion 6.2

 Allocate the unsigned long* punVersionLen0602 == 0. 
 

". 

4. Ma

 
Ca () call returns the code 

: 

 

iscovery 

th 5. 

lGetVersion() call does not return the 
ER, then print 

 == 

 
6. Ma

• 
 
Verificatio

 
ke a gscBsiUtilGetVersion() call to the SPS using  
• uszVersion == uszVersion0602 
• punVersionLen == punVersionLen0602. 

Versionse 1: If the gscBsiUtilGet
BSI_INSUFFICIENT_BUFFER, then

 
Perform Test for Assertion 9.6.2.1. 

Print 
"gscBsiUtilGetVersion() (Discovery Method 2, D

e code Mode) correctly returned th
BSI_INSUFFICIENT_BUFFER." 

 
Continue wi

 
gscBsiUtiCase 2: If the 

odc e BSI_INSUFFICIENT_BUFF
"gscBsiUtilGetVersion() (Discovery Method 2, Discovery Mode) 
did not return the code BSI_INSUFFICIENT_BUFFER. 
Status: Test 6.2 Failed. 

End Test for Assertion 6.2. 
 

5. Re-allocate the unsigned char* uszVersion0602 to be of length
punVersionLen0602*. 

ke a gscBsiUtilGetVersion() call to the SPS using  
• uszVersion == uszVersion0602 

punVersionLen == punVersionLen0602. 

n Goal: 
To verify the Expected Results: 
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1. Th

• S. 
 
Perform this verification by inspection. 
 
rifi Reporting Scenario

e call returns 
• the return code BSI_OK 

uszVersion0602 == the BSI implementation version of the SP

Ve cation and :
1. 

pect uszVersion0602. 

 (Discovery Method 2, Final Mode) 

: If uszVersion0602 does not represent the BSI 

"gscBsiUtilGetVersion() (Discovery Method 2, Final Mode) 
lid parameters has not been verified by 

: Test 6.2 Failed." 
 

"gscBsiUtilGetVersion() (Discovery Method 2, Final Mode) called 

 

st for
 
e func on length. 

stantiati

 
Case 1: If the gscBsiUtilGetVersion() call returns the code 
BSI_OK, then manually ins

Case 1.1: If uszVersion0602 represents the BSI implementation 
n of the SPS, then print versio

"gscBsiUtilGetVersion()
called with valid parameters has been verified by inspection. 
Status: Test 6.2 Passed." 
 

Case 1.2
implementation version of the SPS, then print 

called with va
inspection. 
Status

Case 2: If the gscBsiUtilGetVersion() call does not return the 
code BSI_OK, then print 

with valid parameters returned an incorrect code. 
Status: Test 6.2 Failed." 

 
Te  Assertion 6.3 

tion is tested using a bad VersiTh
 
In on Scenario: 

1. (Pre) Allocate the unsigned long* punVersionLen0603 == 0. 
 

2. (Pre) Print "Testing of Assertion 6.3". 
 

3. Make a gscBsiUtilGetVersion() call to the SPS using  
ULL 
= punVersionLen0603. 

 
Pr

iscovery Method 1, Discovery Mode) 

 return the 

r
ilGetVersion() (Discovery Method 1, Discovery Mode) 
eturn the code BSI_OK. 

• uszVersion == N
• punVersionLen =

 
Case 1: If the gscBsiUtilGetVersion() call returns the code 
BSI_OK, then: 

int 
"gscBsiUtilGetVersion() (D
succeeded." 
 

Continue with 4. 
 

Case 2: If the gscBsiUtilGetVersion() call does not
code BSI_OK, then: 
 
P int 

"gscBsiUt
did not r
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End Test for Assertion 6.3. 

 
4. Al c

punVersionLen0603*. 

 
Verificat

lo ate the unsigned char* uszVersion0603 with length == 

 
5. Assign punVersionLen0603 == 0. 

 
6. Make a gscBsiUtilGetVersion() call to the SPS using  

• uszVersion == uszVersion0603 
• punVersionLen == punVersionLen0603. 

ion Goal: 
he Expected Results: To verify t

1. The c
• RAM. 

 
Verifica

all returns 
he return code BSI_BAD_PAt

tion and Reporting Scenario: 
se 1. Ca

BSI_B
 

Pr

Ca
co
 

ersion() (Discovery Method 1, Final Mode) called 
rect code. 

1: If the gscBsiUtilGetVersion() call returns the code 
AD_PARAM, then: 

int 
"gscBsiUtilGetVersion() (Discovery Method 1, Final Mode) 
called with a bad Version length has been verified. 
Status: Test 6.3 Passed." 
 

se 2: If the gscBsiUtilGetVersion() call does not return the 
de BSI_BAD_PARAM, then: 

Print 
 

"gscBsiUtilGetV
with a bad Version length returned an incor
Status: Test 6.3 Failed. 
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7. gscBsi

arting

UtilGetCardProperties() 
 
 
St  State for each Test: 

1. A card that claims conformance to the GSC-IS is in a reader
connected with handle hCard0700. 

, 

unCardCapability0700. 

Tes
 
The function is tested using valid parameters (Discovery Method 1). 

io

 
2. There exists an unsigned long* p

 
 

t for Assertion 7.1 

 
Instantiation Scenar : 

g State for the testing of 
roperties(). 

 
2. (Pre) Allocate the unsigned long* punCCCUniqueIDLen0701 == 0. 

1. (Pre) Construct the Startin
gscBsiUtilGetCardP

 
3. (Pre) Print "Testing of Assertion 7.1". 

Make a gscBsiUtilGetCardProperties() call to the SPS, using 
 

4. 
d == hCard0700 

• 
• 

 
 

de) succeeded." 

Status: Test 7.1 Not Supported." 
End Test for Assertion 7.1. 

 
Case 3: If the gscBsiUtilGetCardProperties() call does not 
return the code BSI_OK or the code BSI_NO_CARDSERVICE, then 
print 

"gscBsiUtilGetCardProperties() (Discovery Method 1, Discovery 
Mode) returned an incorrect code. 
Status: Test 7.1 Failed." 

End Test for Assertion 7.1. 
 

5. Allocate the unsigned char* uszCCCUniqueID0701 with length == 
punCCCUniqueIDLen0701. 

 
6. Make a gscBsiUtilGetCardProperties() call to the SPS, using 

• hCard == hCard0700 
• uszCCCUniqueID == uszCCCUniqueID0701 
• punCCCUniqueIDLen == punCCCUniqueIDLen0701 
• punCardCapability == punCardCapability0700. 

 

• hCar
• uszCCCUniqueID == NULL 

punCCCUniqueIDLen == punCCCUniqueIDLen0701 
dCapability0700.  punCardCapability == punCar

Case 1: If the gscBsiUtilGetCardProperties() call returns the
code BSI_OK, then print 

"gscBsiUtilGetCardProperties() (Discovery Method 1, Discovery 
Mo

Continue with 5. 
 

Case 2: If the gscBsiUtilGetCardProperties() call returns the 
hen print code BSI_NO_CARDSERVICE, t

"gscBsiUtilGetCardProperties() is not supported. 
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Verification Goal: 
 verify the Expected Results: To
1. The call returns 

OK 

sks 
he connected card. 

rf

ng Scenario

• the return code BSI_
• uszCCCUniqueID0701 == the Card Capability Container ID 
• punCardCapability0700 == one of the recognized bitwise ma

identifying the provider of t
 
Pe orm this verification by inspection. 
 
Verification and Reporti :  

Container 

overy Method 1, Final 

" 
 

e Card 
 is not one of 

iled." 

Ca
co

St
 

Ca dProperties() call does not return 
th

e) 

 
 
Test for

e 
 
stan

1. Case 1: If the gscBsiUtilGetCardProperties() call returns the 
code BSI_OK, then manually inspect uszCCCUniqueID0701 and 
punCardCapability0700.  

 
Case 1.1: If CCCUniqueID0701 is the Card Capability 
ID and punCardCapability0700 is one of  

• 00000001 (hex) 
• 00000002 (hex) 
• 00000004 (hex) 

then print 
"gscBsiUtilGetCardProperties() (Disc
Mode) called with valid parameters has been verified by 
inspection. 
Status: Test 7.1 Passed.

Case 1.2: If either uszCCCUniqueID0701 is not th
Capability Container ID or punCardCapability0700
the above masks, then print 

"gscBsiUtilGetCardProperties() (Discovery Method 1, Final 
Mode) called with valid parameters has not been verified by 
inspection. 

1 FaStatus: Test 7.
 

se 2: If the gscBsiUtilGetCardProperties() call returns the 
de BSI_NO_CARDSERVICE, then print 
"gscBsiUtilGetCardProperties() is not supported. 
atus: Test 7.1 Not Supported." 

se 3: If the gscBsiUtilGetCar
e code BSI_OK, then print 
"gscBsiUtilGetCardProperties() (Discovery Method 1, Final Mod
called with valid parameters returned an incorrect code. 
Status: Test 7.1 Failed." 

 Assertion 7.2 
 
Th function is tested using valid parameters (Discovery Method 2). 

tiation ScenarioIn : 
1. (Pre) Construct the Starting State for the testing of 

gscBsiUtilGetCardProperties(). 
 

2. (Pre) Allocate the unsigned char* uszCCCUniqueID0702 with length 
0.
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3. (Pre) Allocate the unsigned long* punCCCUniqueIDLen0702 == 0. 

ertion 7.2
 

4. (Pre) Print "Testing of Ass ". 

5. Make a gscBsiUtilGetCardProperties() call to the SPS, using 

• 
• 

roperties() call returns the 
then print 

ery 
" 

supported. 
S  Supported." 

End Test for Assertion 7.2. 
 

re
BS

s() (Discovery Method 2, Discovery 
 code. 

 
6. Al

punCC
 

7. Make a gscBsiUtilGetCardProperties() call to the SPS, using 
• 

 
rifica

 

• hCard == hCard0700 
• uszCCCUniqueID == uszCCCUniqueID0702 

punCCCUniqueIDLen == punCCCUniqueIDLen0702 
punCardCapability == punCardCapability0700.  

 
Case 1: If the gscBsiUtilGetCardP
code BSI_INSUFFICIENT_BUFFER, 

"gscBsiUtilGetCardProperties() (Discovery Method 2, Discov
Mode) correctly returned the code BSI_INSUFFICIENT_BUFFER.

Continue with 6. 
 

Case 2: If the gscBsiUtilGetCardProperties() call returns the 
code BSI_NO_CARDSERVICE, then print 

" operties() is not gscBsiUtilGetCardPr
tatus: Test 7.2 Not

Case 3: If the gscBsiUtilGetCardProperties() call does not 
turn the code BSI_INSUFFICIENT_BUFFER or the code 
I_NO_CARDSERVICE, then print 
"gscBsiUtilGetCardPropertie
Mode) returned an incorrect
Status: Test 7.2 Failed. 

End Test for Assertion 7.2. 

locate the unsigned char* uszCCCUniqueID0702 with length == 
CUniqueIDLen0702. 

hCard == hCard0700 
• uszCCCUniqueID == uszCCCUniqueID0702 
• punCCCUniqueIDLen == punCCCUniqueIDLen0702 
• punCardCapability == punCardCapability0700. 

Ve tion Goal: 
To ver

1. 

masks 
 of the connected card. 

n by inspection. 

ify the Expected Results: 
The call returns 

• the return code BSI_OK 
• uszCCCUniqueID0702 == the Card Capability Container ID 

 one of the recognized bitwise • punCardCapability0700 ==
identifying the provider

 
Perform this verificatio
 
Verification and Reporting Scenario:  

1. Case 1: If the gscBsiUtilGetCardProperties() call returns the 
code BSI_OK, then manually inspect uszCCCUniqueID0702 and 

 
is the Card Capability Container 

ID and cardCapability0700 is one of  
• 00000001 (hex) 

punCardCapability0700.  

Case 1.1: If CCCUniqueID0702 
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• 00000002 (hex) 
• 00000004 (hex) 

then print 

: Test 7.2 Passed." 
 

zCCCUniqueID0701 is not the Card 
y0700 is not one of the 

od 2, Final 
n verified by 

 
Case 
co

Properties() is not supported. 

 
Ca not return 
the c

overy Method 2, Final Mode) 
returned an incorrect code. 

 
 
Test for
 
The function is tested using a bad handle (Discovery Method 1, 
Discover

s

"gscBsiUtilGetCardProperties() (Discovery Method 2, Final 
Mode) called with valid parameters has been verified by 
inspection. 
Status

Case 1.2: If either us
Capability Container ID or cardCapabilit
above masks, then print 

"gscBsiUtilGetCardProperties() (Discovery Meth
Mode) called with valid parameters has not bee
inspection. 
Status: Test 7.2 Failed." 

2: If the gscBsiUtilGetCardProperties() call returns the 
ICE, then print de BSI_NO_CARDSERV

"gscBsiUtilGetCard
Status: Test 7.2 Not Supported." 

se 3: If the gscBsiUtilGetCardProperties() call does 
ode BSI_OK, then print 

() (Disc"gscBsiUtilGetCardProperties
called with valid parameters 
Status: Test 7.2 Failed." 

 Assertion 7.3 

y Mode). 
 
In tantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilGetCardProperties(). 

 
 

3. (P )

 
2. (Pr ) ned long* punCCCUniqueIDLen0703 == 0.e  Allocate the unsig

re  Print "Testing of Assertion 7.3". 
 

4. Make a gscBsiUtilGetCardProperties() call to the SPS, using 
hCard0700 

 
unCCCUniqueIDLen0703 
nCardCapability0700.  

 
Verifica o

• hCard /= 
• uszCCCUniqueID == NULL

DLen == p• punCCCUniqueI
• punCardCapability == pu

ti n Goal: 
To verif t

1. The c

rification and Reporting Scenario

y he Expected Results: 
all returns 

• the return code BSI_BAD_HANDLE. 
 
Ve : 

roperties() call returns the 

tion 9.7.3.1 using 

1. Case 1: If the gscBsiUtilGetCardP
code BSI_BAD_HANDLE, then: 
 

Perform Test for Asser
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• hCard == hCard0700. 
 
Print 

"gscBsiUtilGetCardProperties() (Discovery Method 1, Discovery 
Mode) called with a bad handle has been verified. 
S sed." 

 
Cas
code 

"gscBsiUtilGetCardProperties() is not supported. 
St d." 

Ca  return 
th
pr

"gscBsiUtilGetCardProperties() (Discovery Method 1, Discovery 
Mo
St

 

st f
 
The function is tested using a bad handle (Discovery Method 1, Final 
de). 

Instan

tatus: Test 7.3 Pas

e 2: If the gscBsiUtilGetCardProperties() call returns the 
BSI_NO_CARDSERVICE, then print 

atus: Test 7.3 Not Supporte
 

se 3: If the gscBsiUtilGetCardProperties() call does not
e code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then 
int 

de) called with a bad handle returned an incorrect code. 
atus est 7.: T 3 Failed." 

 
Te or Assertion 7.4 

Mo
 

tiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gs
 

2. (Pre) Allocate the unsigned long* punCCCUniqueIDLen0704 == 0. 

d0700 
• uszCCCUniqueID == NULL 

Capability == punCardCapability0700.  

unsigned char* uszCCCUniqueID0704 with length 

 
5. (Pre) Print "Testing of Assertion 7.4

cBsiUtilGetCardProperties(). 

 
3. (Pre) Make a gscBsiUtilGetCardProperties() call to the SPS, using 

• hCard == hCar

• punCCCUniqueIDLen == punCCCUniqueIDLen0704 
• punCard

 
4. (Pre) Allocate the 

== punCCCUniqueIDLen0704. 

". 
 

6. Make a gscBsiUtilGetCardProperties() call to the SPS, using 

• uszCCCUniqueID == uszCCCUniqueID0704 

 
Verifica o

• hCard /= hCard0700 

• punCCCUniqueIDLen == punCCCUniqueIDLen0704 
 punCardCapability0700. • punCardCapability ==

ti n Goal: 
To verif t

1. The c
n code BSI_BAD_HANDLE. 

io

y he Expected Results: 
all returns 

• the retur
 
Ver ing Scenarification and Report : 

ties() call returns the 
cod  
 

1. Case 1: If the gscBsiUtilGetCardProper
e BSI_BAD_HANDLE, then: 
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Perform Test for Assertion 9.7.3.1 using 

ry Method 1, Final 
Mode) called with a bad handle has been verified. 
Status: Test 7.4 Passed." 

 
Cas
code 

"gscBsiUtilGetCardProperties() is not supported. 
: Test 7.4 Not Supported." 

urn 
the code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then 
pr

 
 
Test for

e function is tested with a removed card (Discovery Method 1, 

stantiation Scenario

• hCard == hCard0700. 
 
Print 

"gscBsiUtilGetCardProperties() (Discove

e 2: If the gscBsiUtilGetCardProperties() call returns the 
BSI_NO_CARDSERVICE, then print 

Status

Case 3: If the gscBsiUtilGetCardProperties() call does not ret
 

int 
"gscBsiUtilGetCardProperties() (Discovery Method 1, Final Mode) 
called with a bad handle returned an incorrect code. 
Status: Test 7.4 Failed." 

 Assertion 7.5 
 
Th
Discovery Mode). 
 
In : 

unsigned long* punCCCUniqueIDLen0705 == 0. 

3. (Pre) Print "Testing of Assertion 7.5

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilGetCardProperties(). 

 
2. (Pre) Allocate the 

 
". 

r

 
4. Remove the connected card from the reader. 

 
5. Make a gscBsiUtilGetCardProperties() call to the SPS, using 

• hCard == hCard0700 
• uszCCCUniqueID == NULL 
• punCCCUniqueIDLen == punCCCUniqueIDLen0705 
• punCardCapability == punCardCapability0700.  

 
Ve ification Goal: 

verify the Expected Results: 
The call returns 

To 
1. 

r

• the return code BSI_CARD_REMOVED. 
 
Ve ification and Reporting Scenario: 

1. Cas  lGetCardProperties() call returns thee 1: If the gscBsiUti  
co  
 

hod 1, Discovery 
led with the connected card removed has been 

d." 
 

de BSI_CARD_REMOVED, then: 

Print 
"gscBsiUtilGetCardProperties() (Discovery Met
Mode) cal
verified. 
Status 7.5 Passe: Test 
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Ca  ties() call returns the 
code BSI_NO_CARDSERVICE, then print 

) is not supported. 

pri
s s es() (Discovery Method 1, Discovery 

alled with the connected card removed returned an 

St
 

st f
 
The function is tested with a removed card (Discovery Method 1, Final 

stan

se 2: If the gscBsiUtilGetCardProper

"gscBsiUtilGetCardProperties(
Status: Test 7.5 Not Supported." 
 

Case 3: If the gscBsiUtilGetCardProperties() call does not return 
the code BSI_CARD_REMOVED or the code BSI_NO_CARDSERVICE, then 

n
"g
t 
cB iUtilGetCardProperti

Mode) c
incorrect code. 
atus: Test 7.5 Failed." 

 
Te or Assertion 7.6 

Mode). 
 
In tiation Scenario: 

(Pre) Construct the Starting State for the testing of 
gscBsiUtilGetCardProperties(). 

1. 

 
2. (Pre) Allocate the unsigned long* punCCCUniqueIDLen0706 == 0. 

 
3. (Pre) Make a gscBsiUtilGetCardProperties() call to the SPS, using 

D == NULL 

n0706. 

• hCard == hCard0700 
• uszCCCUniqueI
• punCCCUniqueIDLen == punCCCUniqueIDLen0706 
• punCardCapability == punCardCapability0700.  

 
4. (Pre) Allocate the unsigned char* uszCCCUniqueID0706 with length 

== punCCCUniqueIDLe
 

5. (Pre) Print "Testing of Assertion 7.6". 
 

6. Remove the connected card from the reader. 
 

7. Make a gscBsiUtilGetCardProperties() call
• hCard == hCard0700 

 to the SPS, using 

 
Verifica o

• uszCCCUniqueID == uszCCCUniqueID0706 
• punCCCUniqueIDLen == punCCCUniqueIDLen0706 
• punCardCapability == punCardCapability0700. 

ti n Goal: 
To verif t

1. Th c

io

y he Expected Results: 
e all returns 
• the return code BSI_CARD_REMOVED. 

 
Verification and Reporting Scenar : 

tCardProperties() call returns the 

very Method 1, Final Mode) 
d removed has been verified. 

 

1. Case 1: If the gs
cod  

cBsiUtilGe
e BSI_CARD_REMOVED, then print 
"gscBsiUtilGetCardProperties() (Disco
called with the connected car
Status: Test 7.6 Passed." 

 -45-



Case 2: If the gscBsiUtilGetCardProperties() call returns the 
code BSI_NO_CARDSERVICE, then print 

"gscBsiUtilGetCardProperties() is not supported. 

 
Case eturn 
the code BSI_CARD_REMOVED or the code BSI_NO_CARDSERVICE, then 
print

de) 
 

 
 
Test f
 
The function is tested with another application having established a 
transact
 
Until we encounter implementations that allow multiple simultaneous 
applications, I don't think we need to worry about this assertion. 

 Mode). 

Status: Test 7.6 Not Supported." 

3: If the gscBsiUtilGetCardProperties() call does not r

 
"gscBsiUtilGetCardProperties() (Discovery Method 1, Final Mo
called with the connected card removed returned an incorrect
code. 
Status: Test 7.6 Failed." 

or Assertion 7.7 

ion lock. 

 
 
Test for Assertion 7.8 
 
The function is tested using a bad unique ID length (Discovery Method 
1, Final
 
Instantiation Scenario:  

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilGetCardProperties(). 

 
2. (Pre) Allocate the unsigned long* punCCCUniqueIDLen0708 == 0. 

 
3. (Pre) Make a gscBsiUtilGetCardProperties() call to the SPS, using 

• hCard == hCard0700 
• uszCCCUniqueID == NULL 
• punCCCUniqueIDLen == punCCCUniqueIDLen0708 
• punCardCapability == punCardCapability0700.  

 
4. (Pre) Allocate the unsigned char* uszCCCUniqueID0704 with length 

== punCCCUniqueIDLen0708. 
 

5. (Pre) Assign punCCCUniqueIDLen0708 == 0. 
 

6. (Pre) Print "Testing of Assertion 7.8". 
 

7. Make a gscBsiUtilGetCardProperties() call to the SPS, using 
 • hCard == hCard0700 
• uszCCCUniqueID == uszCCCUniqueID0708 
• punCCCUniqueIDLen == punCCCUniqueIDLen0708 
• punCardCapability == punCardCapability0700. 

 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
• the return code BSI_BAD_PARAM. 
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rificatioVe n and Reporting Scenario: 
1. Case 1: If the gscBsiUtilGetCardProperties() call returns the 

. 

Ca

 
Ca
the code BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, then print 

s() (Discovery Method 1, Final Mode) 

Status

code BSI_BAD_PARAM, then: 
 

Perform Test for Assertion 9.7.8.1 using 
• hCard == hCard0700. 

 
Print 

"gscBsiUtilGetCardProperties() (Discovery Method 1, Final 
Mode) called with a bad unique ID length has been verified
Status: Test 7.8 Passed." 

 
se 2: If the gscBsiUtilGetCardProperties() call returns the 

code BSI_NO_CARDSERVICE, then print 
"gscBsiUtilGetCardProperties() is not supported. 
Status: Test 7.8 Not Supported." 

se 3: If the gscBsiUtilGetCardProperties() call does not return 

"gscBsiUtilGetCardPropertie
called with a bad unique ID length returned an incorrect code. 

: Test 7.8 Failed." 
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8.
 
 
Starting t

 gscBsiUtilGetCardStatus() 

 S ate for Each Test:  
1. A card that claims conformance to the GSC-IS is in a reader, 

connected with handle hCard0800. 

 
e functio rs. 

 
 
Test for Assertion 8.1 

Th n is tested using valid paramete
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilGetCardStatus(). 

 
2. (Pre) i tion 8.1Pr nt "Testing of Asser ". 

 
3. Make a gscBsiUtilGetCardStatus() call to the SPS, using 

 
Verificatio

• hCard == hCard0800. 

n Goal: 
he Expected Results: To verify t

1.

 
Verifica

 The call returns 
• the return code BSI_OK. 

tion and Reporting Scenario: 
se 1: If the gscBsiUtilGetCardStat1. Ca us() call returns the code 

Ca ardStatus() call does not return the 
code BSI_OK, then print 

"gscBsiUtilGetCardStatus() called with valid parameters 
returned an incorrect code. 
Status: Test 8.1 Failed." 

 
 
Test for Assertion 8.2 
 
The function is tested using a bad handle. 
 
Instantiation Scenario

BSI_OK, then print 
"gscBsiUtilGetCardStatus() called with valid parameters has 
been verified. 
Status: Test 8.1 Passed." 
 
se 2: If the gscBsiUtilGetC

: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiUtilGetCardStatus(). 
 

2. (Pre) Print "Testing of Assertion 8.2". 
 

3. Make a gscBsiUtilGetCardStatus() call to the SPS, using 
• hCard /= hCard0800. 

 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
• the return code BSI_BAD_HANDLE. 
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rification and Reporting ScenarioVe : 
1. Case 1: If the gscBsiUtilGetCardStatus() call returns the code 

 

tCardStatus() called with a bad handle has been 

return the 

) called with a bad handle returned an 

 
st for s

d that has been removed. 

Inst

BSI_BAD_HANDLE, then: 
 

Perform Test for Assertion 9.8.2.1 using 
• hCard == hCard0900. 

Print 
"gscBsiUtilGe
verified. 
Status: Test 8.2 Passed." 

 
Case 2: If the gscBsiUtilGetCardStatus() call does not 
code BSI_BAD_HANDLE, then print 

"gscBsiUtilGetCardStatus(
incorrect code. 
Status: Test 8.2 Failed." 

  

Te A sertion 8.3 
 
The function is tested with a car
 

antia it on Scenario:  
1. (Pre) Construct the Starting State for the testing of 

gscBsiUtilGetCardStatus(). 
 

2. (Pre) Print "Testing of Assertion 8.3". 
 

3. Re
 

4. Make a gscBsiGetCardStatus() call to the SPS, with 

 
Verifi

move the connected card from the reader. 

• hCard == hCard0800. 

cation Goal: 
y the Expected Results: To verif

1. Th
_REMOVED. 

ng Scenario

e call returns 
• the return code BSI_CARD

 
Verification and Reporti : 

BsiUtilGetCardStatus() call returns the code 

ith the connected card 
 verified. 

CardStatus() call does not return the 

 the connected card 

1. Case 1: If the gsc
BSI_CARD_REMOVED, then print 

"gscBsiUtilGetCardStatus() called w
removed has been
Status: Test 8.3 Passed." 
 

Case 2: If the gscBsiUtilGet
code BSI_CARD_REMOVED, then print 

"gscBsiUtilGetCardStatus() called with
removed returned an incorrect code. 

. Status: Test 8.3 Failed
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9. gscB

Test
 
The function is tested using valid parameters. 
 
Instanti i

siUtilGetExtendedErrorText() 
 
 

 for Assertion 9.X.Y.1 

at on Scenario: 
1. (Pre) Allocate the char* uszErrorTextXY with length 256. 

 
2. (Pre) Print "Testing of Assertion 9.X.Y.1". 

 
3. Make a gscBsiUtilGetExtendedErrorText call to the SPS, using 

 
Verifica

• hCard == hCardXY 
• uszErrorText == uszErrorTextXY. 

tion Goal: 
To verify the Expected Results: 

1. Th
• either the return code BSI_OK or the return code 

VAILABLE 
the code returned, then uszErrorTextXY == an 

hen 

Veri

e call returns 

BSI_NO_TEXT_A
• if BSI_OK is 

extended error message 
• if BSI_NO_TEXT_AVAILABLE is the code returned, t

uszErrorTextXY== "". 
 

fication and Reporting Scenario: 
 Case 1: If the gscBsiGetExte1. ndedErrorText() call returns the code 

ed with valid parameters 

 
urns the code 

BSI_NO_TEXT_AVAILABLE, then print 
"gscBsiUtilGetExtendedErrorText() called with valid parameters 

rified (no text available). 
sed." 

t() call returns a code 
other than BSI_OK or BSI_NO_TEXT_AVAILABLE, then print 

xt() called with valid parameters 

BSI_OK, then print 
"gscBsiUtilGetExtendedErrorText() call
has been verified (text returned). 
Status: Test 9.X.Y.1 Passed." 

Case 2: If the gscBsiGetExtendedErrorText() call ret

has been ve
Status: Test 9.X.Y.1 Pas

 
Ca  se 3: If the gscBsiGetExtendedErrorTex

"gscBsiUtilGetExtendedErrorTe
returned an incorrect code. 
Status: Test 9.X.Y.1 Failed." 
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10. gscBsiUtilGetReaderList() 
 
 
Test for Assertion 10.1 
 
The function is tested using valid parameters (Discovery Method 1). 
 
Instantiation Scenario: 

1. (Pre) Allocate the unsigned long* punReaderListLen1001 == 0. 
 

2. (Pre) Print "Testing of Assertion 10.1". 
 

3
ULL 

Len1001.  

the gscBsiUtilGetReaderList() call returns the code 

st() (Discovery Method 1, Discovery 

Co
 

a  

very 
he code BSI_OK. 

 
4. 

pu
 

5. Make a gscBsiUtilGetReaderList() call to the SPS, using 

 
Verifica

. Make a gscBsiUtilGetReaderList() call to the SPS, with 
• uszReaderList == N
• punReaderListLen == punReaderList

 
Case 1: If 
BSI_OK, then print 

tReaderLi"gscBsiUtilGe
Mode) succeeded." 
ntinue with 4. 

C se 2: If the gscBsiUtilGetReaderList() call does not return
the code BSI_OK, then print 

"gscBsiUtilGetReaderList() (Discovery Method 1, Disco
Mode) did not return t
Status: Test 10.1 Failed. 

End Test for Assertion 10.1. 

Allocate the unsigned char* uszReaderList1001 with length == 
nReaderListLen1001. 

• uszReaderList == uszReaderList1001 
• punReaderListLen == punReaderListLen1001. 

tion Goal: 
To verif

1. 

 
Perform 
 
Verifica

y the Expected Results: 
e call returns Th
• the return code BSI_OK 
• uszReaderList1001 == a list of available readers. 

this verification by inspection. 

tion and Reporting Scenario:  
1. Case 1: If the gscBsiUtilGetReaderList() call returns the code 

BSI_OK, then manually inspect uszReaderList1001.  
 

Case 1.1: If uszReaderList1001 is a list of available printers, 
then print 

"gscBsiUtilGetReaderList() (Discovery Method 1, Final Mode) 
called with valid parameters has been verified by inspection. 
Status: Test 10.1 Passed." 

 
Case 1.2: If uszReaderList1001 is not a list of available 
readers, then print 
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"gscBsiUtilGetReaderList() 
called with valid parameter

(Discovery Method 1, Final Mode) 
s has not been verified by 

inspection. 
0.1 Failed." 

he 

aderList() (Discovery Method 1, Final Mode) 

s
 
The function is tested using valid parameters (Discovery Method 2). 

stanti

Status: Test 1
 

Case 2: If the gscBsiUtilGetReaderList() call does not return t
code BSI_OK, then print 

"gscBsiUtilGetRe
called with valid parameters returned an incorrect code. 
Status: Test 10.1 Failed." 

 
 
Te t for Assertion 10.2 

 
In ation Scenario: 

re) Allocate the unsigned char* uszReaderList1002 with length 
 

1. (P
0.

 
2. (Pre) Allocate the unsigned long* punReaderListLen1002 == 0. 

3. (P
 

re) Print "Testing of Assertion 10.2". 

ke 
 

4. Ma
• 
• 2. 

 
aderList() call returns the code 

 
turned the code BSI_INSUFFICIENT_BUFFER." 

 
 does not return 

ilGetReaderList() (Discovery Method 2, Discovery 
he code BSI_INSUFFICIENT_BUFFER. 
ed. 
2. 

 
5. Re-allocate the unsigned char* uszReaderList1002 with length == 

call to the SPS, using 

rifica

a gscBsiUtilGetReaderList() call to the SPS, with 
uszReaderList == uszReaderList1002 

derListLen100punReaderListLen == punRea

Case 1: If the gscBsiUtilGetRe
BSI_INSUFFICIENT_BUFFER, then print 

"gscBsiUtilGetReaderList() (Discovery Method 2, Discovery
Mode) correctly re

Continue with 5. 

Case 2: If the gscBsiUtilGetReaderList() call
the code BSI_INSUFFICIENR_BUFFER, then print 

"gscBsiUt
Mode) did not return t

10.2 FailStatus: Test 
ndE  Test for Assertion 10.

punReaderListLen1002. 
 

6. Make a gscBsiUtilGetReaderList() 
• uszReaderList == uszReaderList1002 
• punReaderListLen == punReaderListLen1002. 

 
Ve tion Goal: 

y the Expected Results: 
e c

To verif
1. Th

• 
• 

rform 
 
Verification and Reporting Scenario

all returns 
the return code BSI_OK 

 of available readers. uszReaderList1002 == a list
 
Pe this verification by inspection. 

:  
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1. Case 
BSI_O

 
Ca  is a list of available printers, 

rameters has been verified by inspection. 

 
02 is not a list of available 

readers, then print 

lid parameters has not been verified by 

siUtilGetReaderList() call does not return the 

I"gscBsiUtilGetReaderList() (Discovery Method 2, Final Mode) 

s
 
The function is tested using a bad ReaderList length (Discovery Method 
1, Final o

stanti

1: If the gscBsiUtilGetReaderList() call returns the code 
K, then manually inspect uszReaderList1002.  

se 1.1: If uszReaderList1002
then print 

"gscBsiUtilGetReaderList() (Discovery Method 2, Final Mode) 
called with valid pa
Status: Test 10.2 Passed." 

Case 1.2: If uszReaderList10

"gscBsiUtilGetReaderList() (Discovery Method 2, Final Mode) 
called with va
inspection. 
Status: Test 10.2 Failed." 

 
Case 2: If the gscB
code BSI_OK, then print 

"
called with valid parameters returned an incorrect code. 
Status: Test 10.2 Failed." 

 
 
Te t for Assertion 10.3 

 M de). 
 
In ation Scenario: 

1. (Pre) Allocate the unsigned long* punReaderListLen1003 == 0. 
 

2. (Pre) Print "Testing of Assertion 10.3". 
 

3. Make a gscBsiUtilGetReaderList() call to the SPS, with 

 
Ca e 
BS

(Discovery Method 1, Discovery 

 
iUtilGetReaderList() call does not return 

overy 

r Assertion 10.3. 

 uszReaderList1003 with length == 

 
5. Ass g

l to the SPS, using 
• uszReaderList == uszReaderList1003 

• uszReaderList == NULL 
• punReaderListLen == punReaderListLen1003.  

se 1: If the gscBsiUtilGetReaderList() call returns the cod
I_OK, then print 
"gscBsiUtilGetReaderList() 
Mode) succeeded." 

Continue with 4. 

Case 2: If the gscBs
the code BSI_OK, then print 

y Method 1, Disc"gscBsiUtilGetReaderList() (Discover
Mode) did not return the code BSI_OK. 
Status: Test 10.3 Failed. 

End Test fo
 

gned char*4. Allocate the unsi
pun eR aderListLen1003. 

i n punReaderListLen1003 == 0. 
 

6. Make a gscBsiUtilGetReaderList() cal
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• punReaderListLen == punReaderListLen1003. 
 
Verification Goal: 

ify ected Results: To ver
1. Th

n code BSI_BAD_PARAM. 
 
Verificatio

 the Exp
e call returns 
• the retur

n and Reporting Scenario: 
1. Case rList() call returns the code 

BSI_BAD_PARAM, then print 
de) 

ReaderList length has been verified. 

 
Case erList() call does not return the 
code 

ed." 

1: If the gscBsiUtilGetReade

"gscBsiUtilGetReaderList() (Discovery Method 1, Final Mo
called with a bad 
Status: Test 10.3 Passed." 

2 the gsc: If BsiUtilGetRead
BSI_BAD_PARAM, then print 

"gscBsiUtilGetReaderList() (Discovery Method 1, Final Mode) 
called with a bad ReaderList length returned an incorrect code. 
Status: Test 10.3 Fail

 -54-



11. gscBsiUtilPassthru() 
 
 
Starting State for each Test: 

1. A card that claims conformance to the GSC-IS is in a reader, 
dle hCard1100. 

 

 
The function is tested using valid parameters (Discovery Method 1). 
 
Instantiati

connected with han

 
Test for Assertion 11.1 

on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

2. (Pre) Allocate the unsigned long* punCardResponseLen1101 == 0. 
 

3. (P

gscBsiUtilPassthru(). 
 

re) Print "Testing of Assertion 11.1". 
 

4. Make a gscBsiUtilPassthru() call to the SPS, using 
• hCard == hCard1100 
• uszCardCommand == _goodCardCommand 
• unCardCommandLen == _goodCardCommandLen 
• uszCardResponse == NULL 
• punCardResponseLen == punCardResponseLen1101.  

 
Case 1: If the gscBsiUtilPassthru() call returns the code 
BSI_OK, then print 

"gscBsiUtilPassthru() (Discovery Method 1, Discovery Mode) 
succeeded." 

Continue with 5. 
 

Case 2: If the gscBsiUtilPassthru() call does not return the 
code BSI_OK, then print 

"gscBsiUtilPassthru() (Discovery Method 1, Discovery Mode) 
did not return the code BSI_OK. 
Status: Test 11.1 Failed." 

End Test for Assertion 11.1. 
 

5. Allocate the unsigned char* uszCardResponse1101 with length == 
punCardResponseLen1101. 

 
6. Make a gscBsiUtilPassthru() call to the SPS, using 

• hCard == hCard1100 
• uszCardCommand == _goodCardCommand 
• unCardCommandLen == _goodCardCommandLen 
• uszCardResponse == uszCardResponse1101 
• punCardResponseLen == punCardResponseLen1101. 

 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
• the return code BSI_OK 
• uszCardResponse1101 == a string containing the APDU response 

from the connected card. 
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Verification and Reporting Scenario: 
assthru() call returns the code BSI_OK, 

then: 

ery Method 1, Final Mode) called 

1.1 Passed." 

sthru() (Discovery Method 1, Final Mode) called 

e 

 1, Final Mode) called 

 
 
Test for s
 
The function is tested using valid parameters (Discovery Method 2). 

stanti

1. Case 1: If the gscBsiUtilP

 
Case 1.1: If uszCardResponse1101 == one of the elements of 
_goodCardResponse, then print 

"gscBsiUtilPassthru() (Discov
with valid parameters has been verified. 
Status: Test 1

 
Case 1.2: If uszCardResponse1101 /= one of the elements of 
_goodCardResponse, then print 

"gscBsiUtilPas
with valid parameters has not been verified. 
Status: Test 11.1 Failed." 

 
Case 2: If the gscBsiUtilPassthru() call does not return the cod
BSI_OK, then print 

"gscBsiUtilPassthru() (Discovery Method
with valid parameters returned an incorrect code. 
Status: Test 11.1 Failed." 

 A sertion 11.2 

 
In ation Scenario: 

re) Construct the Starting State for the testing of 
cBs

1. (P
gs

 
2. (Pre) Allocate the unsigned char* uszCardResponse1102 with length 

0.

3. (P
 

4. (Pre)

iUtilPassthru(). 

 
 

re) Allocate the unsigned long* punCardResponseLen1102 == 0. 

 Print "Testing of Assertion 11.2". 
 

5. Make a gscBsiUtilPassthru() call to the SPS, using 

szCardResponse1102 

 
ll returns the code 

, Discovery Mode) 
IENT_BUFFER." 

the gscBsiUtilPassthru() call does not return the 
UFFER, then print 
(Discovery Method 2, Discovery Mode) 
BSI_INSUFFICIENT_BUFFER. 
. 

End Test for Assertion 11.2. 

• hCard == hCard1100 
• uszCardCommand == _goodCardCommand 
• unCardCommandLen == _goodCardCommandLen 
• uszCardResponse == u
• punCardResponseLen == punCardResponseLen1102.  

Case 1: If the gscBsiUtilPassthru() ca
BSI_INSUFFICIENT_BUFFER, then print 

"gscBsiUtilPassthru() (Discovery Method 2
correctly returned the code BSI_INSUFFIC

Continue with 6. 
 

Case 2: If 
code BSI_ INSUFFICIENT_B

ssthru() "gscBsiUtilPa
did not return the code 
Status: Test 11.2 Failed
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6. Re-allocate the unsigned char* uszCardResponse1102 with length == 

punCardResponseLen1102. 

 
Verificatio

 
7. Make a gscBsiUtilPassthru() call to the SPS, using 

• hCard == hCard1100 
• uszCardCommand == _goodCardCommand 
• unCardCommandLen == _goodCardCommandLen 
• uszCardResponse == uszCardResponse1102 
• punCardResponseLen == punCardResponseLen1102. 

n Goal: 
ected Results: To verify

1. Th

rifi

 the Exp
e call returns 
• the return code BSI_OK 
• uszCardResponse1102 == a string containing the APDU response 

from the connected card. 
 
Ve cation and Reporting Scenario: 

1. 

 

1.2 Passed." 

of 

sthru() (Discovery Method 2, Final Mode) called 

s
 
The function is tested using a bad handle (Discovery Method 1, 
Discover M
 
Instanti i

Case 1: If the gscBsiUtilPassthru() call returns the code BSI_OK, 
then:. 

Case 1.1: If uszCardResponse1102 == one of the elements of 
t _goodCardResponse, then prin

"gscBsiUtilPassthru() (Discovery Method 2, Final Mode) called 
with valid parameters has been verified. 
Status: Test 1

 
Case 1.2: If uszCardResponse1102 is not one of the elements 
_goodCardResponse, then print 

"gscBsiUtilPas
with valid parameters has not been verified. 
Status: Test 11.2 Failed." 

 
Case 2: If the gscBsiUtilPassthru() call does not return the code 
BSI_OK, then print 

"gscBsiUtilPassthru() (Discovery Method 2, Final Mode) called 
with valid parameters returned an incorrect code. 
Status: Test 11.2 Failed." 

 
 
Te t for Assertion 11.3 

y ode). 

at on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gs
 

2. (P
 

8. (P

cBsiUtilPassthru(). 

re) Allocate the unsigned long* punCardResponseLen1103 == 0. 

 of Assertion 11.3re) Print "Testing ". 
 

3. Make a gscBsiUtilPassthru() call to the SPS, using 
• hCard /= hCard1100 
• uszCardCommand == _goodCardCommand 
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• 
• 
• rdResponseLen1103. 

 
r

unCardCommandLen == _goodCardCommandLen 
dResponse == NULL uszCar

punCardResponseLen == punCa

Ve ification Goal: 
verify the Expected Results: 

The call returns 
To 

1. 

 
Verification and Reporting Scenario

• the return code BSI_BAD_HANDLE. 

: 
1. Ca  returns the code 

BS B
 

(Discovery Method 1, Discovery Mode) 
 has been verified. 

Case ru() call does not return the code 

s: Test 11.3 Failed." 

 
Test for
 
The function is tested using a bad handle (Discovery Method 1, Final 
de). 

Instanti

se 1: If the gscBsiUtilPassthru() call 
I_ AD_HANDLE, then: 

Perform Test for Assertion 9.11.3.1 using 
• hCard == hCard1100. 

 
Print 

ssthru() "gscBsiUtilPa
called with a bad handle
Status: Test 11.3 Passed." 

 
2: If the gscBsiUtilPassth

BSI_BAD_HANDLE, then print 
"gscBsiUtilPassthru() (Discovery Method 1, Discovery Mode) 
called with a bad handle returned an incorrect code. 
Statu

 

 Assertion 11.4 

Mo
 

ation Scenario: 
re)1. (P

gscBs
 

2. (Pre) Allocate the unsigned long* punCardResponseLen1104 == 0. 

3. 

 Construct the Starting State for the testing of 
iUtilPassthru(). 

 
(Pre) Print "Testing of Assertion 11.4". 

 
4. Ma

rdCommand 
• unCardCommandLen == _goodCardCommandLen 

e == NULL 
eLen == punCardResponseLen1104. 

h == 
nseLen1104. 

_goodCardCommand 

• punCardResponseLen == punCardResponseLen1104. 

ke a gscBsiUtilPassthru() call to the SPS, using 
• hCard == hCard1100 
• uszCardCommand == _goodCa

• uszCardRespons
• punCardRespons

 
5. Allocate the unsigned char* uszCardResponse1104 with lengt

punCardRespo
 

6. Make a gscBsiUtilPassthru() call to the SPS, using 
• hCard /= hCard1100 
• uszCardCommand == 
• unCardCommandLen == _goodCardCommandLen 
• uszCardResponse == uszCardResponse1104 
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rVe ification Goal: 
verify the Expected Results: 
1. Th c

To 

 
Verifica o

e all returns 
• the return code BSI_BAD_HANDLE. 

ti n and Reporting Scenario: 
1. Ca   code 

BSI B

on 9.11.4.1 using 
. 

r
overy Method 1, Final Mode) called 

 not return the code 
BS

s overy Method 1, Final Mode) called 
bad handle returned an incorrect code. 

 
 
Test for s
 
The fu
transa
 
Until we encounter implementations that allow multiple simultaneous 
plicat to worry about this assertion. 

d 
very Mode). 

se 1: If the gscBsiUtilPassthru() call returns the
_ AD_HANDLE, then: 

 
Perform Test for Asserti

hCard1100• hCard == 
 
P int 

"gscBsiUtilPassthru() (Disc
with a bad handle has been verified. 
Status: Test 11.4 Passed." 

 
Case 2: If the gscBsiUtilPassthru() call does
I_BA HD_ ANDLE, then print 

cBsiUtilPassthru() (Disc"g
with a 
Status: Test 11.4 Failed." 

 A sertion 11.5 

nction is tested with another application having established a 
ction lock. 

ap ions, I don't think we need 
 
 
st for Assertion 11.6 Te

 
The function is tested using a bad CardCommand length (Discovery Metho
 Disco1,

 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilPassthru(). 

 
2. (Pre) Allocate the unsigned long* punCardResponseLen1106 == 0. 

 
3. (Pre) Print "Testing of Assertion 11.6". 

 
4. Make a gscBsiUtilPassthru() call to the SPS, using 

• hCard == hCard1100 
• uszCardCommand == _goodCardCommand 
• unCardCommandLen == 1 
• uszCardResponse == NULL 
• punCardResponseLen == punCardResponseLen1106. 

 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
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• the return code BSI_BAD_PARAM. 
 
Verifica oti n and Reporting Scenario: 

1. Ca  ns the code 
BS B
 

e
 == hCard1100. 

Method 1, Discovery Mode) 
gth has been verified. 

e code 
nt 

Discovery Mode) 
ed an incorrect 

d

 
 
Test for As
 
The fu
1, Fin
 
Instanti

se 1: If the gscBsiUtilPassthru() call retur
I_ AD_PARAM, then: 

P rform Test for Assertion 9.11.6.1 using 
• hCard

 
Print 

"gscBsiUtilPassthru() (Discovery 
called with a bad CardCommand len
Status: Test 11.6 Passed." 

 
Case 2: If the gscBsiUtilPassthru() call does not return th
BSI_BAD_PARAM, then pri

"gscBsiUtilPassthru() (Discovery Method 1, 
cal d and length returnle  with a bad CardComm

e. co
Status: Test 11.6 Failed." 

sertion 11.7 

nction is tested using a bad CardCommand length (Discovery Method 
al Mode). 

ation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gs

unsigned long* punCardResponseLen1107 == 0. 

cBsiUtilPassthru(). 
 

2. (Pre) Allocate the 
 

3. (Pre) Print "Testing of Assertion 11.7". 
 

4. Make a gscBsiUtilPassthru() call to the SPS, using 

• uszCardResponse == NULL 
eLen == punCardResponseLen1107. 

ssthru() call to the SPS, using 

= 1 

r

• hCard == hCard1100 
• uszCardCommand == _goodCardCommand 
• unCardCommandLen == _goodCardCommandLen 

• punCardRespons
 

5. Allocate the unsigned char* uszCardResponse1107 with length == 
punCardResponseLen1107. 

 
6. Make a gscBsiUtilPa

• hCard == hCard1100 
• uszCardCommand == _goodCardCommand 
• unCardCommandLen =
• uszCardResponse == uszCardResponse1107 
• punCardResponseLen == punCardResponseLen1107. 

 
Ve ification Goal: 
To 

 

verify the Expected Results: 
1. The c all returns 

• the return code BSI_BAD_PARAM. 
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Verification and Reporting Scenario: 
1. Ca  hru() call returns the code 

BS B
 

t for Assertion 9.11.7.1 using 
. 

 Method 1, Final Mode) called 
th has been verified. 

tilPassthru() call does not return the code 

Final Mode) called 
t th returned an incorrect code. 

 
 
Test for As
 
The fu
Method
 
Instanti

se 1: If the gscBsiUtilPasst
I_ AD_PARAM, then: 

Perform Tes
• hCard == hCard1100

 
Print 

"gscBsiUtilPassthru() (Discovery
with a bad CardCommand leng
Status: Test 11.7 Passed." 

 
Case 2: If the gscBsiU
BSI_BAD_PARAM, then print 

"gs s covery Method 1, cB iUtilPassthru() (Dis
h a bad CardCommand lengwi

Status: Test 11.7 Failed." 

sertion 11.8 

nction is tested using a bad CardResponse length (Discovery 
 1). 

ation Scenario: 
re) Construct the Starting State for the testing of 1. (P

gs

2. (Pre) Allocate the unsigned long* punCardResponseLen1108 == 0. 

g of Assertion 11.8

cBsiUtilPassthru(). 
 

 
3. (Pre) Print "Testin ". 

== hCard1100 
 == _goodCardCommand 

 == punCardResponseLen1108. 

 
7. Make a gscBsiUtilPassthru() call to the SPS, using 

 
rifi

 
4. Make a gscBsiUtilPassthru() call to the SPS, using 

• hCard 
• uszCardCommand
• unCardCommandLen == _goodCardCommandLen 
• uszCardResponse == NULL 
• punCardResponseLen

 
5. Allocate the unsigned char* uszCardResponse1108 with length == 

punCardResponseLen1108. 
 

6. Assign punCardResponseLen1108 == 0. 

• hCard == hCard1100 
ardCommand • uszCardCommand == _goodC

• unCardCommandLen == _goodCardCommandLen 
• uszCardResponse == uszCardResponse1108 
• punCardResponseLen == punCardResponseLen1108. 

cation GoalVe : 
To 

BAD_PARAM. 
 
Verification and Reporting Scenario

verify the Expected Results: 
1. The call returns 

• the return code BSI_

: 
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1. Ca  rns the code 
BS B
 

t for Assertion 9.11.8.1 using 
. 

 Method 2, Final Mode) called 
gth has been verified. 

tilPassthru() call does not return the code 

Final Mode) called 
t gth returned an incorrect code. 

 
 
Test for As
 
The fu
Discov
 
Instanti

se 1: If the gscBsiUtilPassthru() call retu
I_ AD_PARAM, then: 

Perform Tes
• hCard == hCard1100

 
Print 

"gscBsiUtilPassthru() (Discovery
with a bad CardResponse len
Status: Test 11.8 Passed." 

 
Case 2: If the gscBsiU
BSI_BAD_PARAM, then print 

"gs s covery Method 1, cB iUtilPassthru() (Dis
h a bad CardResponse lenwi

Status: Test 11.8 Failed." 

sertion 11.9 

nction is tested with a removed card (Discovery Method 1, 
ery Mode). 

ation Scenario: 
tate for the testing of 1. (P

gs

unsigned long* punCardResponseLen1109 == 0. 

re) Construct the Starting S
cBsiUtilPassthru(). 

 
2. (Pre) Allocate the 

 
3. (Pre) Print "Testing of Assertion 11.9". 

 
4. Remove the connected card from the reader. 

_goodCardCommand 

Len1109. 

r

 
5. Make a gscBsiUtilPassthru() call to the SPS, using 

• hCard == hCard1100 
• uszCardCommand == 
• unCardCommandLen == _goodCardCommandLen 
• uszCardResponse == NULL 
• punCardResponseLen == punCardResponse

 
Ve ification Goal: 

verify t : To 
1. Th c

 
Verifica o

 he Expected Results
e all returns 
• the return code BSI_CARD_REMOVED. 

ti n and Reporting Scenario: 
se 1: If the gscBsiUtilPassthru() call returns the1. Ca   code 

 Method 1, Discovery Mode) 
emoved has been verified. 

Ca   does not return the code 
BS C

BSI_CARD_REMOVED, then: 
 

Print 
"gscBsiUtilPassthru() (Discovery
called with the connected card r
Status: Test 11.9 Passed." 

 
se 2: If the gscBsiUtilPassthru() call
I_ ARD_REMOVED, then print 
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"gscBsiUtilPassthru() (Discovery Method 1, Discovery Mode) 
n incorrect 

code. 
t 11.9 Failed." 

Tes

card (Discovery Method 1, Final 

 
Instan

called with the connected card removed returned a

Status: Tes
 
 

t for sA sertion 11.10 
 
The function is tested with a removed 
Mode). 

tiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gs
 

2. (Pre) Allocate the unsigned long* punCardResponseLen1110 == 0. 
 

3. (Pre)

cBsi iUt lPassthru(). 

 Print "Testing of Assertion 11.10". 
 

4. Make a gscBsiUtilPassthru() call to the SPS, using 

5. Allocate the unsigned char* uszCardResponse1110 with length == 
110. 

iUtilPassthru() call to the SPS, using 
1100 

 uszCardResponse1110 

r

• hCard == hCard1100 
• uszCardCommand == _goodCardCommand 
• unCardCommandLen == _goodCardCommandLen 
• uszCardResponse == NULL 

CardResponseLen1110. • punCardResponseLen == pun
 

punCardResponseLen1
 

6. Remove the connected card from the reader. 
 

7. Make a gscBs
• hCard == hCard
• uszCardCommand == _goodCardCommand 
• unCardCommandLen == _goodCardCommandLen 
• uszCardResponse ==
• punCardResponseLen == punCardResponseLen1110. 

 
Ve ification Goal: 

verify the Expected Results: To 

Ver

1. The call returns 
• the return code BSI_CARD_REMOVED. 

 
ificat o narioi n and Reporting Sce : 

Case 1: If the gscBsiUtilPassthru() call returns the code 

l Mode) called 
connected card removed has been verified. 

sed." 

l does not return the code 
BS C

ed returned an incorrect code. 
Status: Test 11.10 Failed." 

BSI_CARD_REMOVED, then: 
 
Print 

"gscBsiUtilPassthru() (Discovery Method 1, Fina
with the 
Status: Test 11.10 Pas

 
Case 2: If the gscBsiUtilPassthru() cal
I_ ARD_REMOVED, then print 
"gscBsiUtilPassthru() (Discovery Method 1, Final Mode) called 
with the connected card remov
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12
 
 
Starting

. gscBsiUtilReleaseContext() 

 State for Each Test: 
d that claims conformance to the GSC-IS is in a reader, 

ith handle hCard1200. 
1. A car

conne
 
2. 

3. There does not exist a container on the card with AID value == 
_badCACAID (CAC). 

s fields 

_goodAuthValue1Len. 

h the target 

reContext() call to the SPS, using 

CACAID1 (CAC) 
_goodCACAID1Len 

0 

 
tilAcquireContext() call returns the code 

Instantiation 

s not return 

UtilReleaseContext() 

The function is tested with valid parameters. 

cted w

There exists a container on the connected card for which 
• readTagListACR is PIN Protected 
• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

 

_badGSCAID (GSC) or 
 

4. There exists a BSIAuthenticator array strctAuthenticator1200 with 
one element, the structure BSIAuthenticator1200.  This structure 
ha

• unAccessMethodType == BSI_AM_PIN 
• unkeyIDOrReference == _keyIDOrReference1 
• uszAuthValue == _goodAuthValue1 
• unAuthValueLen == 

 
5. There exists an unsigned long* punNbTags1200 == 0. 

 
6. An authenticated session is established wit

container: 
 

Make a gscBsiUtilAcqui
• hCard == hCard1200 
• uszAID == _goodGSCAID1 (GSC) or _good

ID1Len (GSC) or • unAIDLen == _goodGSCA
(CAC) 

• strctAuthenticator == strctAuthenticator120
• unAuthNb == 1. 

Case 1: If the gscBsiU
BSI_OK, then continue with step 2 of the 
Scenario. 
 

tilGetCardStatus() call doeCase 2: If the gscBsiU
the code BSI_OK, then print 

"A session cannot be established.  gscBsi
cannot be tested". 

End current test. 
  
 
Test for Assertion 12.1 
 

 
Instantiation Scenario: 

1. (Pre) Print "Testing of Assertion 12.1". 
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2. (P
gscBsiUtilReleaseContext(). 

 
3. Make a gscBsiUtilReleaseContext() call to the SPS, using 

• 
• 

GSC) or _goodCACAID1Len (CAC). 
 
Verifi

re) Construct the Starting State for the testing of 

hCard == hCard1200 
uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

• unAIDLen == _goodGSCAID1Len (

cation Goal: 
ify the Expected Results: To ver

1. Th

 
2. There is no longer an authenticated session established with the 

target container. 
 
Perform this verification by issuing a call to gscBsiGcReadTagList(). 
 
Verification and Reporting Scenario

e call returns 
• the return code BSI_OK. 

:  
1. Case 1: If the gscBsiUtilReleaseContext() call returns the code 

BSI_OK, then verify that there is no longer an authenticated 
session established with the target container: 

 
Make a gscBsiGcReadTagList() call to the SPS, using  

• hCard == hCard1200 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• tagArray == NULL 
• punNbTags == punNbTags1200. 

 
Case 1.1: If the gscBsiGcReadTagList() call does not return the 
code BSI_OK, then print 

"gscBsiUtilReleaseContext() called with valid parameters has 
been verified because a subsequent call to 
gscBsiGcReadTagList() was unsuccessful, indicating that the 
authenticated session had been terminated. 
Status: Test 12.1 Passed." 

 
Case 1.2: If the gscBsiGcReadTagList() call returns the code 
BSI_OK, then print 

"gscBsiUtilReleaseContext() called with valid parameters has 
not been verified because a subsequent call to 
gscBsiGcReadTagList() was successful, indicating that the 
authenticated session had not been terminated. 
Status: Test 12.1 Failed." 

 
Case 2: If the gscBsiUtilReleaseContext() call does not return 
the code BSI_OK, then print 

"gscBsiUtilReleaseContext() called with valid parameters 
returned an incorrect code. 
Status: Test 12.1 Failed." 

 
 
Test for Assertion 12.2 
 
The function is tested using a bad handle. 
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stantiation ScenarioIn : 
1. (Pre) Print "Testing of Assertion 12.2". 

 

goodCACAID1 (CAC) 
ID1Len (CAC). 

 
Verification

 
2. (Pre) Construct the Starting State for the testing of 

gscBsiUtilReleaseContext(). 

3. Make a gscBsiUtilReleaseContext() call to the SPS, using 
• hCard /= hCard1200 

or _• uszAID == _goodGSCAID1 (GSC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACA

 Goal: 
e Expected Results: To verify th

 
Perform this verification by issuing a call to gscBsiGcReadTagList(). 
 
Verifica o

1. The call returns 
• the return code BSI_BAD_HANDLE. 

 
2. There continues to be an authenticated session established with 

the target container. 

ti n and Reporting Scenario:  
se 1: If the gscBsiUtilReleaseContex1. Ca  all returns the code 

BS B

at there continues to be an authenticated session 

Make a gscBsiGcReadTagList() call to the SPS, using  

CAID1Len 

L 

 
code 

n print 
n 

ssed." 

Case 1.2: If the gscBsiGcReadTagList() call does not return the 
n print 
easeContext() called with a bad handle has not 

, indicating that the 
session had been terminated. 

t() c
I_ AD_HANDLE, then: 

 
Perform Test for Assertion 9.12.2.1 using 

• hCard == hCard1200. 
 
Verify th
established with the target container: 
 

• hCard == hCard1200 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

unAIDL• en == _goodGSCAID1Len (GSC) or _goodCA
(CAC) 

• tagArray == NUL
• punNbTags == punNbTags1200. 

Case 1.1: If the gscBsiGcReadTagList() call returns the 
BSI_OK, the

"gscBsiUtilReleaseContext() called with a bad handle has bee
verified because a subsequent call to gscBsiGcReadTagList() 
was successful, indicating that the authenticated session had 
not been terminated. 
Status: Test 12.2 Pa

 

code BSI_OK, the
"gscBsiUtilRel
been verified because a subsequent call to 
gscBsiGcReadTagList() was successful
authenticated 
Status: Test 12.2 Failed." 
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Case 2: If the gscBsiUtilReleaseContext() call does not
the code BSI_BAD_HANDLE, then

 return 
 print 

"gscBsiUtilReleaseContext() called with a bad handle returned 

 
 
st for As

d AID value. 

Ins

an incorrect code. 
ed." Status: Test 12.2 Fail

Te sertion 12.3 
 
The function is tested using a ba
 

tantia it on Scenario: 
1. (Pre) Print "Testing of Assertion 12.3". 

ntext(). 

 
Verifi

 
2. (Pre) Construct the Starting State for the testing of 

gscBsiUtilReleaseCo
 

3. Make a gscBsiUtilReleaseContext() call to the SPS, using 
• hCard == hCard1200 
• uszAID == _badGSCAID (GSC) or _badCACAID (CAC) 
• unAIDLen == _badGSCAIDLen (GSC) or _badCACAIDLen (CAC). 

cati n Goalo : 
To verif

1. Th
• t

 
2. There continues to be an authenticated session established with 

the ta
 
rform this  to gscBsiGcReadTagList(). 

Verifica

y the Expected Results: 
e ca  ll returns 

he return code BSI_BAD_AID. 

rget container. 

Pe
 

 verification by issuing a call

tion and Reporting Scenario:  
se 1. Ca

BSI_B
 

Pe

 

ACAID1Len 

 
de 

() called with a bad AID value has 
been verified because a subsequent call to 

gList() was successful, indicating that the 
session had not been terminated. 

Status: Test 12.3 Passed." 

1: If the gscBsiUtilReleaseContext() call returns the code 
AD_AID, then: 

rform Test for Assertion 9.12.3.1 using 
• hCard == hCard1200. 

Verify that there continues to be an authenticated session 
established with the target container: 
 
Make a gscBsiGcReadTagList() call to the SPS, using  
• hCard == hCard1200 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

1Len (GSC) or _goodC• unAIDLen == _goodGSCAID
(CAC) 

• tagArray == NULL 
• punNbTags == punNbTags1200. 

Case 1.1: If the gscBsiGcReadTagList() call returns the co
BSI_OK, then print 

"gscBsiUtilReleaseContext

gscBsiGcReadTa
authenticated 
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Case 1.2: If the gscBsiGcReadTagList() call does not return the 
code BSI_OK, then print 

th a bad AID value has 

 that the 
d been terminated. 

 
ReleaseContext() call does not return 

th c

re
t 12.3 Failed." 

Tes

e
 
stan

"gscBsiUtilReleaseContext() called wi
not been verified because a subsequent call to 
gscBsiGcReadTagList() was unsuccessful, indicating
authenticated session ha
Status: Test 12.3 Failed." 

Ca  se 2: If the gscBsiUtil
e ode BSI_BAD_AID, then print 
"gscBsiUtilReleaseContext() called with a bad AID value 
turned an incorrect code. 

Status: Tes
 
 

t for sA sertion 12.4 
 
Th  function is tested using a bad AID length. 

tiation ScenarioIn : 
1. (Pre) Print "Testing of Assertion 12.4". 

 
2. (Pre) Construct the Starting State for the testing of 

 
3. Make a gscBsiUtilReleaseContext() call to the SPS, using 

AID1 (CAC) 
u I

 
Verifica

gscBsiUtilReleaseContext(). 

• hCard == hCard1200 
• u A GSC) or _goodCACsz ID == _goodGSCAID1 (

nA DLen == _badAIDLen. • 

tion Goal: 
y he Expected Results: To verif

1. The 
• 

 
2. There continues to be an authenticated session established with 

the tar t
 
Perform this verification by issuing a call to gscBsiGcReadTagList(). 

rifica

t
call returns 
the return code BSI_BAD_PARAM. 

ge  container. 

 
Ve tion and Reporting Scenario:  

se 1: If the gscBsiUtilReleaseContext() call returns the code 
I_B

1. Ca
BS

 
Pe

 
 be an authenticated session 

• 

AD_PARAM, then: 

rform Test for Assertion 9.12.4.1 using 
• hCard == hCard1200. 

Verify that there continues to
established with the target container: 
 
Make a gscBsiGcReadTagList() call to the SPS, using  
• hCard == hCard1200 

uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• tagArray == NULL 
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• punNbTags == punNbTags1200. 
 

st() call returns the code 

() called with a bad AID length has 
ubsequent call to 

session had not been terminated. 
2.4 Passed." 

 call does not return the 
code BSI_OK, then print 

easeContext() called with a bad AID length has 
t call to 

gscBsiGcReadTagList() was unsuccessful, indicating that the 

turn 
the code BSI_BAD_PARAM, then print 

length 

t

 
e funct o as been removed. 

Ins

Case 1.1: If the gscBsiGcReadTagLi
BSI_OK, then print 

BsiUtilReleas"gsc eContext
been verified because a s
gscBsiGcReadTagList() was successful, indicating that the 
authenticated 
Status: Test 1

 
Case 1.2: If the gscBsiGcReadTagList()

"gscBsiUtilRel
not been verified because a subsequen

authenticated session had been terminated. 
Status: Test 12.4 Failed." 

 
Case 2: If the gscBsiUtilReleaseContext() call does not re

"gscBsiUtilReleaseContext() called with a bad AID 
returned an incorrect code. 
S atus: Test 12.4 Failed." 

 
 
Test for Assertion 12.5 

Th
 

i n is tested with a card that h

tantiation Scenario: 
1. (Pre) Print "Testing of Assertion 12.5". 

4. Make a gscBsiUtilReleaseContext() call to the SPS, using 

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
). 

 
Verifica

 
2. (Pre) Construct the Starting State for the testing of 

gscBsiUtilReleaseContext(). 
 

3. Remove the connected card from the reader. 
 

• h rCa d == hCard1200 

• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC

ti n Goalo : 
To verify 

1. The c
• th

 
Verification d

the Expected Results: 
al rl eturns 
e return code BSI_CARD_REMOVED. 

an  Reporting Scenario:  
1. Case 1: If the gscBsiUtilReleaseContext() call returns the code 

BSI_CAR R
"gscBsiUtilReleaseContext() called with the connected card 

 
Case 
the c

D_ EMOVED, then print 

removed has been verified. 
Status: Test 12.5 Passed." 

2: If the gscBsiUtilReleaseContext() call does not return 
ode BSI_CARD_REMOVED, then print 
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"g
re
t

 
 
Test for
 
The function is tested with another application having established a 
transaction
 
Until we encounter implementations that allow multiple simultaneous 
plication  worry about this assertion. 

scBsiUtilReleaseContext() called with the connected card 
eturned an incorrect code. moved r

atus: Test 12.5 Failed." S

 Assertion 12.6 

 lock. 

ap s, I don't think we need to
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13. gs
 
 
Starting Stat f

cBsiGcDataCreate() 

e or Each Test: 
1. There exists a BSIAuthenticator array strctAuthenticator1300 with 

one element, the structure BSIAuthenticator1300.  This structure 
ha

• 
• 
• 

 
Test for s
 
The func
 
Instantiati

s fields 
• unAccessMethodType == BSI_AM_PIN 

unkeyIDOrReference == _keyIDOrReference1 
uszAuthValue == _goodAuthValue1 
unAuthValueLen == _goodAuthValue1Len. 

A sertion 13.1 

tion is tested using valid parameters. 

on Scenario: 

iGcDataCreate(). 
1. (Pre) Construct the Starting State for the testing of 

gscBs
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 

 
3. with 

th
taCreate() service has the value 

• the value of the PIN is _PIN 
is represented by AID value == 
D1, of length _goodGSCAID1Len (GSC), or 

ontainer with 

lue1301. 

reader, connected with handle hCard1301. 

 (Pre) There exists a target container on the connected card 
e following properties:  

ACR for the gscBsiGcDa• the 
BSI_ACR_PIN 

• the container 
• _goodGSCAI

• _goodCACAID1, of length _goodCACAID1Len (CAC) 
• there does not exist a data item on the target c

tag == _newTag1301 
• the container can accommodate _newDva

 
4. (Pre) Print "Testing of Assertion 13.1". 

 (Pre) Establish an authentica
 

5. ted session with the target 

SCAID1 (GSC) or _goodCACAID1 (CAC) 
1Len 

hNb == 1. 

lAcquireContext() call returns the code 

 
reContext() call does not return 

 

container on the card: 
 

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == hCard1301 
• uszAID == _goodG
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID

(CAC) 
• strctAuthenticator == strctAuthenticator1300 
• unAut

 
gscBsiUtiCase 1: If the 

BSI_OK, then continue with 6. 

Case 2: If the gscBsiUtilAcqui
the code BSI_OK, then print 

"A session cannot be established.  Assertion 13.1 of 
gscBsiGcDataCreate() cannot be tested". 

End Test for Assertion 13.1. 
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6. Make a gscBsiGcDataCreate() call to the SPS, using 

or _goodCACAID1Len (CAC) 

en. 

• hCard == hCard1301 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) 
• ucTag == _newTag1301 
• uszValue == _newDvalue1301 
• unValueLen == _newDvalueL

 
Verification Goal: 
To verify the Expected Results:  

E. 

2. If the return code is BSI_OK, then the data value _newDvalue1301 

3. No other changes are made to the container structure of the 
connected card. 

 
Note: I suppose if we were very ambitious, we would verify 3., by 
comparing before and after snapshots of every container on the 
connected card.  For now, I propose limiting ourselves to verifying 
that the specified data value is correctly stored in the selected 
container. 
 
Perform this verification by issuing a call to gscBsiGcReadValue(). 
 
Verification and Reporting Scenario

1. The call returns 
• the return code BSI_OK or the return code BSI_NO_CARDSERVIC

 

is stored, with tag == _newTag1301, in the target container. 
 

: 
1. Case 1: If the gscBsiGcDataCreate() call returns the code BSI_OK, 

then verify that that the specified data value has indeed been 
stored, with the specified tag, in the target container. 

    
Allocate the unsigned char* uszValue1301 with length 
_newDvalueLen. 

 
Make a gscBsiGcReadValue() call to the SPS, using 

• hCard == hCard1301 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• ucTag == _newTag1301 
• uszValue == uszValue1301 
• punValueLen == _newDvalueLen. 

 
Case 1.1: If the gscBsiGcReadValue() call returns 

• the code BSI_OK 
• uszValue1301 == _newDvalue1301 

then print 
"gscBsiGcDataCreate() called with valid parameters has been 
verified because a subsequent call to gscBsiGcReadValue() was 
successful, indicating that the specified data value was 
correctly created. 
Status: Test 13.1 Passed." 

 
Case 1.2: If the gscBsiReadValue() call returns 

• the code BSI_OK 
• uszValue1301 /= _newDvalue1301 
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then print 
"gscBsiGcDataCreate() called with valid parameters has not 
been verified because a subsequent call to 

indicated that the specified data value 

 
 call does not return the 

rameters has not 
 to 

3.1 Undetermined." 

eturns the code 

ate() is not supported. 

 
DataCreate() call does not return the code 

ed an 

 
 
Test for s
 
The function is tested using a bad handle. 
 
Instantia i

gscBsiGcReadValue() 
was not correctly created. 
Status: Test 13.1 Failed." 

Case 1.3: If the gscBsiGcReadValue()
code BSI_OK, then print  

h valid pa"gscBsiGcDataCreate() called wit
been verified because a subsequent call
gscBsiGcReadValue() was ambiguous. 
Status: Test 1

 
Case 2: If the gscBsiGcDataCreate() call r
BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataCre
Status: Test 13.1 Not Supported." 

Case 3: If the gscBsiGc
BSI_OK or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataCreate() called with valid parameters return
incorrect code. 
Status: Test 13.1 Failed." 

 A sertion 13.2 

t on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gs s
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard1302. 

3. (Pre) There exists a target container on the connected card with 

value 

• _
• there does not exist a data item on the target container with 

t
• the target container can accommodate _newDvalue1302. 

4. (P

cB iGcDataCreate(). 

 

the following properties:  
• the ACR for the gscBsiGcDataCreate() service has the 

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
goodCACAID1, of length _goodCACAID1Len (CAC) 

ag == _newTag1302 

 
re) Print "Testing of Assertion 13.2". 

 
5. (Pre) Establish an authenticated session with the target 

co
 

CACAID1 (CAC) 

ntainer on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == hCard1302 

GSC) or _good• uszAID == _goodGSCAID1 (

 -73-



• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

or == strctAuthenticator1300 

 
e 

Context() call does not return 
I_OK, then print 

tablished.  Assertion 13.2 of 
nnot be tested". 

6

C) 

_newDvalue1302 

(CAC) 
• strctAuthenticat
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcquireContext() call returns the cod
BSI_OK, then continue with 6. 
 
Case 2: If the gscBsiUtilAcquire
the code BS

"A session cannot be es
reate() cagscBsiGcDataC

End Test for Assertion 13.2. 
 

. Make a gscBsiGcDataCreate() call to the SPS, using 
• hCard /= hCard1302 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CA
• ucTag == _newTag1302 
• uszValue == 
• unValueLen == _newDvalueLen. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_BAD_HANDLE or the return code 

BSI_NO_CARDSERVICE. 
 

2. No changes are made to the container structure of the connected 

 
Perfor

ica

card. 

m this verification by issuing a call to gscBsiGcReadValue(). 
 
Verif tion and Reporting Scenario: 

se 1: If the gscBsiGcDataCreate() call returns the cod1. Ca e 
BSI_BAD_HANDLE, then  

 
Verify that that the specified data value was not stored, with 
the specified tag, in the target container. 

    
Allocate the unsigned char* uszValue1302 with length 
_

g 

_goodCACAID1 (CAC) 

eLen. 

rns either of 

 
Perform Test for Assertion 9.13.2.1 using 

• hCard == hCard1302. 

newDvalueLen. 
 

M alue() call to the SPS, usinake a gscBsiGcReadV
• hCard == hCard1302 

D == _goodGSCAID1 (GSC) or • uszAI
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• ucTag == _newTag1302 
• uszValue == uszValue1302 
• punValueLen == _newDvalu

 
Case 1.1: If the gscBsiGcReadValue() call retu
the codes: 
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• BSI_BAD_TAG 
• BSI_IO_ERROR 

then print 

" 
 

ta value had been 

urn any 

Value() was ambiguous. 
ermined." 

 then print 
"gscBsiGcDataCreate() is not supported. 

siGcDataCreate() call does not return the code 
nt 
ned an 

incorrect code. 

 

s
 
The func o
 
Instanti i

"gscBsiGcDataCreate() called with a bad handle has been 
verified because a subsequent call to gscBsiGcReadValue() 
did not find the data item. 
Status: Test 13.2 Passed.

Case 1.2: If the gscBsiReadValue() call returns the code 
BSI_OK, then print 

"gscBsiGcDataCreate() called with a bad handle has not 
been been verified because a subsequent call to 
gscBsiGcReadValue() indicated that the da

ted. crea
Status: Test 13.2 Failed." 

 
Case 1.3: If the gscBsiGcReadValue() call does not ret
of the codes 
• BSI_BAD_TAG 
• BSI_IO_ERROR 
• BSI_OK 

then print  
"gscBsiGcDataCreate() called with a bad handle has not 
been verified because a subsequent call to 
gscBsiGcRead
Status: Test 13.2 Undet

 
Case 2: If the gscBsiGcDataCreate() call returns the code 
BSI_NO_CARDSERVICE,

Status: Test 13.2 Not Supported." 
 

Case 3: If the gscB
BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then pri

"gscBsiGcDataCreate() called with a bad handle retur

Status: Test 13.2 Failed." 

 
Te t for Assertion 13.3 

ti n is tested using a bad AID value. 

at on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBs
 

2. (P )
rea e

 
3. (Pre) There exists a target container on the connected card with 

service has the value 

presented by AID value == 
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 

i DGc ataCreate(). 

re  A card that claims conformance to the GSC-IS is in a 
d r, connected with handle hCard1303. 

the following properties:  
• the ACR for the gscBsiGcDataCreate() 

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is re
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• _goodCACAID1, of length _goodCACAID1Len (CAC) 
• there does not exist a data item on the target container with 

t
• t

 
4. (Pre) There does not exist a container on the card with AID value 

== _badGSCAID (GSC) or _badCACAID (CAC). 

5. (P

ag == _newTag1303 
he target container can accommodate _newDvalue1303. 

 
re) Print "Testing of Assertion 13.3". 

 
6. (Pre) Establish an authenticated session with the target 

co
 

Make a gscBsiUtilAcquireContext() call to the SPS, using  

GSC) or _goodCACAID1 (CAC) 

or == strctAuthenticator1300 

 
e 

Context() call does not return 
I_OK, then print 

tablished.  Assertion 13.3 of 
nnot be tested". 

 
7. Make a gscBsiGcDataCreate() call to the SPS, using 

AIDLen == _badGSCAIDLen (GSC) or _badCACAIDLen (CAC) 

. 

Ver

ntainer on the card: 

• hCard == hCard1303 
• uszAID == _goodGSCAID1 (
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• strctAuthenticat
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcquireContext() call returns the cod
BSI_OK, then continue with 7. 
 
Case 2: If the gscBsiUtilAcquire
the code BS

"A session cannot be es
reate() cagscBsiGcDataC

End Test for Assertion 13.3. 

• hCard == hCard1303 
• uszAID == _badGSCAID (GSC) or _badCACAID (CAC) 
• un
• ucTag == _newTag1303 
• uszValue == _newDvalue1303 
• unValueLen == _newDvalueLen

 
ification Goal: 

ify the Expected ResultTo ver s:  
1. Th

n code 

2. No
ca

Perform this verification by issuing a call to gscBsiGcReadValue(). 

rificatio

e call returns 
• t  AID or the returhe return code BSI_BAD_

BSI_NO_CARDSERVICE. 
 

 changes are made to the container structure of the connected 
rd. 

 

 
Ve n and Reporting Scenario: 

1 I reate() call returns the cod1. Case e 
BSI_BA

 
Perf

•
 

: f the gscBsiGcDataC
D_AID, then: 

orm Test for Assertion 9.13.3.1 using 
 hCard == hCard1303. 
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Verify that that the specified data value was not stored, with 
the specified tag, in the target container. 

    
 unsigned char* uszValue1303 with length 

_
 

iGcReadValue() call to the SPS, using 
•
•
• (GSC) or _goodCACAID1Len 

 
Ca ither of 
th
• BSI_BAD_TAG 
•

cause a subsequent call to gscBsiGcReadValue() 
e data item. 
.3 Passed." 

 
the gscBsiReadValue() call returns the code 

BS
value has not 
l to 

 the data value had been 
created. 

 
all does not return any 

aCreate() called with a bad AID value has not 
 subsequent call to 

gscBsiGcReadValue() was ambiguous. 

3 Not Supported." 
 

rn the code 
BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then print 

d an 

 
 
Test for Assertion 13.4

Allocate the
newDvalueLen. 

Make a gscBs
 hCard == hCard1303 
 uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
 unAIDLen == _goodGSCAID1Len 
(CAC) 

• ucTag == _newTag1303 
• uszValue == uszValue1303 
• punValueLen == _newDvalueLen. 

se 1.1: If the gscBsiGcReadValue() call returns e
e codes: 

 BSI_IO_ERROR 
then print 

"gscBsiGcDataCreate() called with a bad AID value has been 
verified be
did not find th
Status: Test 13

Case 1.2: If 
I_OK, then print 
"gscBsiGcDataCreate() called with a bad AID 
been been verified because a subsequent cal
gscBsiGcReadValue() indicated that

Status: Test 13.3 Failed." 

Case 1.3: If the gscBsiGcReadValue() c
of the codes 
• BSI_BAD_TAG 
• BSI_IO_ERROR 
• BSI_OK 

then print  
"gscBsiGcDat
been verified because a

Status: Test 13.3 Undetermined." 
 

Case 2: If the gscBsiGcDataCreate() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataCreate() is not supported. 
Status: Test 13.

Case 3: If the gscBsiGcDataCreate() call does not retu

"gscBsiGcDataCreate() called with a bad AID value returne
incorrect code. 
Status: Test 13.3 Failed." 
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The function is tested with another application having established a 
transact n
 
Until we encounter implementations that allow multiple simultaneous 
applications, I don't think we need to worry about this assertion. 
 
 
Test for s

e
 
stan

io  lock. 

 A sertion 13.5 
 
Th  function is tested using a bad AID length. 

tiation ScenarioIn : 
1. (Pre) Construct the Starting State for the

gscBsiGcDataCreate(). 
 testing of 

 
andle hCard1305. 

 
3. (Pre) There exists a target container on the connected card with 

the fo
• the ACR for the gscBsiGcDataCreate() service has the value 

B
• t
• t

 length _goodGSCAID1Len (GSC), or 

 
4. (P

 
2. (Pre) A card that claims conformance to the GSC-IS is in a

reader, connected with h

llowing properties:  

SI_ACR_PIN 
he value of the PIN is _PIN 

presented by AID value == he container is re
• _goodGSCAID1, of

• _goodCACAID1, of length _goodCACAID1Len (CAC) 
• there does not exist a data item on the target container with 

tag == _newTag1305 
• the target container can accommodate _newDvalue1305. 

re) Print "Testing of Assertion 13.5". 
 

5. (Pre) Establish an authenticated session with the target 
co

, using  

 

tAuthenticator1300 

the gscBsiUtilAcquireContext() call returns the code 
h 6. 

s not return 
the code BSI_OK, then print 

"A session cannot be established.  Assertion 13.5 of 

) or _goodCACAID1 (CAC) 

ntainer on the card: 
 

ak reContext() call to the SPSM e a gscBsiUtilAcqui
• hCard == hCard1305 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len

(CAC) 
• strctAuthenticator == strc
• unAuthNb == 1. 

 
Case 1: If 
BSI_OK, then continue wit
 
Case 2: If the gscBsiUtilAcquireContext() call doe

gscBsiGcDataCreate() cannot be tested". 
End Test for Assertion 13.5. 

 
6. Make a gscBsiGcDataCreate() call to the SPS, using 

• hCard == hCard1305 
• uszAID == _goodGSCAID1 (GSC
• unAIDLen == _badAIDLen 
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• ucTag == _newTag1305 
• uszValue == _newDvalue1305 
• unValueLen == _newDvalueLen. 

rificatio
 
Ve n Goal: 
To verify the Expected Results:  

1. Th
n code 

BSI_NO_CARDSERVICE. 
 

2. No changes are made to the container structure of the connected 
card. 

 
Perform this verification by issuing a call to gscBsiGcReadValue(). 
 
Verification

e call returns 
• the return code BSI_BAD_PARAM or the retur

 and Reporting Scenario: 
: If the gscBsiGcDataCreate() call returns the code 1. Case 1

BSI_BA
 

Perform Test for Assertion 9.13.5.1 using 

 
Verify that that the specified data value was not stored, with 
the specified tag, in the target container. 

    

_n
 

Make a gscBsiGcReadValue() call to the SPS, using 
•

•
•
•

 
Ca alue() call returns either of 

OR 
t

eate() called with a bad AID length has 
ecause a subsequent call to 

adValue() did not find the data item. 

 
Ca l returns the code 
BS

cated that the data value had been 

D_PARAM, then  

• hCard == hCard1305. 

Allocate the unsigned char* uszValue1305 with length 
ewDvalueLen. 

 hCard == hCard1305 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
 ucTag == _newTag1305 
 uszValue == uszValue1305 
 punValueLen == _newDvalueLen. 

se 1.1: If the gscBsiGcReadV
the codes: 
• BSI_BAD_TAG 
• BSI_IO_ERR
hen print 
"gscBsiGcDataCr

fied bbeen veri
gscBsiGcRe
Status: Test 13.5 Passed." 

se 1.2  If the gscBsiReadValue() cal:
I_OK, then print 
"gscBsiGcDataCreate() called with a bad AID length has not 
been been verified because a subsequent call to 
gscBsiGcReadValue() indi
created. 
Status: Test 13.5 Failed." 

 
Case 1.3: If the gscBsiGcReadValue() call does not return any 
of the codes 
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• BSI_BAD_TAG 
BSI_IO_ERRO• R 

• BSI_OK 
then print  

"gscBsiGcDa
been verifie
gscBsiGcReadValue() was ambiguous. 

taCreate() called with a bad AID length has not 
d because a subsequent call to 

: If the gscBsiGcDataCreate() call returns the code 

Status: Test 13.5 Not Supported." 

siGcDataCreate() call does not return the code 
BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, then print 

 AID length returned an 
incorrect code. 

5 Failed." 
 
 
st f  

 
The function is tested using a bad data value length. 

Ins

Status: Test 13.5 Undetermined." 
 

Case 2
BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataCreate() is not supported. 

 
Case 3: If the gscB

"gscBsiGcDataCreate() called with a bad

Status: Test 13.

Te or Assertion 13.6

 
tantiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gs s
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
re e

 
3. (Pre) There exists a target container on the connected card with 

th f

alue == 
ID1Len (GSC), or 

ner with 

 
4. (Pre) 

cB iGcDataCreate(). 

ad r, connected with handle hCard1306. 

e ollowing properties:  
• the ACR for the gscBsiGcDataCreate() service has the value 

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID v

• _goodGSCAID1, of length _goodGSCA
• _goodCACAID1, of length _goodCACAID1Len (CAC) 
• there does not exist a data item on the target contai

tag == _newTag1306 
• the target container can accommodate _newDvalue1306. 

Print "Testing of Assertion 13.6". 
 

5. (Pre) 
contai

 
Make a gscBsiUtilAcquireContext() call to the SPS, using  

en (GSC) or _goodCACAID1Len 

 

Establish an authenticated session with the target 
ner on the card: 

• hCard == hCard1306 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1L

(CAC) 
• strctAuthenticator == strctAuthenticator1300 
• unAuthNb == 1. 
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Ca he code 

 established.  Assertion 13.6 of 

End Tes
 

6. (Pre) Define the unsigned long unValueLen1306 == 0. 
 

7. Make a gscBsiGcDataCreate() call to the SPS, using 
hCard1306 

(GSC) or _goodCACAID1 (CAC) 
1Len (GSC) or _goodCACAID1Len (CAC) 

• unValueLen == _badDvalueLen. 

Ver

se 1: If the gscBsiUtilAcquireContext() call returns t
I_OK, then continue with 6. BS

 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code BSI_OK, then print 

"A session cannot be
gscBsiGcDataCreate() cannot be tested". 

t for Assertion 13.6. 

• hCard == 
• uszAID == _goodGSCAID1 

goodGSCAID• unAIDLen == _
 • ucTag == _newTag1306 
• uszValue == _newDvalue1306 

 
ification Goal: 

ify theTo ver  Expected Results:  

cted 

Perform this verification by issuing a call to gscBsiGcReadValue(). 

rifica

1. The call returns 
• the return code BSI_BAD_PARAM or the return code 

BSI_NO_CARDSERVICE. 
 

2. No changes are made to the container structure of the conne
card. 

 

 
Ve tion and Reporting Scenario: 

se 1: If the gscBsiGcDataCreate() call returns the code 
I_BAD_PARAM, then  

1. Ca
BS

Pe
rd1306. 

Verify that that the specified data value was not stored, with 
the 

    
A
_

 
Make a gscBsiGcReadValue() call to the SPS, using 

ag1306 
zValue1306 

 
Ca ither of 
th
•
• BSI_IO_ERROR 

then print 

 
rform Test for Assertion 9.13.6.1 using 
• hCard == hCa

 

specified tag, in the target container. 

llocate the unsigned char* uszValue1306 with length 
newDvalueLen. 

• hCard == hCard1306 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• ucTag == _newT

 == us• uszValue
• punValueLen == _newDvalueLen. 

se 1.1: If the gscBsiGcReadValue() call returns e
e codes: 
 BSI_BAD_TAG 
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"gscBsiGcDataCreate() called with a bad data value leng
has been verified

th 

 
Ca  the gscBsiReadValue() call returns the code 
BS

dValue() indicated that the data value had been 

.6 Failed." 
 

the gscBsiGcReadValue() call does not return any 
of
•
•
•

length 
cause a subsequent call to 

 Not Supported." 
 

Case 3: If the gscBsiGcDataCreate() call does not return the code 

ate() called with a bad data value length 
returned an incorrect code. 

 
e function is tested with a card that has been removed. 

 
Ins

 because a subsequent call to 
gscBsiGcReadValue() did not find the data item. 
Status: Test 13.6 Passed." 

se 1.2: If
I_OK, then print 
"gscBsiGcDataCreate() called with a bad data value length 
has not been been verified because a subsequent call to 
gscBsiGcRea
created. 
Status: Test 13

Case 1.3: If 
 the codes 
 BSI_BAD_TAG 

O_ERROR  BSI_I
 BSI_OK 

then print  
"gscBsiGcDataCreate() called with a bad data value 
has not been verified be
gscBsiGcReadValue() was ambiguous. 

." Status: Test 13.6 Undetermined
 

Case 2: If the gscBsiGcDataCreate() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataCreate() is not supported. 
Status: Test 13.6

BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, then print 
"gscBsiGcDataCre

Status: Test 13.6 Failed." 
 
 
Test for Assertion 13.7 

Th

tantiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

 
2. (P )

reader, connected with handle hCard1307. 
 

3. (Pre) There exists a target container on the connected card with 
the f

alue 

en (CAC) 
he target container with 

tag == _newTag1307 

gscBsiGcDataCreate(). 

re  A card that claims conformance to the GSC-IS is in a 

o oll wing properties:  
as the v• the ACR for the gscBsiGcDataCreate() service h

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1L
• there does not exist a data item on t
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• the target container can accommodate _newDvalue1307. 
 

4. (Pre) Print "Testing of Assertion 13.7". 
 

5. (Pre) Establish an authenticated session with the target 
contai

 
Make a gscBsiUtilAcquireContext() call to the SPS, using  

SCAID1 (GSC) or _goodCACAID1 (CAC) 

ctAuthenticator1300 

 
ireContext() call returns the code 

BS

quireContext() call does not return 
 

7 of 

 
6. Re v

 
7. Ma  

r _goodCACAID1 (CAC) 
SC) or _goodCACAID1Len (CAC) 

_newTag1307 
307 
eLen. 

 
Verifica o

ner on the card: 

• hCard == hCard1307 
• uszAID == _goodG
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• strctAuthenticator == str
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcqu
I_OK, then continue with 6. 

 
Case 2: If the gscBsiUtilAc
the code BSI_OK, then print

"A session cannot be established.  Assertion 13.
gscBsiGcDataCreate() cannot be tested". 

End Test for Assertion 13.7. 

mo e the connected card from the reader. 

ke a gscBsiGcDataCreate() call to the SPS, using 
• hCard == hCard1307 
• uszAID == _goodGSCAID1 (GSC) o
• unAIDLen == _goodGSCAID1Len (G
• ucTag == 
• uszValue == _newDvalue1

 _newDvalu• unValueLen ==

ti n Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_CARD_REMOVED or the return code 

BSI_NO_CARDSERVICE. 
 
Verification and Reporting Scenario:  

1. Case 1: If the gscBsiGcDataCreate() call returns the code 
RD_REMOVED, then print BSI_CA

"gscBsiGcDataCreate() called with the connected card rem
has been verified. 

oved 

 
Case eate() call returns the code 
BSI_NO_CARDSERVICE, then print 

Case e code 
BSI_CARD_REMOVED or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataCreate() called with the connected card removed 
re

 Status

Status: Test 13.7 Passed." 

2: If the gscBsiGcDataCr

"gscBsiGcDataCreate() is not supported. 
Status: Test 13.7 Not Supported." 

 
3: If the gscBsiGcDataCreate() call does not return th

turned an incorrect code. 
: Test 13.7 Failed." 
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Test for Assertion 13.8 
 
The function is tested without fulfilling the applicable ACR. 
 
stantiati rioIn on Scena : 
1. (Pre)

gscBsiGcDataCreate(). 
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard1308. 

 
3. (Pre) There exists a target container on the connected card with 

the fol
• the ACR for the gscBsiGcDataCreate() service has the value 

• 
• resented by AID value == 

•
• _g
• th

 
4. (Pre) There does not exist a data item on the target container 

with tag == _newTag1308. 
 

5. (Pre) Print "Testing of Assertion 13.8

 Construct the Starting State for the testing of 

lowing properties:  

BSI_ACR_PIN 
the value of the PIN is _PIN 
the container is rep

 _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
oodCACAID1, of length _goodCACAID1Len (CAC) 
e container can accommodate data item _newDvalue1308. 

". 
 

6. (Pre) Ensure that there is no authenticated session with the 
target container: 

 
Mak

•
• odCACAID1 (CAC) 
• or _goodCACAID1Len 

 
7. Make a gscBsiGcDataCreate() call to the SPS, using 

_goodCACAID1 (CAC) 

 
Verifica

e a gscBsiUtilReleaseContext() call to the SPS, using  
 hCard == hCard1308 
 uszAID == _goodGSCAID1 (GSC) or _go

  unAIDLen == _goodGSCAID1Len (GSC)
(CAC). 

• hCar
• uszAID == _goodGSCAID1 (GSC) or 

d == hCard1308 

• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• ucTag == _newTag1308 
• uszValue == _newDvalue1308 
• unValueLen == _newDvalueLen. 

tion Goal: 
 the ETo verify xpected Results:  

e BSI_ACCESS_DENIED or the return code 

2. No changes are made to the container structure of the connected 

 
Perform this verification by issuing a call to gscBsiGcReadValue(). 

Verification and Reporting Scenario

1. The call returns 
• the return cod

BSI_NO_CARDSERVICE. 
 

card. 

 
: 
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1. Case 1: If the gscBsiGcDataCreate() call returns the code 
BSI_ACCESS_DENIED, then  

 
Perform Test for Assertion 9.13.8.1 using 

• hCard == hCard1308. 

Verify that that the specified data value was not stored, with 
 container: 

 
tainer: 

 

AC) 
D1Len 

henticator1300 

 
 gscBsiUtilAcquireContext() call returns 

 
h 

 
sing 

 _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

08 

 
ns 

filling the 
 a subsequent 

data 

 
siReadValue() call returns the 

plicable ACR has not been been verified because a 
to gscBsiGcReadValue() indicated that 
had been created. 

 
e gscBsiGcReadValue() call does not 

 

 

the specified tag, in the target

Establish an authenticated session with the target con

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == hCard1308 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (C
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAI

(CAC) 
• strctAuthenticator == strctAut
• unAuthNb == 1. 

Case 1.1: If the
the code BSI_OK, then: 

Allocate the unsigned char* uszValue1308 with lengt
_newDvalueLen. 

Make a gscBsiGcReadValue() call to the SPS, u
hCard1308 • hCard == 

• uszAID ==
• unAIDLen == _goodGSCAID1Len (GSC) or 

_goodCACAID1Len (CAC) 
• ucTag == _newTag13
• uszValue == uszValue1308 
• punValueLen == _newDvalueLen. 

Case 1.1.1: If the gscBsiGcReadValue() call retur
either of the codes: 

• BSI_BAD_TAG 
• BSI_IO_ERROR 

then print 
"gscBsiGcDataCreate() called without ful

CR has been verified becauseapplicable A
call to gscBsiGcReadValue() did not find the 
item. 
Status: Test 13.8 Passed." 

Case 1.1.2: If the gscB
code BSI_OK, then print 

"gscBsiGcDataCreate() called without fulfilling the 
ap
subsequent call 

ta value the da
Status: Test 13.8 Failed." 

Case 1.1.3: If th
return any of the codes

• BSI_OK 
• BSI_BAD_TAG 
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• BSI_IO_ERROR 
then print  

"gscBsiGcDataCreate() called without fulfilling the 
applicable ACR has not been verified because a 

guous. 
determined." 

ntext() call does not 

 
te() call returns the code 

nt 
"gscBsiGcDataCreate() is not supported. 

: If the gscBsiGcDataCreate() call does not return the code 
int 

incorrect code. 

s

e function is tested using a too-large data value. 
 
Ins

subsequent call to gscBsiGcReadValue() was ambi
Status: Test 13.8 Un

 
uireCoCase 1.2: If the gscBsiUtilAcq

return the code BSI_OK, then print 
"A session cannot be established.  Assertion 13.8 of 
gscBsiGcDataCreate() cannot be tested". 

Ca
BSI_NO_CARDSERVICE, then pri
se 2: If the gscBsiGcDataCrea

Status: Test 13.8 Not Supported." 
 

Case 3
BSI_ACCESS_DENIED or the code BSI_NO_CARDSERVICE, then pr

"gscBsiGcDataCreate() called without fulfilling the applicable 
ACR returned an 
Status: Test 13.8 Failed." 

 
 
Te t for Assertion 13.9 
 
Th

tantiation Scenario: 
1. (P )

gscBsiGcDataCreate(). 
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reade

 
3. (Pre) There exists a target container on the connected card with 

the f

is _PIN 
alue == 
ID2Len (GSC), or 

ses 
ilable space of the container. The tag for this 

 
4. (Pre) 

re  Construct the Starting State for the testing of 

r c, onnected with handle hCard1309. 

 ollowing properties:  
• the ACR for the gscBsiGcDataCreate() service has the value 

BSI_ACR_PIN 
• the value of the PIN 
• the container is represented by AID v

• _goodGSCAID2, of length _goodGSCA
• _goodCACAID2, of length _goodCACAID2Len (CAC) 
• the target container contains one data item, which compri

the entire ava
data item is _existingTagFull. 

Print "Testing of Assertion 13.9". 
 

5. (Pre) 
container on the card: 

, using  

Establish an authenticated session with the target 

 
ak reContext() call to the SPSM e a gscBsiUtilAcqui

• hCard == hCard1309 
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID2Len 

(CAC) 
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• strctAuthenticator == strctAuthenticator1300 

the gscBsiUtilAcquireContext() call returns the code 
h 6. 

return 
th

"A session cannot be established.  Assertion 13.9 of 

) or _goodCACAID2 (CAC) 
CAC) 

e1309 

 
Verificatio

• unAuthNb == 1. 
 

Case 1: If 
BSI_OK, then continue wit
 
Case 2: If the gscBsiUtilAcquireContext() call does not 
e code BSI_OK, then print 

gscBsiGcDataCreate() cannot be tested". 
End Test for Assertion 13.9. 

 
6. Make a gscBsiGcDataCreate() call to the SPS, using 

• hCard == hCard1309 
• uszAID == _goodGSCAID2 (GSC
• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID2Len (
• ucTag == _newTag1309 
• uszValue == _newDvalu
• unValueLen == _newDvalueLen. 

n Goal: 
To verif

1. Th
eturn code 

2. No chan
card. 

 
Perform this v
 
Verification a

y the Expected Results:  
e call returns 
• the return code BSI_NO_MORE_SPACE or the r

BSI_NO_CARDSERVICE. 
 

ges are made to the container structure of the connected 

erification by issuing a call to gscBsiGcReadValue(). 

Rnd eporting Scenario: 
1. Case 1: If the gscBsiGcDataCreate() call returns the code 

BSI_NO_M

Perfo
• 

Verify that that the specified data value was not stored, with 
the specified tag, in the target container. 

  
Alloc
_newDva

 
Make a gscBsiGcReadValue() call to the SPS, using 
• hCa
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID2Len 

(CAC) 
• u
• u
• punValueLen == _newDvalueLen. 

 
Case ReadValue() call returns either of 
the c
• BSI
• BSI

ORE_SPACE, then  
 

rm Test for Assertion 9.13.9.1 using 
hCard == hCard1309. 

 

  
at zValue1309 with length e the unsigned char* us
lueLen. 

rd = hCard1309 =

cTag == _newTag1309 
szValue == uszValue1309 

1.1: If the
od

 gscBsiGc
es: 
_BAD_TAG 
_IO_ERROR 
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then pr
"gscBsiGcDataCreate() called using a too-large data value 
has been verified because a subsequent call to 
gscBsiGcReadValue() did not find the data item. 
St

 
Case 
BSI_OK,

"gscB
has not been been verified because a subsequent call to 
gscBsiGcReadValue() indicated that the data value had been 
created. 
St

 
Case cBsiGcReadValue() call does not return any 
of the 
• B
• B
• BSI

then pr
"gscB
has not been verified because a subsequent call to 

 
Case 2: 
BSI_NO_CAR

 
es not return the code 

BSI_NO_MORE_SPACE or the code BSI_NO_CARDSERVICE, then print 

 
 
Test for

using the tag of a data item that already 

int 

atus: Test 13.9 Passed." 

1.2: If the gscBsiReadValue() call returns the code 
 then print 
siGcDataCreate() called using a too-large data value 

atus: Test 13.9 Failed." 

1.3: If the gs
codes 

SI
SI_IO_ERROR 
_BAD_TAG 

_OK 
int  

taCreate() called using a too-large data value siGcDa

gscBsiGcReadValue() was ambiguous. 
Status: Test 13.9 Undetermined." 

If the gscBsiGcDataCreate() call returns the code 
DSERVICE, then print 

"gscBsiGcDataCreate() is not supported. 
Status: Test 13.9 Not Supported." 

Case 3: If the gscBsiGcDataCreate() call do

"gscBsiGcDataCreate() called using a too-large data value 
returned an incorrect code. 
Status: Test 13.9 Failed." 

 Assertion 13.10 
 
The function is tested 
exists. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiGcDataCreate(). 

 

reader, connected with handle hCard1310. 
 

the following properties:  

• 
oodGSCAID1Len (GSC), or 

• 

2. (Pre) A card that claims conformance to the GSC-IS is in a 

3. (Pre) There exists a target container on the connected card with 

• the ACR for the gscBsiGcDataCreate() service has the value 
BSI_ACR_PIN 

• the value of the PIN is _PIN 
the container is represented by AID value == 
• _goodGSCAID1, of length _g

_goodCACAID1, of length _goodCACAID1Len (CAC) 
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• there exists a data item on the target contain
_

er with tag 

 
4. (Pre)

existingTag1310 and value _existingDvalue1310 
1310. • the target container can accommodate _newDvalue

 Print "Testing of Assertion 13.10". 
 

5. (Pre) Establish an authenticated session with the target 

g  

GSCAID1 (GSC) or _goodCACAID1 (CAC) 

 
Case 1 ns the code 
BSI_
 

shed.  Assertion 13.10 of 

 
6. Make 

) or _goodCACAID1 (CAC) 
D1Len (CAC) 

 
Verifica o

container on the card: 
 

Make a gscBsiUtilAcquireContext() call to the SPS, usin
• hCard == hCard1310 
• uszAID == _good
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• strctAuthenticator == strctAuthenticator1300 
• unAuthNb == 1. 

: If the gscBsiUtilAcquireContext() call retur
 with 6. OK, then continue

Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code BSI_OK, then print 

"A session cannot be establi
gscBsiGcDataCreate() cannot be tested". 

End Test for Assertion 13.10. 

a gscBsiGcDataCreate() call to the SPS, using 
• hCard == hCard1310 
• uszAID == _goodGSCAID1 (GSC
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAI
 ag1310 • ucTag == _existingT
• uszValue == _newDvalue1310 
• unValueLen == _newDvalueLen. 

ti n Goal: 
y To verif t

1. Th c

ected 
ca .

r
 

he Expected Results:  
e all returns 
• the return code BSI_TAG_EXISTS or the return code 

BSI_NO_CARDSERVICE. 
 

2. No changes are made to the container structure of the conn
rd  

 
Pe form this verification by issuing a call to gscBsiGcReadValue(). 

Verification and Reporting Scenario: 
Case 1

 

Allocate the unsigned char* uszValue1310 with length 
_newDvalueLen. 

1. : If the gscBsiGcDataCreate() call returns the code 
BSI_TAG_EXISTS, then  

 
Perf 13.10.1 using 

• hCard == hCard1310. 
orm Test for Assertion 9.

 
Verify that that the specified data value was not stored, with 
the specified tag, in the target container.
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, using 

• hCard == hCard1310 
 

_goodGSCAID1Len (GSC) or _goodCACAID1Len 
(CAC) 

 
Ca

value1310 
t

 
GcReadValue() found the original data item. 
3.10 Passed." 

 
gscBsiReadValue() call returns 

•
•

th
 using the tag of a data item 

he 
stion had been changed. 

 
Ca
code BSI_OK, then print  

 using the tag of a data item 

t 13.10 Undetermined." 
 

Case 2 DataCreate() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataCreate() is not supported. 
Sta

 
Case 2: If the gscBsiGcDataCreate() call does not return the code 
BSI_TAG_EXISTS or the code BSI_NO_CARDSERVICE, then print 

Make a gscBsiGcReadValue() call to the SPS

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC)
• unAIDLen == 

• ucTag == _existingTag1310 
• uszValue == uszValue1310 
• punValueLen == _newDvalueLen. 

se 1.1: If the gscBsiGcReadValue() call returns 
• the code BSI_OK 
• uszValue1310 == _existingD
hen print 
"gscBsiGcDataCreate() called using the tag of a data item 
that already exists has been verified because a subsequent
call to gscBsi
Status: Test 1

Case 1.2: If the 
 the code BSI_OK 
 uszValue1310 /= _existingDvalue1310 

t en prin
"gscBsiGcDataCreate() called
that already exists has not been been verified because a 
subsequent call to gscBsiGcReadValue() indicated that t
data value in que
Status: Test 13.10 Failed." 

se 1.3: If the gscBsiGcReadValue() call does not return the 

"gscBsiGcDataCreate() called
that already exists has not been verified because a 
subsequent call to gscBsiGcReadValue() was ambiguous. 
Status: Tes

: If the gscBsiGc

tus: Test 13.10 Not Supported." 

"gscBsiGcDataCreate() called using the tag of a data item that 
already exists returned an incorrect code. 
Status: Test 13.10 Failed." 
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14. gscBsiGcDataDelete()

est

 
 
 
Starting State for Each T : 

r1400 with 
structure 

 
 
Test for s
 
The function is tested using valid parameters. 
 
Instantiati

1. There exists a BSIAuthenticator array strctAuthenticato
one element, the structure BSIAuthenticator1400.  This 
has fields 

• unAccessMethodType1400 == BSI_AM_PIN 
• unkeyIDOrReference1400 == _keyIDOrReference1 
• uszAuthValue1400 == _goodAuthValue1 
• unAuthValueLen1400 == _goodAuthValue1Len. 

 A sertion 14.1 

on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gs s
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reade

e connected card with 

value 

• _
• the target container contains at least one data item, for 

w

_existingDvalue1410. 

4. (P

cB iGcDataDelete(). 

r, connected with handle hCard1401. 
 

3. (Pre) There exists a target container on th
the following properties:  

• the ACR for the gscBsiGcDataDelete() service has the 
BSI_ACR_PIN 

• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
goodCACAID1, of length _goodCACAID1Len (CAC) 

hich  
existingTag1401 • the tag is == _

• the value is == 
 

re) Print "Testing of Assertion 14.1". 
 

5. (P
co

 
Make a gscBsiUtilAcquireContext() call to the SPS, using  

SC) or _goodCACAID1 (CAC) 
ACAID1Len 

 
reContext() call returns the code 

nt 
tablished.  Assertion 14.1 of 

elete() cannot be tested". 

re) Establish an authenticated session with the target 
ntainer on the card: 

• hCard == hCard1401 
• uszAID == _goodGSCAID1 (G
• unAIDLen == _goodGSCAID1Len (GSC) or _goodC

(CAC) 
• strctAuthenticator == strctAuthenticator1400 
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcqui
BSI_OK, then continue with 6. 
 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code BSI_OK, then pri

"A session cannot be es
gscBsiGcDataD
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End Test for Assertion 14.1. 
 

6. Make a gscBsiGcDataDelete() call to the SPS, using 
• hCard == hCard1401 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• ucTag == _existingTag1401. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_OK or the return code BSI_NO_CARDSERVICE. 

 
2. If the return code is BSI_OK, then there is no longer a data item 

with the tag == _existingTag1401 stored in the target container. 

3. No other changes are made to the container structure of the 
connected card. 

Note: I suppose if we were very ambitious, we would verify 3., by 
mparing b snapshots of every container on the 
nnected c fying 

that the specified data value is correctly stored in the selected 
container. 
 
Perform this verification by issuing a call to gscBsiGcReadValue(). 
 
Verification

 

 

co
co

efore and after 
ard.  For now, I propose limiting ourselves to veri

 and Reporting Scenario: 
1. Case 1 l returns the code BSI_OK, 

then verify that that the specified data value has indeed been 
delet

    
Allocate the unsigned char* uszValue1401 with length 
_existingDvalueLen. 

 
Make 

•
•

 
Case 

•
then 

"gscBsiGcDataDelete() called with valid parameters has been 

 
Case 

•
then 

"gscBsiGcDataDelete() called with valid parameters has been 
not been verified because a subsequent call to 

: If the gscBsiGcDataDelete() cal

ed from the target container. 

a gscBsiGcReadValue() call to the SPS, using 
 hCard == hCard1401 

 or _goodCACAID1 (CAC)  uszAID == _goodGSCAID1 (GSC)
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
gTag1401 • ucTag == _existin

• uszValue == uszValue1401 
Len == _existingDvalueLen. • punValue

1.1: If the gscBsiGcReadValue() call returns 
 the code BSI_BAD_TAG 
print 

verified because a subsequent call to gscBsiGcReadValue() did 
not find the deleted data item. 
Status: Test 14.1 Passed." 

1.2: If the gscBsiReadValue() call returns 
 the code BSI_OK 
print 
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gscBsiGcReadValue() indicated that the specified data 
was not deleted. 

value 

 

ed with valid parameters has not 
been verified because a subsequent call to 
gscBsiGcReadValue() was ambiguous. 
Status: Test 14.1 Undetermined." 

 
Case 2: If the gscBsiGcDataDelete() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataDelete() is not supported. 
Status: Test 14.1 Not Supported." 

 
Case 3: If the gscBsiGcDataDelete() call does not return the code 
BSI_OK or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataDelete() called with valid parameters returned an 
incorrect code. 
Status: Test 14.1 Failed." 

 
 
Test for Assertion 14.2 
 
The function is tested using a bad handle. 
 
Instantiation Scenario

Status: Test 14.1 Failed." 

Case 1.3:
either of the codes 

• BSI_OK 

 If the gscBsiGcReadValue() call does not return 

• BSI_BAD_TAG 
rint  then p

"gscBsiGcDataDelete() call

: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGcDataDelete(). 
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard1402. 

 
3. (Pre) There exists a target container on the connected card with 

the following properties:  
• the ACR for the gscBsiGcDataDelete() service has the value 

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC) 
• the target container contains at least one data item, for 

which  
• the tag is == _existingTag1402 
• the value is == _existingDvalue1402. 

 
4. (Pre) Print "Testing of Assertion 14.2". 

 
5. (Pre) Establish an authenticated session with the target 

container on the card: 
 

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == hCard1402 
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• uszAID == _goodGSC
• unAIDLen == _goodG

AID1 (GSC) or _goodCACAID1 (CAC) 
SCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
or == strctAuthenticator1400 

 
 

oes not return 

n 14.2 of 
gscBsiGcDataDelete() cannot be tested". 

ertion 14.2. 

S, using 

dGSCAID1 (GSC) or _goodCACAID1 (CAC) 
en (CAC) 

r

• strctAuthenticat
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcquireContext() call returns the code
BSI_OK, then continue with 6. 
 

() call dCase 2: If the gscBsiUtilAcquireContext
the code BSI_OK, then print 

"A session cannot be established.  Assertio

End Test for Ass
 

6. Make a gscBsiGcDataDelete() call to the SP
• hCard /= hCard1402 
• uszAID == _goo
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1L
• ucTag == _existingTag1402. 

 
Ve ification Goal: 

verify the Expected Results:  
The call returns 

To 
1. 

 
2. No h

ca .
 
Perform this verification by issuing a call to gscBsiGcReadValue(). 
 
Verifica o

• the return code BSI_BAD_HANDLE or the return code 
BSI_NO_CARDSERVICE. 

 c anges are made to the container structure of the connected 
rd  

ti n and Reporting Scenario: 
1. Ca  

BSI_BAD_HANDLE, then: 
 

Perf
• 

 
Verify that that the specified data value was not deleted from 

    
Allocate the unsigned char* uszValue1402 with length 

 
M

•  == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
AID1Len 

DvalueLen. 
 

• uszValue1402 == _existingDvalue1402 

se 1: If the gscBsiGcDataDelete() call returns the code 

orm Test for Assertion 9.14.2.1 using 
hCard == hCard1402. 

the target container: 

_existingDvalueLen. 

ake a gscBsiGcReadValue() call to the SPS, using 
• hCard == hCard1402 

uszAID
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCAC

(CAC) 
• ucTag == _existingTag1402 
• uszValue == uszValue1402 
• punValueLen == _existing

Case 1.1: If the gscBsiGcReadValue() call returns 
• the code BSI_OK 
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then print 
"gscBsiGcDataDelete() called with a bad handle has been 

uent call to gscBsiGcReadValue() 

 Passed." 
 

code BSI_OK 
xistingDvalue1402 

n 
e codes 

gscBsiGcReadValue() was ambiguous. 

e() call returns the code 

Ca  the code 
BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then print 

 called with a bad handle returned an 

 
 
Test for Ass
 
The function is tested with another application having established a 
transaction 

til we ltaneous 
applications, I don't think we need to worry about this assertion. 
 
 
Test for As
 
The function is tested using a bad AID value. 

stanti

verified because a subseq
indicated that the specified data item had not been 
deleted. 
Status: Test 14.2

Case 1.2: If the gscBsiReadValue() call returns 
• the code BSI_BAD_TAG 

or 
• the 
• uszValue1402 /= _e

then print 
"gscBsiGcDataDelete() called with a bad handle has been 
not been verified because a subsequent call to 
gscBsiGcReadValue() indicated that the specified data 
value had been deleted or otherwise changed. 
Status: Test 14.2 Failed." 

 
Case 1.3: If the gscBsiGcReadValue() call does not retur
either of th
• BSI_OK 
• BSI_BAD_TAG 

then print  
"gscBsiGcDataDelete() called with a bad handle has not 
been verified because a subsequent call to 

Status: Test 14.2 Undetermined." 
 

Case 2: If the gscBsiGcDataDelet
BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataDelete() is not supported. 
Status: Test 14.2 Not Supported." 

 
se 3: If the gscBsiGcDataDelete() call does not return

"gscBsiGcDataDelete()
incorrect code. 
Status " : Test 14.2 Failed.

ertion 14.3 

lock. 
 
Un  encounter implementations that allow multiple simu

sertion 14.4 

 
In ation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiGcDataDelete(). 
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2. (Pre)

reade
 

3. (Pre) There exists a target container on the connected card with 
the f

IN is _PIN 
• the container is represented by AID value == 

 of length _goodGSCAID1Len (GSC), or 
D1, of length _goodCACAID1Len (CAC) 

• 

e1404. 

 
4. (Pre) There does not exist a container on the card with AID value 

==
 

5. (Pre) Print "Testing of Assertion 14.4

 A card that claims conformance to the GSC-IS is in a 
r, connected with handle hCard1404. 

ollowing properties:  
• the ACR for the gscBsiGcDataDelete() service has the value 

BSI_ACR_PIN 
• the value of the P

• _goodGSCAID1,
• _goodCACAI

the target container contains at least one data item, for 
which  

 tag is == _existingTag1404 • the
• the value is == _existingDvalu

 

 _badGSCAID (GSC) or _badCACAID (CAC). 

". 
 

6. (Pre) Establish an authenticated session with the target 
co

 
ext() call to the SPS, using  

• hCard == hCard1404 

= _goodGSCAID1Len (GSC) or _goodCACAID1Len 
(CAC) 

thenticator1400 
• unAuthNb == 1. 

ns the code 
e with 6. 

 
eturn 

"A session cannot be established.  Assertion 14.4 of 

.4. 
 

7. Make a gscBsiGcDataDelete() call to the SPS, using 

 
•  

 
Verificat o

ntainer on the card: 

Make a gscBsiUtilAcquireCont

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen =

• strctAuthenticator == strctAu

 
Case 1: If the gscBsiUtilAcquireContext() call retur
BSI_OK, then continu

Case 2: If the gscBsiUtilAcquireContext() call does not r
the code BSI_OK, then print 

gscBsiGcDataDelete() cannot be tested". 
End Test for Assertion 14

• hCard == hCard1404 
• uszAID == _badGSCAID (GSC) or _badCACAID (CAC)

unAIDLen == _badGSCAIDLen (GSC) or _badCACAIDLen (CAC)
• ucTag == _existingTag1404. 

i n Goal: 
h ETo verify t

1. The ca
• the return code BSI_BAD_AID or the return code 

2. No changes are made to the container structure of the connected 
card. 

e xpected Results:  
ll returns 

BSI_NO_CARDSERVICE. 
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Perform this verification by issuing a call to gscBsiGcReadValue(). 
 
Veri icaf tion and Reporting Scenario: 

elete() call returns the code 1. Case 1
BSI_BA

 
Perform Test for Assertion 9.14.4.1 using 

•
 

    

 

(GSC) or _goodCACAID1 (CAC) 

ingTag1404 

 
dValue() call returns 

code BSI_OK 
xistingDvalue1404 

e has been 
adValue() 

specified data item had not been 

d AID value has been 
 call to 

urn 

not 

d." 
 

: If the gscBsiGcDataD
D_AID, then: 

 hCard == hCard1404. 

Verify that that the specified data value was not deleted from 
the target container: 

Allocate the unsigned char* uszValue1404 with length 
_existingDvalue1404. 

Make a gscBsiGcReadValue() call to the SPS, using 
• hCard == hCard1404 
• uszAID == _goodGSCAID1 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• ucTag == _exist
• uszValue == uszValue1404 
• punValueLen == _existingDvalueLen. 

Case 1.1: If the gscBsiGcRea
• the 
• uszValue1404 == _e

then print 
"gscBsiGcDataDelete() called with a bad AID valu
verified because a subsequent call to gscBsiGcRe
indicated that the 
deleted. 
Status: Test 14.4 Passed." 

 
Case 1.2: If the gscBsiReadValue() call returns 
• the code BSI_BAD_TAG 

or 
• the code BSI_OK 
• uszValue1404 /= _existingDvalue1404 

then print 
"gscBsiGcDataDelete() called with a ba

use a subsequentnot been verified beca
gscBsiGcReadValue() indicated that the specified data 
value had been deleted or otherwise changed. 
Status: Test 14.4 Failed." 

 
Case 1.3: If the gscBsiGcReadValue() call does not ret
either of the codes 
• BSI_OK 
• BSI_BAD_TAG 

th  en print  
"gscBsiGcDataDelete() called with a bad AID value has 
been verified because a subsequent call to 
gscBsiGcReadValue() was ambiguous. 
Status: Test 14.4 Undetermine
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Case 2: If the gscBsiGcDataDelete() call returns the code 
BSI_NO_ R

"gscBsiGcDataDelete() is not supported. 
St

 
Case 3: If the gscBsiGcDataDelete() call does not return the code 
BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataDelete() called with a bad AID value returned an 
incor
Statu

 

st for As  
 
The function is tested using a bad AID length. 
 
Instantiation c

CA DSERVICE, then print 

atus: Test 14.4 Not Supported." 

rect code. 
s: Test 14.4 Failed." 

 
Te sertion 14.5

 S enario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGcDataDelete(). 
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader,

 
3. (Pre) There exists a target container on the connected card with 

the following properties:  
• 

• the value of the PIN is _PIN 
• the container is represented by AID value == 

ID1, of length _goodGSCAID1Len (GSC), or 
• _g
• the target container contains at least one data item, for 

wh
•
• 

 
4. (Pre) Print "Testing of Assertion 14.5

 connected with handle hCard1405. 

the ACR for the gscBsiGcDataDelete() service has the value 
BSI_ACR_PIN 

• _goodGSCA
oodCACAID1, of length _goodCACAID1Len (CAC) 

ich  
 the tag is == _existingTag1405 
the value is == _existingDvalue1405. 

". 
 

5. (Pre) Establish an authenticated session with the target 

 
  

D1Len (GSC) or _goodCACAID1Len 
(CAC) 

= 1. 

de 
en continue with 6. 

 
rn 

"A session cannot be established.  Assertion 14.5 of 

ertion 14.5. 

container on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, using
• hCard == hCard1405 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAI

• strctAuthenticator == strctAuthenticator1400 
• unAuthNb =

 
Case 1: If the gscBsiUtilAcquireContext() call returns the co
BSI_OK, th

Case 2: If the gscBsiUtilAcquireContext() call does not retu
the code BSI_OK, then print 

gscBsiGcDataDelete() cannot be tested". 
End Test for Ass
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6. Make a gscBsiGcDataDelete() call to the SPS, using 

• hCard == hCard1405 
dGSCAID1 (GSC) or _goodCACAID1 (CAC) 

Tag1405. 

Ver

• uszAID == _goo
• unAIDLen == _badAIDLen 
• ucTag == _existing

 
ification Goal: 

ify the Expected Results:  To ver
1. The call returns 

 
2. No changes are made to the container structure of the connected 

ca .
 
Perform this verification by issuing a call to gscBsiGcReadValue(). 
 
Verifica o

• the return code BSI_BAD_PARAM or the return code 
BSI_NO_CARDSERVICE. 

rd  

ti n and Reporting Scenario: 
se 1: If the gscBsiGcDataDelete() call returns the code 

A P
1. Ca  

BSI_B
 

Perf
• hCard == hCard1405. 

 
405 with length 

 
Value() call to the SPS, using 

n 

gDvalue1405 

ta item 

" 

 

ngDvalue1405 

D_ ARAM, then: 

orm Test for Assertion 9.14.5.1 using 

 
Verify that that the specified data value was not deleted from 
the target container: 

   
Allocate the unsigned char* uszValue1
_existingDvalueLen. 

Make a gscBsiGcRead
• hCard == hCard1405 

AID1 (GSC) or _goodCACAID1 (CAC) • uszAID == _goodGSC
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Le

(CAC) 
• ucTag == _existingTag1405 
• uszValue == uszValue1405 

 _existingDvalueLen. • punValueLen ==
 

Case 1.1: If the gscBsiGcReadValue() call returns 
• the code BSI_OK 
• uszValue1405 == _existin

then print 
"gscBsiGcDataDelete() called with a bad AID length has 
been verified because a subsequent call to 
gscBsiGcReadValue() indicated that the specified da
had not been deleted. 
Status: Test 14.5 Passed.

 
Case 1.2: If the gscBsiReadValue() call returns
• the code BSI_BAD_TAG 

or 
• the code BSI_OK 
• uszValue1405 /= _existi

then print 
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"gscBsiGcDataDelete() called with a bad AID length has 
een verified because a subsequent call to 

ied data 

has not 

 
Case 
BS

Case he code 
BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataDelete() called with a bad AID length returned an 
inc
Stat

 
 
Test for Asse i
 
The function  

stantiati

been not b
gscBsiGcReadValue() indicated that the specif
value had been deleted or otherwise changed. 
Status: Test 14.5 Failed." 

 
Case 1.3: If the gscBsiGcReadValue() call does not return 
either of the codes 
• BSI_OK 
• BSI_BAD_TAG 

then print  
"gscBsiGcDataDelete() called with a bad AID length 
been verified because a subsequent call to 
gscBsiGcReadValue() was ambiguous. 
Status: Test 14.5 Undetermined." 

2: If the gscBsiGcDataDelete() call returns the code 
I_NO_CARDSERVICE, then print 
"gscBsiGcDataDelete() is not supported. 
Status: Test 14.5 Not Supported." 

 
3: If the gscBsiGcDataDelete() call does not return t

orrect code. 
us: Test 14.5 Failed." 

rt on 14.6 

is tested using a bad tag. 
 
In on Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiG a

 
2. (Pre)

reader,
 

3. (Pre) There exists a target container on the connected card with 
the fol

• 

• 
• c ed by AID value == 

• _goodCACAID1, of length _goodCACAID1Len (CAC) 
• ata item for which 

 
4. (Pre) P

cD taDelete(). 

 A card that claims conformance to the GSC-IS is in a 
 connected with handle hCard1406. 

lowing properties:  
the ACR for the gscBsiGcDataDelete() service has the value 
BSI_ACR_PIN 
the value of the PIN is _PIN 
the ontainer is represent
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 

the target c
th

ontainer does not contain a d
e tag is == _newTag1406. 

rint "Testing of Assertion 14.6". 
 

5. (Pre) Establish an authenticated session with the target 
container on the card: 

 
Make a gscBsiUtilAcquireContext() call to the SPS, using  

6 • hCard == hCard140
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• GSCAID1 (GSC) or _goodCACAID1 (CAC) 

•
•

 

 call does not return 

 
6. Make a gscBsiGcDataDelete() call to the SPS, using 

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

ag1406. 

 uszAID == _good
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
 strctAuthenticator == strctAuthenticator1400 

hNb == 1.  unAut

: If the gscBsiUtilAcquireContext() call returns the code Case 1
BSI_OK, then continue with 6. 
 
Case 2: If the gscBsiUtilAcquireContext()
the code BSI_OK, then print 

"A session cannot be established.  Assertion 14.6 of 
gscBsiGcDataDelete() cannot be tested". 

End Test for Assertion 14.6. 

• hCard == hCard1406 

• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• ucTag == _newT

 
Verification Goal: 
To verify the Expected R

1. The call returns 
esults:  

E. 

ted 

Ver

• the return code BSI_BAD_TAG or the return code 
BSI_NO_CARDSERVIC

 
2. No changes are made to the container structure of the connec

card. 
 

ification and Reporting Scenario: 
1. Case 1: If the gscBsiGcDataDelete() call returns the code 

BS B
 

6.1 using 

 

 
Case 2 ns the code 

 

 
ataDelete() call does not return the code 

BS

inco
Status

 
 
Test for Ass

e function is tested using a card that has been removed. 

I_ AD_TAG, then: 

Perform Test for Assertion 9.14.
• hCard == hCard1406. 

Print 
"gscBsiGcDataDelete() called with a bad tag has been 
verified. 
Status: Test 14.6 Passed." 

: If the gscBsiGcDataDelete() call retur
BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataDelete() is not supported.
Status: Test 14.6 Not Supported." 

Case 3: If the gscBsiGcD
I_BAD_TAG or the code BSI_NO_CARDSERVICE, then print 
"gscBsiGcDataDelete() called with a bad tag returned an 

rrect code. 
: Test 14.6 Failed." 

ertion 14.7 
 
Th

 -101-



 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gs

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reade

3. (Pre) There exists a target container on the connected card with 

siGcDataDelete() service has the value 

 by AID value == 
_goodGSCAID1Len (GSC), or 

ID1, of length _goodCACAID1Len (CAC) 
ntains at least one data item, for 

cBsiGcDataDelete(). 

r, connected with handle hCard1407. 
 

the following properties:  
• the ACR for the gscB

BSI_ACR_PIN 
_PIN • the value of the PIN is 

• the container is represented
• _goodGSCAID1, of length 

• _goodCACA
• the target container co

which  
• the tag is == _existingTag1407 
• the value is == _existingDvalue1407. 

 
4. (Pre) Print "Testing of Assertion 14.7". 

 
5. (Pre) Establish an authenticated session with the target 

xt() call to the SPS, using  

 
goodGSCAID1Len (GSC) or _goodCACAID1Len 

tor1400 

ith 6. 
 
Ca return 
the code BSI_OK, then print 

f 

End 
 

6. (Pre) R o
 

7. Make a gscBsiGcDataDelete() call to the SPS, using 
• hC
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• n (CAC) 
• 

 
Verificatio

container on the card: 
 

Make a gscBsiUtilAcquireConte
• hCard == hCard1407 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC)
• unAIDLen == _

(CAC) 
= strctAuthentica• strctAuthenticator =

• unAuthNb == 1. 
 

Case 1: If the gscBsiUtilAcquireContext() call returns the code 
BSI_OK, then continue w

se 2: If the gscBsiUtilAcquireContext() call does not 

"A session cannot be established.  Assertion 14.7 o
gscBsiGcDataDelete() cannot be tested". 
Test for Assertion 14.7. 

em ve the connected card from the reader. 

ard == hCard1407 

unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Le
ucTag == _existingTag1407. 

n Goal: 
he To verify t

1. The cal
• th

BS
 

Expected Results:  
l returns 
e return code BSI_CARD_REMOVED or the return code 
I_NO_CARDSERVICE. 
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2. No changes are made to the container structure of the connected 
card.

 
Verificatio

 

n dan  Reporting Scenario: 
 the gscBsiGcDataDele1. Case f te() call returns the code 

BSI_CARD_REMOVED, then print 
"gscBsiGcDataDelete() called with the connected card removed 
has been verified. 
Sta

 
Case 2:
BSI_NO_

"gscBsiGcDataDelete() is not supported. 
Status

 
Case aDelete() call does not return the code 
BSI_CARD_REMOVED or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataDelete() called with the connected card removed 
returned an incorrect code. 
Sta

 
 
Test for Asse

The fu
 
Instanti

1: I

tus: Test 14.7 Passed." 

 If the gscBsiGcDataDelete() call returns the code 
CARDSERVICE, then print 

: Test 14.7 Not Supported." 

3: If the gscBsiGcDat

tus: Test 14.7 Failed." 

rtion 14.8 
 

nction is tested without fulfilling the applicable ACR. 

ation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

 
3. (Pre) There exists a target container on the connected card with 

the following properties:  
e gscBsiGcDataDelete() service has the value 

y AID value == 
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 

D1, of length _goodCACAID1Len (CAC) 
r which 

_existingTag1408 

 
4. 

gscBsiGcDataDelete(). 

reader, connected with handle hCard1408. 

• the ACR for th
BSI_ACR_PIN 

• the value of the PIN is _PIN 
• the container is represented b

• _goodCACAI
• this container contains at least one data item, fo

• the tag is == 
• the value is == _existingDvalue1408. 

(Pre) Print "Testing of Assertion 14.8". 
 

5. (Pre) Ensure that there is no authenticated session with the 
target container: 

 
Make a gscBsiUtilReleaseContext() call to the SPS, using 

D1 (CAC) 
n 

 
6. Make a gscBsiGcDataDelete() call to the SPS, using 

• hCard == hCard1408 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAI
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Le

(CAC). 
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• hCard == hCard1408 
uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 

• 
• 

r

• ucTag == _existingTag1408. 
 
Ve ification Goal: 
To verify the Expected Results:  

 
2. No changes are made to the container structure of the connected 

card. 
 
Perform this verification by issuing a call to gscBsiGcReadValue(). 

rifica

1. The call returns 
• the return code BSI_ACCESS_DENIED or the return code 

BSI_NO_CARDSERVICE. 

 
Ve tion and Reporting Scenario: 

se 1: If the gscBsiGcDataDelete() call returns the code 1. Ca
BSI_ACCESS_DENIED, then: 

 

 
as not deleted from 

get container 

 
 

08 
zAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

dGSCAID1Len (GSC) or _goodCACAID1Len 

400 

char* uszValue1408 with length 

 
BsiGcReadValue() call to the SPS, using 

 _goodCACAID2 (CAC) 
odGSCAID2Len (GSC) or 

_goodCACAID2Len (CAC) 

istingDvalueLen. 

ns 

ue1408 

Perform Test for Assertion 9.14.8.1 using 
• hCard == hCard1408. 

 data value wVerify that that the specified
the second container: 

  
Establish an authenticated session with the tar
on the card: 

Make a gscBsiUtilAcq
• hCard == hCard14

uireContext() call to the SPS, using 

• us
• unAIDLen == _goo

(CAC) 
• strctAuthenticator == strctAuthenticator1
• unAuthNb == 1. 

 
Case 1.1: If the gscBsiUtilAcquireContext() call returns 
the code BSI_OK, then 

 
Allocate the unsigned 
_existingDvalueLen. 

Make a gsc
• hCard == hCard1408 

dGSCAID2 (GSC) or• uszAID == _goo
• unAIDLen == _go

• ucTag == _existingTag1408 
• uszValue == uszValue1408 
• punValueLen == _ex

 
Case 1.1.1: If the gscBsiGcReadValue() call retur
• the code BSI_OK 
• uszValue1408 == _existingDval

then print 
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"gscBsiGcDataDelete() called without fulfilling the 

he 

 
: If the gscBsiReadValue() call returns 

code BSI_BAD_TAG 

• the code BSI_OK 

then print 
GcDataDelete() called without fulfilling the 

ecause a 
call to gscBsiGcReadValue() indicated that 

the specified data value had been deleted or 

he codes 

lfilling the 

guous. 

 
eContext call does not 

 
erified. 
 

 print 

 
Case 3 ode 
BSI_AC

"gscBsiGcDataDelete() called without fulfilling the applicable 
ACR 
Status ed." 

applicable ACR has been verified because a subsequent 
call to gscBsiGcReadValue() indicated that t
specified data item had not been deleted. 
Status: Test 14.8 Passed." 

Case 1.1.2
• the 

or 

• uszValue1408 /= _existingDvalue1408 

"gscBsi
applicable ACR has been not been verified b
subsequent 

otherwise changed. 
Status: Test 14.8 Failed." 

 
Case 1.1.3: If the gscBsiGcReadValue() call does not 
return either of t
• BSI_OK 
• BSI_BAD_TAG 

then print  
"gscBsiGcDataDelete() called without fu
applicable ACR has not been verified because a 

was ambisubsequent call to gscBsiGcReadValue() 
Status: Test 14.8 Undetermined." 

Case 1.2: If the gscBsiUtilAcquir
return the code BSI_OK, then print 

"A session could not be established. 
gscBsiUtilDataDelete cannot be v
Status: Test 14.8 Undetermined."

 
Case 2: If the gscBsiGcDataDelete() call returns the code 
BSI_NO_CARDSERVICE, then

"gscBsiGcDataDelete() is not supported. 
Status ported." : Test 14.8 Not Sup

: If the gscBsiGcDataDelete() call does not return the c
CESS_DENIED or the code BSI_NO_CARDSERVICE, then print 

returned an incor
: Test 14.8 Fail

rect code. 
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15
 
 
Starting t

. gscBsiGcGetContainerProperties() 

 S ate for Each Test: 
1. There exists a GCAcr variable strctGCacr1500, with members 

• 
ned long  unCreateACRType1500 

unCreateKeyIDOrReference1500 

• BSIAcr strctDeleteACR1500  

 unsigned long  unDeleteAuthID1500 
DeleteACRID1500 

unReadTagListAuthID1500 
unReadTagListACRID1500 

yIDOrReference1500 
alueAuthID1500 

nUpdateValueAuthID1500 
unUpdateValueACRID1500. 

 
ntainerSize variable strctContainerSizes1500, 

 

s
 
e fu

Ins

BSIAcr strctCreateACR1500, with members 
− unsig
− unsigned long  
− unsigned long  unCreateAuthID1500 
− unsigned long  unCreateACRID1500 

− unsigned long  unDeleteACRType1500 
− unsigned long  unDeleteKeyIDOrReference1500 
−
− unsigned long  un

• BSIAcr strctReadTagListACR1500  
− unsigned long  unReadTagListACRType1500 
− unsigned long  unReadTagListKeyIDOrReference1500 
− unsigned long  
− unsigned long  

• BSIAcr strctReadValueACR1500  
− unsigned long  unReadValueACRType1500 
− unsigned long  unReadValueKe
− unsigned long  unReadV
− unsigned long  unReadValueACRID1500 

• BSIAcr strctUpdateValueACR1500  
− unsigned long  unUpdateValueACRType1500 
− unsigned long  unUpdateValueKeyIDOrReference1500 

u− unsigned long  
− unsigned long  

2. There exists a GCCo
with members  
• unMaxNbDataItems1500 
• unMaxValueStorageSize1500. 

 
3. There exists a string containerVersion1500. 

 
Te t for Assertion 15.1 

nction is tested using valid parameters. Th
 

tantiation Scenario: 
(P )1. 
gscBs

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

rea e
 

3. (Pre) There exists a target container on the connected card with 
th f

re  Construct the Starting State for the testing of 
iGcGetContainerProperties(). 

d r c, onnected with handle hCard1501. 

e o oll wing properties: 
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• the ACR for each of the gscBsiGcDataCreate(), 
gList(), 

gscBsiGcReadValue(), and gscBsiGcDataUpdate() services has 

reference == _keyIDOrReference1 
CR == 

• t s

• CAID1, of length _goodCACAID1Len (CAC). 

gscBsiGcDataDelete(), gscBsiGcReadTa

− access method type == BSI_ACR_PIN 
− key ID or 
− number of access methods logically combined in the A

1 
− ACRID == null 
hi  container is represented by AID value == 
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 

_goodCA
 

4. (Pre) Print "Testing of Assertion 15.1". 
 

5. Ma  

 or _goodCACAID1 (CAC) 
== _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 

r1500 
strctContainerSizes1500 

 
rificatio

ke a gscBsiGcGetContainerPropereties() call to the SPS, using 
• hCard == hCard1501 
• uszAID == _goodGSCAID1 (GSC)
• unAIDLen 
• strctGCacr == strctGCac

rSizes == • strctContaine
• containerVersion == containerVersion1500. 

n GoalVe : 
To 

e return code BSI_OK or the return code BSI_NO_CARDSERVICE. 

 

verify the Expected Results:  
1. The call returns 

• th
 

2. If the return code is BSI_OK, then the variables of 
strctGCacr1500 are correctly set to indicate access control 
conditions for all operations. 

Verification and Reporting Scenario: 
1. Case 1

co
Cas

ype1500 == BSI_ACR_PIN 

yIDOrReference1500, 

and 
− 

and 
− 

 == null 
then pr

"gscBsiGcGetContainerProperties() called with valid 
parameters has been verified. 

: If the gscBsiGcGetContainerProperties() call returns the 
de BSI_OK, then: 

e 1.1: If  
− each of unCreateACRType1500, unDeleteACRType1500, 

unReadTagListACRType1500, unReadValueACRType1500, and 
unUpdateValueACRT

and 
− each of unCreateKeyIDOrReference1500, 

unDeleteKe
unReadTagListKeyIDOrReference1500, 
unReadValueKeyIDOrReference1500, and 
unUpdateKeyIDOrReference1500 == _keyIDOrReference1 

each of unCreateAuthNB1500, unDeleteAuthNB1500, 
unReadTagListAuthNB1500, unReadValueAuthNB1500, and 

1500 == 1 unUpdateValueAuthNB

each of unCreateACRID1500, unDeleteACRID1500, 
unReadTagListACRID1500, unReadValueACRID1500, and 
unUpdateValueACRID1500
int 
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Statu
 

Case 1.2:
− any of unCreateACRType1500, unDeleteACRType1500, 

unReadTagListACRType1500, unReadValueACRType1500, and 
unUpdateValueACRType1500 /= BSI_ACR_PIN 

or 
− any

u
u
unR
unUpdateKeyIDOrReference1500 /= _keyIDOrReference1 

or 
− any

unR
unU

or 
− any of unCreateACRID1500, unDeleteACRID1500, 

u
u

then pr
"gscBsiGcGetContainerProperties() called with valid 
paramet s
Statu

 
Case 2: If the gscBsiGcGetContainerProperties() call returns the 
code BSI_NO_

"gscBsiGc
Status: T

 
Case 3: If the gscBsiGcGetContainerProperties() call does not 
return the code BSI_OK or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcGetContainerProperties() called with valid parameters 
returne
Status: Test 15.1 Failed." 

 
 
Test for Assertion
 
The function is te
 
Insta iation

s: Test 15.1 Passed." 

 If 

 of unCreateKeyIDOrReference1500, 
nDeleteKeyIDOrReference1500, 
nR d ference1500, ea TagListKeyIDOrRe
eadValueKeyIDOrReference1500, and 

 of unCreateAuthNB1500, unDeleteAuthNB1500, 
eadTagListAuthNB1500, unReadValueAuthNB1500, and 
pdateValueAuthNB1500 /= 1 

nReadTagListACRID1500, unReadValueACRID1500, and 
nU a ull pd teValueACRID1500 /= n
int 

er  has not been verified. 
1 Failed." s: Test 15.

CARDSERVICE, then print 
GetContainerProperties() is not supported. 
est 15.1 Not Supported." 

d t code. an incorrec

 15.2 

sted using a bad handle. 

nt  Scenario: 
onstruct the Starting State for the testing of 
cGe

1. (Pre) C
gscBsiG

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, co

3. (Pre) There exists a target container on the connected card with 

eate(), 
adTagList(), 

tContainerProperties(). 

nnected with handle hCard1502. 
 

the following properties: 
DataCr• the ACR for each of the gscBsiGc

gscBsiGcDataDelete(), gscBsiGcRe
gscBsiGcReadValue(), and gscBsiGcDataUpdate() services has 
− access method type == BSI_ACR_PIN 
− key ID or reference == _keyIDOrReference1 
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− number of access methods logically combined in the ACR == 
1 

− ACRID == null 
• this container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

 
4. (Pre) Print "Testing of Assertion 15.2". 

 
5. Make a gscBsiGcGetContainerProperties() call to the SPS, using 

• hCard /= hCard1502 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• strctGCacr == strctGCacr1500 
• strctContainerSizes == strctContainerSizes1500 
• containerVersion == containerVersion1500. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_BAD_HANDLE or the return code 

BSI_NO_CARDSERVICE. 
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiGcGetContainerProperties() call returns the 
code BSI_BAD_HANDLE, then: 

 
Perform Test for Assertion 9.15.2.1 using 

• hCard == hCard1502. 
 

Print 
"gscBsiGcGetContainerProperties() called with a bad handle 
has been verified. 
Status: Test 15.2 Passed." 

 
Case 2: If the gscBsiGcGetContainerProperties() call returns the 
code BSI_NO_CARDSERVICE, then print 

"gscBsiGcGetContainerProperties() is not supported. 
Status: Test 15.2 Not Supported." 

 
Case 3: If the gscBsiGcGetContainerProperties() call does not 
return the code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, 
then print 

"gscBsiGcGetContainerProperties() called with a bad handle 
returned an incorrect code. 
Status: Test 15.2 Failed." 

 
 
Test for Assertion 15.3 
 
The function is tested with another application having established a 
transaction lock.  
 
Until we encounter implementations that allow multiple simultaneous 
applications, I don't think we need to worry about this assertion. 
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st for Assertion 15.4 Te

 
The function is tested using a 
 

bad AID value. 

Instanti iat on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBs p ties
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
rea e

 
3. (Pre) There exists a target container on the connected card with 

the following properties: 
• t  f he g

c , gs  
() services has 

meth = 

leng , or 

 
4. (Pre) There does not exist a container on the card with AID value 

== b
 

5. (Pre)  sert

iGcGetContainerPro er (). 

d h dle r, connected with an hCard1504. 

he ACR for each o  t scBsiGcDataCreate(),
,
 

gs BsiGcDataDelete() cBsiGcReadTagList()
cDataUpdategscBsiGcReadValue(), and gscBsiG

− access method type == BSI_ACR_PIN 
− key ID or reference == _keyIDOrReference1 
−  the ACR =number of access ods logically combined in

1 
− ACRID == null 

• this container is represented by AID value == 
• _goodGSCAID1, of th _goodGSCAID1Len (GSC)
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

 _ adGSCAID (GSC) or _badCACAID (CAC). 

 Print "Testing of As ion 15.4". 
 

6. Make a gscBsiGcGetContainerProperties() call to the SPS, using 
• hCard == hCard1504 
• uszAID == _badGSCAID (GSC) or _badCACAID (CAC) 

= strctContainerSizes1500 
erVersion1500. 

r

• unAIDLen == _badGSCAIDLen (GSC) or _badCACAIDLen (CAC) 
• strctGCacr == strctGCacr1500 
• strctContainerSizes =
• containerVersion == contain

 
Ve ification Goal: 

verify the Expected Results:  To 

e BSI_BAD_AID or the return code 
1. The call returns 

• the return cod
BSI_NO_CARDSERVICE. 

 
rification and Reporting ScenarioVe : 
1. Case 1: If the gscBsiGcGetContainerProperties() call returns the 

 

 

 

code BSI_BAD_AID, then: 

Perform Test for Assertion 9.15.4.1 using 
• hCard == hCard1504. 

Print 
"gscBsiGcGetContainerProperties() called with a bad AID value
has been verified. 
Status: Test 15.4 Passed." 
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Case l returns the 
code 

"gscBsiGcGetContainerProperties() is not supported. 
Status

 
Case 3
return the code BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then 
pr t

value 
retu
Status

s
 
The function is tested using a bad AID length. 
 
Instanti i

2: If the gscBsiGcGetContainerProperties() cal
BSI_NO_CARDSERVICE, then print 

: Test 15.4 Not Supported." 

: If the gscBsiGcGetContainerProperties() call does not 

in  
"gscBsiGcGetContainerProperties() called with a bad AID 

rned an incorrect code. 
: Test 15.4 Failed." 

 
 
Te t for Assertion 15.5 

at on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gs s
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
ted with handle hCard1505. 

container on the connected card with 

has 

 

ll 

• 
 

4. (Pre) Print "Testing of Assertion 15.5

cB iGcGetContainerProperties(). 

reader, connec
 

s a target 3. (Pre) There exist
the f ollowing properties: 

• the ACR for each of the gscBsiGcDataCreate(), 
gscBsiGcDataDelete(), gscBsiGcReadTagList(), 
gscBsiGcReadValue(), and gscBsiGcDataUpdate() services 
− access method type == BSI_ACR_PIN 
− key ID or reference == _keyIDOrReference1 
− number of access methods logically combined in the ACR ==

1 
− RID == nuAC

• this container is represented by AID value == 
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 

_goodCACAID1, of length _goodCACAID1Len (CAC). 

". 
 

5. Make a gscBsiGcGetContainerProperties() call to the SPS, using 
• hCar
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAI
• 
• 
• cont

 
Verificatio

d == hCard1505 

DLen == __badAIDLen 
GCacr == strctGCacr1500 strct

s ctr tContainerSizes == strctContainerSizes1500 
ainerVersion == containerVersion1500. 

aln Go : 
To verify t

1. The call
• the 

 
Verificatio

h Ee xpected Results:  
 returns 
return code BSI_BAD_PARAM or the return code 

ARDSERVICE. BSI_NO_C

n and Reporting Scenario: 
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1. Case erProperties() call returns the 
code BSI_BAD_PARAM, then: 

 

• 
 

Print 

leng
Stat

 
Case 2: If the gscBsiGcGetContainerProperties() call returns the 
code 

"g
Status

 
Case perties() call does not 
return the code BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, 
then p

"gscBsiGcGetContainerProperties() called with a bad AID length 

 
 
st for As

The fu
 
Instanti

1: If the gscBsiGcGetContain

Perform Test for Assertion 9.15.5.1 using 
hCard == hCard1505. 

"gscBsiGcGetContainerProperties() called with a bad AID 
th has been verified. 
us: Test 15.5 Passed." 

NO_CARDSERVICE, then print BSI_
sc sB iGcGetContainerProperties() is not supported. 

: Test 15.5 Not Supported." 

f the gscBsiGcGetContainerPro3: I

rint 

 incorrect code. returned an
Status: Test 15.5 Failed." 

Te
 

sertion 15.6 

nction is tested with a removed card. 

ation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

 
2. 

re
 

3. (Pre) There exists a target container on the connected card with 
the following properties: 

ch of the gscBsiGcDataCreate(), 
elete(), gscBsiGcReadTagList(), 

cDataUpdate() services has 
_PIN 

reference == _keyIDOrReference1 
 the ACR == 

ID1Len (GSC), or 

 

gscBsiGcGetContainerProperties(). 

(Pre) A card that claims conformance to the GSC-IS is in a 
ader, connected with handle hCard1506. 

• the ACR for ea
gscBsiGcDataD
gscBsiGcReadValue(), and gscBsiG
− access method type == BSI_ACR
− key ID or 
− number of access methods logically combined in

1 
− ACRID == null 

• this container is represented by AID value == 
• _goodGSCAID1, of length _goodGSCA
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

4. (Pre) Print "Testing of Assertion 15.6". 
 

5. Remov
 

6. Make a gscBsiGcGetContainerProperties() call to the SPS, using 
• h r
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

e the connected card from the reader. 

Ca d == hCard1506 
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• u I
• strctGCacr == strctGCacr1500 
• strctContainerSizes == strctContainerSizes1500 

 
Verification

nA DLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 

• containerVersion == containerVersion1500. 

 Goal: 
e Expected Results:  To verify th

he return code 

 
Verifica o

1. The call returns 
• the return code BSI_CARD_REMOVED or t

BSI_NO_CARDSERVICE. 

ti n and Reporting Scenario: 
1. Ca  

co  
he connected 

ontainerProperties() call returns the 
n print 

tainerProperties() is not supported. 

 
Case 3: If the gscBsiGcGetContainerProperties() call does not 

 or the code BSI_NO_CARDSERVICE, 

erties() called with the connected 

St

se 1: If the gscBsiGcGetContainerProperties() call returns the 
de BSI_CARD_REMOVED, then print 

"gscBsiGcGetContainerProperties() called with t
card removed has been verified. 
Status: Test 15.6 Passed." 

 
Case 2: If the gscBsiGcGetC
code BSI_NO_CARDSERVICE, the

"gscBsiGcGetCon
Status: Test 15.6 Not Supported." 

return the code BSI_CARD_REMOVED
then print 

"gscBsiGcGetContainerProp
card removed returned an incorrect code. 
atus: Test 15.6 Failed." 
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16. gscBsiGcReadTagList() 
 
 
Starting State for Each Test: 

1. There exists a BSIA
one element, the st

uthenticator array strctAuthenticator1600 with 
 structure 

AM_PIN 

Len. 

 
Test f
 
The function is tested using valid parameters (Discovery Method 1). 
 
Instantiatio

ructure BSIAuthenticator1600.  This
has fields 

• unAccessMethodType1600 == BSI_
• unkeyIDOrReference1600 == _keyIDOrReference1 
• uszAuthValue1600 == _goodAuthValue1 
• unAuthValueLen1600 == _goodAuthValue1

 

or Assertion 16.1 

n Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsi
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
re e

 
3. (Pre) There exists a target container on the connected card with 

the fo

alue == 
ID1Len (GSC), or 

 

tingTag1405 

existingTag1802 

 

GcReadTagList(). 

ad r, connected with handle hCard1601. 

llowing properties:  
• the ACR for the gscBsiGcReadTagList() service has the value 

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID v

• _goodGSCAID1, of length _goodGSCA
• _goodCACAID1, of length _goodCACAID1Len (CAC) 

 ins a collection of  27 data items whose• the container conta
tags are: 
• _existingTag1309 
• _existingTag1310 
• _existingTag1401 
• _existingTag1402 
• _existingTag1403 
• _existingTag1404 
• _exis
• _existingTag1406 

Tag1407 • _existing
• _existingTag1408 
• _existingTag1701 
• _existingTag1702 
• _existingTag1703 
• _existingTag1704 
• _existingTag1706 
• _existingTag1707 
• _existingTag1709 
• _existingTag1710 
• _existingTag1801 
• _
• _existingTag1803 
• _existingTag1804 
• _existingTag1805
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• _existingTag1806 
• _existingTag1807 
• _existingTag1808 
• _existingTag1809. 

 
4. (Pre) Print "Testing of Assertion 16.1". 

5. 

 

 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

nticator == strctAuthenticator1600 

: If the gscBsiUtilAcquireContext() call returns the code 

Context() call does not return 

". 

 
6. (Pre) Allocate the unsigned long* punNbTags1601 == 0. 

 
7. Make a gscBsiGcReadTagList() call to the SPS, using 

• h
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• t A
• pu N

 
 the code 

" Mode) 
s

. 
 

 return the 
rint 

 Discovery Mode) 
an invalid code. 

d." 
.1. 

 
8. Allocate the unsigned GCtag array tagArray1601 with length ==  

punNB

 
(Pre) Establish an authenticated session with the target 
container on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == hCard1601 
• uszAID == _goodGSCAID1

(CAC) 
• strctAuthe
• unAuthNb == 1. 

 
Case 1
BSI_OK, then continue with 6. 
 
Case 2: If the gscBsiUtilAcquire
the code BSI_OK, then print 

"A session cannot be established.  Assertion 16.1 of 
gscBsiGcDataCreate() cannot be tested

End Test for Assertion 16.1. 

Card == hCard1601 

ag rray == NULL 
n bTags == punNbTags1601. 

Case 1 GcReadTagList() call returns
BSI_OK, then print 

: If the gscBsi

gscBsiGcReadTagList() (Discovery Method 1, Discove
ucceeded." 

ry 

Continue with 8. 
 

Case 2: If the gscBsiGcReadTagList() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadTagList() is not supported. 
Status: Test 16.1 Not Supported." 

End Test for Assertion 16.1

Case 3: If the gscBsiGcReadTagList() call does not
hen pcode BSI_OK or the code BSI_NO_CARDSERVICE, t

"gscBsiGcReadTagList() (Discovery Method 1,
returned 
Status: Test 16.1 Faile

sertion 16End Test for As

Tags1601*. 
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9.  gscBsiGcReadTagList() calMake a l to the SPS, using 

• hCard == hCard1601 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

• punNbTags == punNbTags1601. 

Verification Goal

• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• tagArray == tagArray1601 

 
: 

To verify t
1. The c

• e return code BSI_NO_CARDSERVICE. 

2. 
arget container.

 
rifica

he Expected Results:  
turns all re

the return code BSI_OK or th
 

If the return code is BSI_OK, then tagArray1601 == an array 
containing the list of tags for the t  

Ve tion and Reporting Scenario: 
1. 

 
 If tagArray1601 contains precisely the 27 elements: 

o _existingTag1402 
ngTag1403 
ngTag1404 

o _existingTag1405 

o _existingTag1407 
ngTag1408 

o _existingTag1703 

o _existingTag1707 

0 

g1808 

"gscBsiGcReadTagList() with a called with valid parameters 
h

Case 1: If the gscBsiGcReadTagList() call returns the code 
BSI_OK, then: 

Case 1.1:
o _existingTag1309 
o _existingTag1310 
o _existingTag1401 

o _existi
o _existi

o _existingTag1406 

o _existi
o _existingTag1701 
o _existingTag1702 

o _existingTag1704 
o _existingTag1706 

o _existingTag1709 
o _existingTag171
o _existingTag1801 
o _existingTag1802 
o _existingTag1803 
o _existingTag1804 
o _existingTag1805 
o _existingTag1806 
o _existingTag1807 
o _existingTa
o _existingTag1809 

 then print 

as been verified. 
Status: Test 16.1 Passed." 
 

Case 1.2: If tagArray1601 does not contain precisely the 27 
elements: 

o _existingTag1309 
o _existingTag1310 
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o _existingTag1401 

xistingTag1408 
 
 

06 

 
turns the code 

nt 
"gscBsiGcReadTagList() is not supported. 
Status: Test 16.2 Not Supported." 

 
Case 3: If the gscBsiGcReadTagList() call does not return the 
code BSI_OK or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadTagList() (Discovery Method 1, Final Mode) called 
with valid parameters returned an incorrect code. 
Status: Test 16.1 Failed." 

 
 
Test for Assertion 16.2 
 
The function is tested using valid parameters (Discovery Method 2). 
 
Instantiation Scenario

o _existingTag1402 
o _existingTag1403 
o _existingTag1404 
o _existingTag1405 
o _existingTag1406 
o _existingTag1407 
o _e
o _existingTag1701

tingTag1702o _exis
o _existingTag1703 
o _existingTag1704 
o _existingTag17
o _existingTag1707 
o _existingTag1709 
o _existingTag1710 
o _existingTag1801 
o _existingTag1802 
o _existingTag1803 
o _existingTag1804 
o _existingTag1805 
o _existingTag1806 
o _existingTag1807 
o _existingTag1808 
o _existingTag1809 

 then print 
"gscBsiGcReadTagList() (Discovery Method 1, Final Mode) 
called with valid parameters has not been verified. 
Status: Test 16.1 Failed." 

TagList() call reCase 2: If the gscBsiGcRead
BSI_NO_CARDSERVICE, then pri

: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGcReadTagList(). 
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard1602. 

 
3. (Pre) There exists a target container on the connected card with 

the following properties:  
• the ACR for the gscBsiGcReadTagList() service has the value 

BSI_ACR_PIN 
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• the value of the PIN i
• the container is repre

s _PIN 
sented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
gth _goodCACAID1Len (CAC) 

• _existingTag1405 
ag1406 
ag1407 

ag1702 

6 

 
4. (Pre) Print "Testing of Assertion 16.2

• _goodCACAID1, of len
• the container contains a collection of 27 data items whose 

tags are: 
• _existingTag1309 
• _existingTag1310 
• _existingTag1401 
• _existingTag1402 
• _existingTag1403 
• _existingTag1404 

• _existingT
• _existingT
• _existingTag1408 
• _existingTag1701 
• _existingT
• _existingTag1703 
• _existingTag1704 
• _existingTag170
• _existingTag1707 
• _existingTag1709 
• _existingTag1710 
• _existingTag1801 
• _existingTag1802 
• _existingTag1803 
• _existingTag1804 
• _existingTag1805 
• _existingTag1806 
• _existingTag1807 
• _existingTag1808 
• _existingTag1809. 

". 
 

5. (Pre) Establish an authenticated session with the target 
conta

 
Make a gscBsiUtilAcquireContext() call to the SPS, using  

 
AID1 (GSC) or _goodCACAID1 (CAC) 
SCAID1Len (GSC) or _goodCACAID1Len 

 == strctAuthenticator1600 

 
Case lAcquireContext() call returns the code 
BSI_OK, then continue with 6. 
 
Case lAcquireContext() call does not return 
the code BSI_OK, then print 

"A session cannot be established.  Assertion 16.2 of 
gscBsiGcDataCreate() cannot be tested". 

End Test for Assertion 16.2. 
 

iner on the card: 

• hCard == hCard1602
• uszAID == _goodGSC
• unAIDLen == _goodG

(CAC) 
• strctAuthenticator
• unAuthNb == 1. 

 1: If the gscBsiUti

 2: If the gscBsiUti
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6. (Pre) Allocate the unsigned GCtag array tagArray1602 with length 
==  0

 
7. (Pre) Allocate the unsigned long* punNbTags1602 == 0. 

8. Make a gscBsiGcReadTagList() call to the SPS, using 

(CAC) 
y1602 

 
dTagList() call returns the code 

BSI_
" e) 
correctly returned the code BSI_INSUFFICIENT_BUFFER." 

Cont
 

: If the gscBsiGcReadTagList() call returns the code 

t supported. 
: Test 16.2 Not Supported." 

 
n the 

"gscBsiGcReadTagList() (Discovery Method 2, Discovery Mode) 

: Test 16.2 Failed. 

 
9. Re-allocate the unsigned GCtag array tagArray1602 with length ==  

pu
 

10. Make a gscBsiGcReadTagList() call to the SPS, using 

) 

• 
 
rifica

. 

 

• hCard == hCard1602 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 
• tagArray == tagArra
• punNbTags == punNbTags1602. 

Case 1: If the gscBsiGcRea
INSUFFICIENT_BUFFER, then print 
gscBsiGcReadTagList() (Discovery Method 2, Discovery Mod

inue with 9. 

Case 2
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadTagList() is no
Status

End Test for Assertion 16.2. 

Case 3: If the gscBsiGcReadTagList() call does not retur
code BSI_INSUFFICIENT_BUFFER or the code BSI_NO_CARDSERVICE, 
then print 

returned an incorrect code. 
Status

End Test for Assertion 16.2. 

nNbTags1602. 

• hCard == hCard1602 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC
• tagArray == tagArray1602 

punNbTags == punNbTags1602. 

Ve tion Goal: 
To verif

1. Th
BSI_NO_CARDSERVICE. 

 
2. If the return code is BSI_OK, then tagArray1602 == an array 

containing the list of tags for the target container. 

Verifica

y the Expected Results:  
e call returns 
• the return code BSI_OK or the return code 

 
tion and Reporting Scenario: 
se 2. Ca

BSI_O
 

ains precisely the 27 elements: 

o _existingTag1310 

1: If the gscBsiGcReadTagList() call returns the code 
K, then: 

Case 1.1: If tagArray1602 con
o _existingTag1309 

t
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o _existingTag1401 
o _existingTag1402 
o _existingTag1403 

405 

xistingTag1703 
 
 

istingTag1806 

 then 
"gscBsiGcReadTagList() with a called with valid parameters 
has 
Stat  
 

Case 1 es not contain precisely the 27 
elemen

o _existingTag1806 
o _existingTag1807 

o _existingTag1404 
o _existingTag1
o _existingTag1406 
o _existingTag1407 
o _existingTag1408 
o _existingTag1701 
o _existingTag1702 
o _e
o _existingTag1704

tingTag1706o _exis
o _existingTag1707 
o _existingTag1709 
o _existingTag1710 
o _existingTag1801 
o _existingTag1802 
o _existingTag1803 
o _existingTag1804 
o _existingTag1805 
o _ex
o _existingTag1807 
o _existingTag1808 
o _existingTag1809 
print 

been verified. 
us: Test 16.2 Passed."

.2: If tagArray1602 do
ts: 
o _existingTag1309 
o _existingTag1310 
o _existingTag1401 
o _existingTag1402 
o _existingTag1403 
o _existingTag1404 
o _existingTag1405 
o _existingTag1406 
o _existingTag1407 
o _existingTag1408 
o _existingTag1701 
o _existingTag1702 
o _existingTag1703 
o _existingTag1704 
o _existingTag1706 
o _existingTag1707 
o _existingTag1709 
o _existingTag1710 

istingTag1801 o _ex
o _existingTag1802 
o _existingTag1803 
o _existingTag1804 
o _existingTag1805 
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o _existingTag1808 
o _existingTag1809 

 
Case 2: If the gscBsiGcReadTagList() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadTagList() is not supported. 
Status: Test 16.2 Not Supported." 

 
Case 3: If the gscBsiGcReadTagList() call does not return the 
code BSI_OK or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadTagList() (Discovery Method 2, Final Mode) called 
with valid parameters returned an incorrect code. 
Status:

 
 
Test for Assert
 
The function is tested using a bad handle (Discovery Method 1, 
Discovery Mode)
 
Instantiation S

 Test 16.2 Failed." 

ion 16.3 

. 

cenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGcR
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard1603. 

 
3. (Pre) There exists a target container on the connected card with 

the follo
r the gscBsiGcReadTagList() service has the value 

• 
•  by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 

 
4. (P

eadTagList(). 

wing properties:  
• the ACR fo

BSI_ACR_PIN 
the value of the PIN is _PIN 
the container is represented

• _goodCACAID1, of length _goodCACAID1Len (CAC). 

re) Print "Testing of Assertion 16.3". 
 

5. (Pre) Establish an authenticated session with the target 

 

 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

nticator == strctAuthenticator1600 
• unAuthNb == 1. 

tinue with 6. 

ot return 

End Test for Assertion 16.3. 

container on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == hCard1603 

 (GSC) or _goodCACAID1• uszAID == _goodGSCAID1

(CAC) 
• strctAuthe

 
Case 1: If the gscBsiUtilAcquireContext() call returns the code 
BSI_OK, then con
 
Case 2: If the gscBsiUtilAcquireContext() call does n
the code BSI_OK, then print 

"A session cannot be established.  Assertion 16.3 of 
gscBsiGcDataCreate() cannot be tested". 
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6. (Pre) Allocate the unsigned long* punNbTags1603 == 0. 

 
7. Make a gscBsiGcReadTagList() call to the SPS, using 

CAC) 
• CAC) 

 
Verificatio

• hCard /= hCard1603 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (

unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (
• tagArray == NULL 
• punNbTags == punNbTags1603. 

n Goal: 
To verify th

1. The ca
• the return code BSI_BAD_HANDLE or the return code 

 
Verification and Reporting Scenario

e Expected Results: 
ll returns 

BSI_NO_CARDSERVICE. 

: 
1. Case 1 TagList() call returns the code 

BSI_BA
 

Perform Test for Assertion 9.16.3.1 using 
. 

 
Pri

"gscBsiGcReadTagList() (Discovery Method 1, Discovery Mode) 
called with a bad handle has been verified. 
S ed." 

 
Case 2 TagList() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadTagList() is not supported. 
Sta pported." 

 
Case 3 TagList() call does not return the 
code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then: 

 
Pri

"gscBsiGcReadTagList() (Discovery Method 1, Discovery Mode) 
ncorrect code. 

Test fo
 
The function is tested using a bad handle (Discovery Method 1, Final 
Mode). 
 
Instantiatio

: If the gscBsiGcRead
D_HANDLE, then: 

• hCard == hCard1603

nt 

tatus: Test 16.3 Pass

: If the gscBsiGcRead

tus: Test 16.3 Not Su

: If the gscBsiGcRead

nt 

called with a bad handle returned an i
Status: Test 16.3 Failed." 

 
 

r Assertion 16.4  

n Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsi

2. (P
re

 
3. (P

th

GcReadTagList(). 
 

re) A card that claims conformance to the GSC-IS is in a 
ader, connected with handle hCard1604. 

re) There exists a target container on the connected card with 
e following properties:  
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• value 

N 

dCACAID1, of length _goodCACAID1Len (CAC). 

the ACR for the gscBsiGcReadTagList() service has the 
BSI_ACR_PIN 

• the value of the PIN is _PI
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goo

 
4. (Pre) Print "Testing of Assertion 16.4". 

 
5. (Pre) Establish an authenticated session with the target 

co a
 

SC) or _goodCACAID1 (CAC) 
en (GSC) or _goodCACAID1Len 

 
e code 

nue with 6. 

rn 

on 16.4 of 
ed". 

6. (P
 

7. Ma
• 
• or _goodCACAID1 (CAC) 

 (GSC) or _goodCACAID1Len (CAC) 

 
 gscBsiGcReadTagList() call returns the code 

very Mode) 

 
ist() call returns the code 

upported." 
.4. 

 

code BSI_OK or the code BSI_NO_CARDSERVICE, then print 
de) 

: Test 16.4 Failed." 

 

nt iner on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == hCard1604 
• uszAID == _goodGSCAID1 (G
• unAIDLen == _goodGSCAID1L

(CAC) 
• strctAuthenticator == strctAuthenticator1600 
• unAuthNb == 1. 

cBsiUtilAcquireContext() call returns thCase 1: If the gs
BSI_OK, then conti
 
Case 2: If the gscBsiUtilAcquireContext() call does not retu
the code BSI_OK, then print 

 Asserti"A session cannot be established. 
 be testgscBsiGcDataCreate() cannot

End Test for Assertion 16.4. 
 

re) Allocate the unsigned long* punNbTags1604 == 0. 

ke a gscBsiGcReadTagList() call to the SPS, using 
hCard == hCard1604 

C) uszAID == _goodGSCAID1 (GS
• unAIDLen == _goodGSCAID1Len
• tagArray == NULL 
• punNbTags == punNbTags1604. 

Case 1: If the
BSI_OK, then print 

t() (Discovery Method 1, Disco"gscBsiGcReadTagLis
succeeded." 

Continue with 8. 

Case 2: If the gscBsiGcReadTagL
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadTagList() is not supported. 
Status: Test 16.4 Not S

End Test for Assertion 16

Case 3: If the gscBsiGcReadTagList() call does not return the 

"gscBsiGcReadTagList() (Discovery Method 1, Discovery Mo
did not return the code BSI_OK. 
Status

End Test for Assertion 16.4. 
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8. Allocate the unsigned GCtag array tagArray1604 with length =
punNBTags1604*.

=  
 

9. Ma
• hCar
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• tagA
• punNbTags == punNbTags1604. 

 
Verification Go

 
ke a gscBsiGcReadTagList() call to the SPS, using 

d /= hCard1604 

rray == tagArray1604 

al: 
To verify the E

1. The call 
• the return code BSI_BAD_HANDLE or the return code 

BSI
 
Verification an

xpected Results:  
returns  

_NO_CARDSERVICE. 

d Reporting Scenario: 
1. Case 1: If the gscBsiGcReadTagList() call returns the code 

BSI_BAD_H
 

Perform Test for Assertion 9.16.4.1 using 
• 

 
Print 

"gscBsiGcReadTagList() (Discovery Method 1, Final Mode) 
called with a bad handle has been verified. 
Stat  

 
Case 2: If the gscBsiGcReadTagList() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadTagList() is not supported. 
ted." 

 
Case adTagList() call does not return the 
code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then: 

 

cReadTagList() (Discovery Method 1, Final Mode) 
called with a bad handle returned an incorrect code. 
Stat  

 
 

Test for Assert
 
The function is tested with another application having established a 
transaction lock (Discovery Method 1, Discovery Mode). 
 
Until we encounter implementations that allow multiple simultaneous 
applications, I don't think we need to worry about this assertion. 
 
 
Test for Assert
 
The function is tested using a bad AID value (Discovery Method 1, 
Discovery Mode)
 
Instantiation S

ANDLE, then: 

hCard == hCard1604. 

us: Test 16.4 Passed."

Status: Test 16.4 Not Suppor

3: If the gscBsiGcRe

Print 
"gscBsiG

us: Test 16.4 Failed."

ion 16.5 

ion 16.6 

. 

cenario: 
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1. (Pre) Construct the Starting State for the testing of 
gscBsiGcR

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, connected with handle hCard1606. 
 

3. (Pre) There exists a target container on the connected card with 
the follo

alue 

ue == 
GSCAID1Len (GSC), or 

 
4. (Pre) There does not exist a container on the connected card with 

AI

dCACAIDLen (CAC). 

g of Assertion 16.6

eadTagList(). 

wing properties:  
• the ACR for the gscBsiGcReadTagList() service has the v

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID val

• _goodGSCAID1, of length _good
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

D value == 
GSCAID, of length _badGSCAIDLen (GSC), or • _bad

• _badCACAID, of length _ba
 

5. (Pre) Print "Testin ". 

Card1606 
CAC) 
ID1Len 

(CAC) 

 

Ca

6.6 of 

s1606 == 0. 

D (GSC) or _badCACAID (CAC) 

• p
 
Verification

 
6. (Pre) Establish an authenticated session with the target 

container on the card: 
 

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == h
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACA

• strctAuthenticator == strctAuthenticator1600 
• unAuthNb == 1. 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the code
BSI_OK, then continue with 8. 
 
se 2: If the gscBsiUtilAcquireContext() call does not return 

the code BSI_OK, then print 
"A session cannot be established.  Assertion 1
gscBsiGcDataCreate() cannot be tested". 

End Test for Assertion 16.6. 
 

7. (Pre) Allocate the unsigned long* punNbTag
 

8. Make a gscBsiGcReadTagList() call to the SPS, using 
• hCard == hCard1606 
• uszAID == _badGSCAI
• unAIDLen == _badGSCAIDLen (GSC) or _badCACAIDLen (CAC) 
• tagArray == NULL 

unNbTags == punNbTags1606. 

 Goal: 
To verify th

1. The ca
• the return code BSI_BAD_AID or the return code 

BSI_NO_CARDSERVICE. 
 

e Expected Results: 
ll returns 
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Verification and Reporting Scenario: 
se 1: If the gscBsiGcReadTagList() call returns the code 1. Ca

BSI_BAD_AID, then: 
 

 

"gscBsiGcReadTagList() (Discovery Method 1, Discovery Mode) 

 
adTagList() call returns the code 

BS N

 
Cas  () call does not return the 

ID or the code BSI_NO_CARDSERVICE, then: 

ry Mode) 
ode. 

S led." 

Tes

e func overy Method 1, 
Discover

stanti cenario

Perform Test for Assertion 9.16.6.1 using 
• hCard == hCard1606. 

Print 

called with a bad AID value has been verified. 
Status: Test 16.6 Passed." 

Ca  se 2: If the gscBsiGcRe
I_ O_CARDSERVICE, then print 
"gscBsiGcReadTagList() is not supported. 

t Supported." Status: Test 16.6 No

e 3: If the gscBsiGcReadTagList
code BSI_BAD_A

 
Print 

"gscBsiGcReadTagList() (Discovery Method 1, Discove
called with a bad AID value returned an incorrect c
tatus: Test 16.6 Fai

 
 

t for Assertion 16.7 
 
Th tion is tested using a bad AID length (Disc

y Mo )de . 
 
In ation S : 

1. (P
gscBs

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

 
3. (Pre) There exists a target container on the connected card with 

th
ist() service has the value 

 
4. (Pre)

re) Construct the Starting State for the testing of 
iGcReadTagList(). 

reader, connected with handle hCard1607. 

e following properties:  
• the ACR for the gscBsiGcReadTagL

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

n 16.7 Print "Testing of Assertio ". 
 

 (Pre) Establish an authenticated session with the target 
rd: 

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
= _goodGSCAID1Len (GSC) or _goodCACAID1Len 

5.
container on the ca

 
Make a gscBsiUtilAcquireContext() call to the SPS, using  

• hCard == hCard1607 

• unAIDLen =
(CAC) 
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• strctAuthenticator == strctAuthenticator1600 
• unAuthNb == 1. 

 
Case 1: If the gscBsiUtilAcquireContext() call returns th
BSI_OK, then continue with 7. 

e code 

 

nt 

 
6. (Pre)

 
7. Make 

CACAID1 (CAC) 

ags1607. 
 
Verifica

Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code BSI_OK, then pri

"A session cannot be established.  Assertion 16.7 of 
gscBsiGcDataCreate() cannot be tested". 

End Test for Assertion 16.7. 

 lAl ocate the unsigned long* punNbTags1607 == 0. 

a gscBsiGcReadTagList() call to the SPS, using 
• hCard == hCard1607 
• uszAID == _goodGSCAID1 (GSC) or _good
• unAIDLen == _badAIDLen 
• tagArray == NULL 
• punNbTags == punNbT

tion o G al: 
To verify th

1. The ca
• t

B
 
rification nario

e Expected Results: 
ll returns 
he return code BSI_BAD_PARAM or the return code 
SI_NO_CARDSERVICE. 

Ve  and Reporting Sce : 
1. Ca

BS
 

 
Pr

1, Discovery Mode) 
h has been verified. 

 code 

 
Ca  t() call does not return the 
code BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, then: 
 

.7 Failed." 

Test for
 
The function is tested with a removed card (Discovery Method 1, 
Discovery M

se 1: If the gscBsiGcReadTagList() call returns the code 
I_BAD_PARAM, then: 

Perform Test for Assertion 9.16.7.1 using 
• hCard == hCard1607. 

int 
covery Method "gscBsiGcReadTagList() (Dis

called with a bad AID lengt
Status: Test 16.7 Passed." 

 
Case 2: If the gscBsiGcReadTagList() call returns the
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadTagList() is not supported. 
Status: Test 16.7 Not Supported." 

se 3: If the gscBsiGcReadTagLis

Print 
"gscBsiGcReadTagList() (Discovery Method 1, Discovery Mode) 
called with a bad AID length returned an incorrect code. 
Status: Test 16

 
 

 Assertion 16.8 

ode). 
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stantiIn ation Scenario: 

re) Construct the Starting State for the testing of 
cBsiGcReadTagList(). 

1. (P
gs

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, connected with handle hCard1608. 

3. (Pre) There exists a target container on the connected card with 

the gscBsiGcReadTagList() service has the value 
BSI_ACR_PIN 

resented by AID value == 
r 

 
4. (Pre) Print "Testing of Assertion 16.8

 

the following properties:  
• the ACR for 

• the value of the PIN is _PIN 
• the container is rep

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), o
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

". 

h an authenticated session with the target 

ing  

AID1 (GSC) or _goodCACAID1 (CAC) 
1Len (GSC) or _goodCACAID1Len 

 

all returns the code 
BSI_OK, then continue with 6. 

urn 
th

16.8 of 
 be tested". 

 
6. (Pre) Allocate the unsigned long* punNbTags1608 == 0. 

 
7. Remove the connected card from the reader. 

8. 

ID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
) 

• 
• 

 
Verification Goal

 
5. (Pre) Establis

container on the card: 
 

akM e a gscBsiUtilAcquireContext() call to the SPS, us
• hCard == hCard1608 
• uszAID == _goodGSC
• unAIDLen == _goodGSCAID

(CAC) 
• strctAuthenticator == strctAuthenticator1600 
• unAuthNb == 1.

 
Case 1 cquireContext() c: If the gscBsiUtilA

 
Case 2: If the gscBsiUtilAcquireContext() call does not ret
e code BSI_OK, then print 

ished.  Assertion "A session cannot be establ
gscBsiGcReadTagList() cannot

End Test for Assertion 16.8. 

 
Make a gscBsiGcReadTagList() call to the SPS, using 

• hCard == hCard1608 
• uszA
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC

tagArray == NULL 
 punNbTags == punNbTags1608.

: 
sults: 

rification and Reporting Scenario

To verify the Expected Re
1. The call returns 

• the return code BSI_CARD_REMOVED or the return code 
BSI_NO_CARDSERVICE. 

 
Ve : 
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1. Case 1: If the gscBsiGcReadTagList() call returns the code 
BSI_CARD_REMOVED, then: 

 
Print 

"gscBsiGcReadTagList() (Discovery Method 1, Discovery Mode) 
called with the connected card removed has been verified. 

: If the gscBsiGcReadTagList() call returns the code 
 then print 

 Supported." 

e 
ARDSERVICE, then: 

(Discovery Method 1, Discovery Mode) 

 
 
Test for s

e
Met
 
Instanti i

Status: Test 16.8 Passed." 
 

Case 2
BSI_NO_CARDSERVICE,

"gscBsiGcReadTagList() is not supported. 
Status: Test 16.8 Not

 
Case 3: If the gscBsiGcReadTagList() call does not return th
code BSI_CARD_REMOVED or the code BSI_NO_C

 
Print 

"gscBsiGcReadTagList() 
called with the connected card removed returned an incorrect 
code. 
Status: Test 16.8 Failed." 

 A sertion 16.9 
 
Th  function is tested without fulfilling the applicable ACR (Discovery 

hod 1, Discovery Mode). 

at on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

 

 

th
• the ACR for the gscBsiGcReadTagList() service has the value 

B
• t
• t

 or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

4. (P

gscBsiGcReadTagList(). 
 

2. (Pre) A card that claims conformance to the GSC-IS is in a
reader, connected with handle hCard1609. 

3. (Pre) There exists a target container on the connected card with 
e fo oll wing properties:  

SI_ACR_PIN 
he value of the PIN is _PIN 
he container is represented by AID value == 

f length _goodGSCAID1Len (GSC),• _goodGSCAID1, o

 
re) Print "Testing of Assertion 16.9". 

 
5. (P

ta
 

Make a gscBsiUtilReleaseContext() call to the SPS, using  

GSC) or _goodCACAID1 (CAC) 
ID1Len 

 
 

re) Ensure that there is no authenticated session with the 
rget container: 

• hCard == hCard1609 
• uszAID == _goodGSCAID1 (
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACA

(CAC). 
 

6. (Pr ) ned long* punNbTags1609 == 0.e  Allocate the unsig
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7. Ma  

GSC) or _goodCACAID1Len (CAC) 
• 

 == punNbTags1609. 

ke a gscBsiGcReadTagList() call to the SPS, using 
• hCard == hCard1609 

AID1 (GSC) or _goodCACAID1 (CAC) • uszAID == _goodGSC
• unAIDLen == _goodGSCAID1Len (

tagArray == NULL 
• punNbTags

 
Verification Goal: 

verify tTo 
1. The c

• the return code BSI_ACCESS_DENIED or the return code 

Ver

 he Expected Results: 
 all returns 

BSI_NO_CARDSERVICE. 
 

ification and Reporting Scenario: 
Case 1: If the gscBs1. iGcReadTagList() call returns the code 
BS

 
Perform Test for Assertion 9.16.9.1 using 

 
Pr

overy Mode) 
e applicable ACR has been 

 
Ca turns the code 
BS

Ca f the gscBsiGcReadTagList() call does not return the 
code BSI_ACCESS_DENIED or the code BSI_NO_CARDSERVICE, then print 

"g
ca
in
Status: Test 16.9 Failed." 

I_ACCESS_DENIED, then: 

• hCard == hCard1609. 

int 
covery Method 1, Disc"gscBsiGcReadTagList() (Dis

called without fulfilling th
verified. 
Status: Test 16.9 Passed." 

se 2: If the gscBsiGcReadTagList() 
I_NO_CARDSERVICE, then print 

call re

"gscBsiGcReadTagList() is not supported. 
Status: Test 16.9 Not Supported." 

 
se 3: I

scBsiGcReadTagList() (Discovery Method 1, Discovery Mode) 
applicable ACR returned an lled without fulfilling the 

correct code. 
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17. gs

a

cBsiGcReadValue() 
 
 
St rting State for Each Test: 

1. There exists a BSIAuthenticator array strctAuthenticator17
one element, the structu

00 with 
re BSIAuthenticator1700.  This structure 

has fields 

• unkeyIDOrReference1700 == _keyIDOrReference1 
• u
• u

 
 
st for Ass

The func
 
Instantiation Scenario

• unAccessMethodType1700 == BSI_AM_PIN 

szAuthValue1700 == _goodAuthValue1 
nAuthValueLen1700 == _goodAuthValue1Len. 

Te
 

ertion 17.1 

tion is tested using valid parameters (Discovery Method 1). 

: 
re) Construct the Starting State for the testing of 
cBsiGcReadValue(). 

1. (P
gs

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, connected with handle hCard1701. 

card with 

the value 

gth _goodGSCAID1Len (GSC), or 
goodCACAID1Len (CAC) 

•  item for which 
ag is == _existingTag1701 

istingDvalue1701. 

 
3. (Pre) There exists a target container on the connected 

the following properties:  
• the ACR for the gscBsiGcReadValue() service has 

BSI_ACR_PIN 
• the value of the PIN is _PIN 

nted by AID value == • the container is represe
of len• _goodGSCAID1, 

• _goodCACAID1, of length _
the container contains a data
• the t
• the value is == ex

 
4. (Pr )e  Print "Testing of Assertion 17.1". 

 
5. (Pre) Establish an authenticated session with the target 

 
d1701 

CACAID1 (CAC) 
_goodCACAID1Len 

 
Ca rns the code 
BSI_OK, then continue with 6. 

eturn 

rtion 17.1 of 
ested". 

End Test for Assertion 17.1. 

container on the card: 
 

Make a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCar
• uszAID == _goodGSCAID1 (GSC) or _good

AID1Len (GSC) or • unAIDLen == _goodGSC
(CAC) 

• strctAuthenticator == strctAuthenticator1700 
• unAuthNb == 1. 

reContext() call retuse 1: If the gscBsiUtilAcqui

 
Case 2: If the gscBsiUtilAcquireContext() call does not r
the code BSI_OK, then print 

.  Asse"A session cannot be established
gscBsiGcDataCreate() cannot be t
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6. 

 
7. Make a gscBsiGcReadValue() call to the SPS, using 

• 
• 
• (GSC) or _goodCACAID1Len (CAC) 
• GCtag == _existingTag1701 

LL 
 punValueLen1701. 

 
hen print 

lid parameters succeeded." 

: If the gscBsiGcReadValue() call returns the code 

ed. 
: Test 17.1 Not Supported." 

 

code BSI_OK or the code BSI_NO_CARDSERVICE, then print 
y Method 1, Discovery Mode) 

rect code. 

with length ==  

C) 
• G
• u
• p

 
Verification

(Pre) Allocate the unsigned long* punValueLen1701 == 0. 

hCard == hCard1701 
uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
unAIDLen == _goodGSCAID1Len 

• uszValue == NU
• punValueLen ==

 
Case 1: If the gscBsiGcReadValue() call returns the code
BSI_OK, t

"gscBsiGcReadValue() (Discovery Method 1, Discovery Mode) 
called with va

Continue with 8. 

Case 2
 

BSI_NO_CARDSERVICE, then print 
"gscBsiGcReadTagList() is not support
Status

End Test for Assertion 17.1 

Case 3: If the gscBsiGcReadValue() call does not return the 

"gscBsiGcReadValue() (Discover
called with valid parameters returned an incor
Status: Test 17.1 Failed." 

End Test for Assertion 17.1. 
 

8. Allocate the unsigned string uszValue1701 
punValueLen1701*. 

 
9. Make a gscBsiGcReadValue() call to the SPS, using 

• hCard == hCard1701 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• un 1Len (GSC) or _goodCACAID1Len (CAAIDLen == _goodGSCAID

Ctag == _existingTag1701 
szValue == uszValue1701 
unValueLen == punValueLen1701. 

 Goal: 
e Expected ResultsTo verify th :  

1. Th

 
2. If

_e
 
Verificatio

e call returns 
• the return code BSI_OK or the return code BSI_NO_CARDSERVICE. 

 the return code is BSI_OK, then uszValue1701 == 
xistingDvalue1701. 

n and Reporting Scenario: 
() call returns1. Ca  the code BSI_OK, 

th

en print 
1, Final Mode) called 
. 

Status: Test 17.1 Passed." 

se 1: If the gscBsiGcReadValue
en: 
 
Case 1.1: If uszValue1701 == _existingDvalue1701, th

"gscBsiGcReadValue() (Discovery Method 
with valid parameters has been verified
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701 /= _existingDvalue1701, Case 1.2: If uszValue1 then print 

) called 

 
Ca   call returns the code 

VICE, then print 
not supported. 
pported." 

 
Ca  e code 
BSI_OK or the code BSI_NO_CARDSERVICE, then print 

ry Method 1, Final Mode) called 

Test for
 
The functio

stan

"gscBsiGcReadValue() (Discovery Method 1, Final Mode
with valid parameters has not been verified. 

 Failed." Status: Test 17.1

se 2: If the gscBsiGcReadValue()
BSI_NO_CARDSER

"gscBsiGcReadValue() is 
.1 Not SuStatus: Test 17

se 3: If the gscBsiGcReadValue() call does not return th

"gscBsiGcReadValue() (Discove
with valid parameters returned an incorrect code. 
Status: Test 17.1 Failed." 

 
 

 Assertion 17.2 

ameters (Discovery Method 2). n is tested using valid par
 
In tiation Scenario: 

(Pre) Construct the Starting State for the testing of 
gsc

1. 

 
2. (Pre) A card that claims conformance to the GSC-IS is in a reader, 

 
3. 

the following properties:  

• 
•  by AID value == 

_goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC) 

contains a data item for which 
 == _existingTag1702 

f Assertion 17.2

BsiGcReadValue(). 

connected with handle hCard1702. 

(Pre) There exists a target container on the connected card with 

• the ACR for the gscBsiGcReadValue() service has the value 
BSI_ACR_PIN 
the value of the PIN is _PIN 
the container is represented
• _goodGSCAID1, of length 

• the container 
• the tag is
• the value is == existingDvalue1702. 

 
4. (Pre) Print "Testing o ". 

t container 

 
 

goodCACAID1 (CAC) 

 
eturns the code 

 

 
5. (Pre) Establish an authenticated session with the targe

on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCard1702 
• uszAID == _goodGSCAID1 (GSC) or _
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• strctAuthenticator == strctAuthenticator1700 
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcquireContext() call r
BSI_OK, then continue with 6. 
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Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code BSI_OK, then print 

sertion 17.2 of 

 
6. (Pre) Allocate the unsigned string uszValue1702 with length == 0. 

 
7. (Pre) Allocate the unsigned long* punValueLen1702 == 0. 

 
8. Make a 

• hCard == hCard1702 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

en (CAC) 

 

ry Method 2, Discovery Mode) 
SI_INSUFFICIENT_BUFFER." 

th 9. 

eadValue() call returns the code 

S  Supported." 

he 
UFFER or the code BSI_NO_CARDSERVICE, 

, Discovery Mode) 
returned an incorrect code. 

us: Test 17.2 Failed." 

 
9. Re-allocate the unsigned string uszValue1702 with length ==  

punVa

CAID1 (CAC) 
oodCACAID1Len (CAC) 

 
Verifica

"A session cannot be established.  As
gscBsiGcDataCreate() cannot be tested". 

End Test for Assertion 17.2. 

gscBsiGcReadValue() call to the SPS, using 

• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1L
• GCtag == _existingTag1702 
• uszValue == uszValue1702 

lueLen1702. • punValueLen == punVa

Case 1: If the gscBsiGcReadValue() call returns the code 
FER, then print BSI_INSUFFICIENT_BUF

"gscBsiGcReadValue() (Discove
correctly returned the code B

Continue wi
 

gscBsiGcRCase 2: If the 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadValue() is not supported. 
tatus: Test 17.2 Not

End Test for Assertion 17.2. 
 

Case 3: If the gscBsiGcReadValue() call does not return t
code BSI_INSUFFICIENT_B
then print 

" scovery Method 2gscBsiGcReadValue() (Di

Stat
End Test for Assertion 17.2. 

lueLen1702*. 
 
10. Make a gscBsiGcReadValue() call to the SPS, using 

• hCard == hCard1702 
• uszAID == _goodGSCAID1 (GSC) or _goodCA

) or _g• unAIDLen == _goodGSCAID1Len (GSC
• GCtag == _existingTag1702 
• uszValue == uszValue1702 
• punValueLen == punValueLen1702. 

tion Goal: 
y the Expected Results:  To verif

1. Th
 the return code BSI_NO_CARDSERVICE. 

 
2. If the return code is BSI_OK, then uszValue1702 == 

_existingDvalue1702. 
 

e call returns 
• the return code BSI_OK or
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Verification and Reporting Scenario: 
adValue() call returns the code BSI_OK, 

then: 

, then print 
inal Mode) called 
. 

Status: Test 17.2 Failed." 

siGcReadValue() call returns the code 

2 Not Supported." 

 the code 
_NO_CARDSERVICE, then print 

led 

 
Test f
 
The function is tested using a bad handle (Discovery Method 1, 
Discover M
 
Instantiatio

1. Case 1: If the gscBsiGcRe

 
Case 1.1: If uszValue1702 == _existingDvalue1702, then print 

"gscBsiGcReadValue() (Discovery Method 2, Final Mode) called 
with valid parameters has been verified. 
Status: Test 17.2 Passed." 
 

value1702Case 1.2: If uszValue1702 /= _existingD
"gscBsiGcReadValue() (Discovery Method 2, F
with valid parameters has not been verified

 
Case 2: If the gscB
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadValue() is not supported. 
Status: Test 17.

 
Case 3: If the gscBsiGcReadValue() call does not return
BSI_OK or the code BSI

"gscBsiGcReadValue() (Discovery Method 2, Final Mode) cal
with valid parameters returned an incorrect code. 
Status: Test 17.2 Failed." 

 

or sA sertion 17.3 

y ode). 

n Scenario: 
1. (Pr )

gs s
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 

BsiGcReadValue() service has the value 

• the container is represented by AID value == 

• the container contains a data item for which 

4. (Pre) Print "Testing of Assertion 17.3

e  
cB iGcReadValue(). 

Construct the Starting State for the testing of 

reader, connected with handle hCard1703. 
 

3. (Pre) There exists a target container on the connected card with 
the following properties:  

• the ACR for the gsc
BSI_ACR_PIN 

• the value of the PIN is _PIN 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC) 

• the tag is == _existingTag1703. 
 

". 
 

5. (Pre) Establish an authenticated session with the target 
container on the card: 

 
  

CACAID1 (CAC) 

Make a gscBsiUtilAcquireContext() call to the SPS, using
• hCard == hCard1703 
• uszAID == _goodGSCAID1 (GSC) or _good
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• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

 
tilAcquireContext() call returns the code 

 

  Assertion 17.3 of 
sted". 

 
6. (P

 
7. Make a gscBsiGcReadValue() call to the SPS, using 

703 

AC) 

• 

rifica

(CAC) 
• strctAuthenticator == strctAuthenticator1700 
• unAuthNb == 1. 

Case 1: If the gscBsiU
BSI_OK, then continue with 6. 
 

ireContext() call does not returnCase 2: If the gscBsiUtilAcqu
n print the code BSI_OK, the

"A session cannot be established.
gscBsiGcDataCreate() cannot be te

End Test for Assertion 17.3. 

re) Allocate the unsigned long* punValueLen1703 == 0. 

• hCard /= hCard1
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (C
• GCtag == _existingTag1703 

uszValue == NULL 
1703. • punValueLen == punValueLen

 
Ve tion Goal: 

y the Expected Results:  
e c

To verif
1. Th

• 

 
rifica

all returns 
the return code BSI_BAD_HANDLE or the return code 
BSI_NO_CARDSERVICE. 

Ve tion and Reporting Scenario: 
1. Case 1: If the gscBsiGcReadValue() call returns the code 

BSI_BAD_HANDLE, then: 
 

Perform Test for Assertion 9.17.3.1 using 
03. • hCard == hCard17

 

s been verified."  
 

 
Case 2

VICE, then print 
ot supported. 
ported." 

 
Case 

 

very Method 1, Discovery Mode) 

 
 
Test for Assertion 17.4

Print 
"gscBsiGcReadValue() (Discovery Method 1, Discovery Mode) 
called with a bad handle ha
Status: Test 17.3 Passed."

: If the gscBsiGcReadValue() call returns the code 
BSI_NO_CARDSER

"gscBsiGcReadValue() is n
.3 Not SupStatus: Test 17

3: If the gscBsiGcReadValue() call does not return the code 
BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then:
 

Print 
"gscBsiGcReadValue() (Disco
called with a bad handle returned an incorrect code. 
Status: Test 17.3 Failed." 

 

 -136-



 
The function is tested using a bad handle (Discovery Method 2, Final 
Mode). 
 
Instantiation Scenario: 

1. (Pre) 
gscBsi

2. (Pre) A card that claims conformance to the GSC-IS is in a reader, 
c

 
3. (Pre) There exists a target container on the connected card with 

the 

, or 
• _goodCACAID1, of length _goodCACAID1Len (CAC) 

• the container contains a data item for which 
 == _existingTag1704. 

Construct the Starting State for the testing of 
GcReadValue(). 

 

onnected with handle hCard1704. 

following properties:  
• the ACR for the gscBsiGcReadValue() service has the value 

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC)

• the tag is
 

4. (Pre) Print "Testing of Assertion 17.4". 
 

5. (Pre) Establish an authenticated session with the target container 

quireContext() call to the SPS, using  

en (GSC) or _goodCACAID1Len 

 
Ca de 

Ca eturn 

.4 of 

End 
 

e1704 with length == 0. 

 
8. 

• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• G
• u
• p

 

on the card: 
 

Make a gscBsiUtilAc
• hCard == hCard1704 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1L

(CAC) 
• strctAuthenticator == strctAuthenticator1700 
• unAuthNb == 1. 

se 1: If the gscBsiUtilAcquireContext() call returns the co
BSI_OK, then continue with 6. 
 
se 2: If the gscBsiUtilAcquireContext() call does not r

the code BSI_OK, then print 
17"A session cannot be established.  Assertion 

gscBsiGcDataCreate() cannot be tested". 
Test for Assertion 17.4. 

6. (Pre) Allocate the unsigned string uszValu
 

7. (Pre) Allocate the unsigned long* punValueLen1704 == 0. 

Make a gscBsiGcReadValue() call to the SPS, using 
• hCard == hCard1704 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

Ctag == _existingTag1704 
szValue == uszValue1704 
unValueLen == punValueLen1704. 
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Case 1
BSI_INSUFFICIENT_BUFFER, then print 

"gscBsiGcReadValue() (Discov

: If the gscBsiGcReadValue() call returns the code 

ery Method 1, Discovery Mode) 

 
Ca  

 
"gscBsiGcReadValue() is not supported. 

n the 

 (Discovery Method 1, Discovery Mode) 
ode. 

 
9. Re-allocate the unsigned string uszValue1704 with length ==  

punV l
 
10. Make

• 
AC) 

ingTag1704 
• uszValue == uszValue1704 
• punValueLen == punValueLen1704. 

 
Verificatio

called with valid parameters correctly returned 
BSI_INSUFFICIENT_BUFFER." 

Continue with 9. 

se 2: If the gscBsiGcReadValue() call returns the code
BSI_NO_CARDSERVICE, then print

Status: Test 17.4 Not Supported." 
 

Case 3: If the gscBsiGcReadValue() call does not retur
code BSI_INSUFFICIENT_BUFFER or the code BSI_NO_CARDSERVICE, 
then print 

"gscBsiGcReadValue()
called with valid parameters returned an incorrect c
Status: Test 17.4 Failed." 

End Test for Assertion 17.4. 

a ueLen1704*. 

 a gscBsiGcReadValue() call to the SPS, using 
• hCard /= hCard1704 

uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
odGSCAID1Len (GSC) or _goodCACAID1Len (C• unAIDLen == _go

• GCtag == _exist

n Goal: 
To verif

1. Th

 
Verifica

y the Expected Results:  
e call returns 
• the return code BSI_BAD_HANDLE or the return code 

BSI_NO_CARDSERVICE. 

tion and Reporting Scenario: 
1: If the gscBsiGcReadValue() call returns the code 1. Case 

BSI_BAD_HANDLE, then: 
 

7.4.1 using 

 

al Mode) called 

 
Ca  
BSI_NO_CARDSERVICE, then print 

supported. 

 
 gscBsiGcReadValue() call does not return the code 

SI_NO_CARDSERVICE, then: 

Perform Test for Assertion 9.1
• hCard == hCard1704. 

Print 
"gscBsiGcReadValue() (Discovery Method 1, Fin

as been verified."  with a bad handle h
Status: Test 17.4 Passed." 

se 2: If the gscBsiGcReadValue() call returns the code 

"gscBsiGcReadValue() is not 
Status: Test 17.4 Not Supported." 

Case 3: If the
BSI_BAD_HANDLE or the code B
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Print 
"gscBsiGcReadValue() (Discovery Method 1, Final Mode) called 
with a bad handle returned an incorrect code. 
Status: Test 17.4 Failed." 

 

 
The function is tested with another application having established a 
transact
 
Until we en
applications, I don't think we need to worry about this assertion. 
 
 
Test for 
 
The function is tested using a bad AID value (Discovery Method 1, 
scovery Mode). 

Instantiation Scenario

 
Test for Assertion 17.5 

ion lock (Discovery Method 1, Discovery Mode). 

counter implementations that allow multiple simultaneous 

Assertion 17.6 

Di
 

: 
1. (Pre) Construct the Starting State for the testing of 

gs

2. 

 
3. (Pre) There exists a target container on the connected card with 

th

he PIN is _PIN 

 

 == _existingTag1706. 

cBsiGcReadValue(). 
 

(Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard1706. 

e following properties:  
• the ACR for the gscBsiGcReadValue() service has the value 

BSI_ACR_PIN 
• the value of t
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or
• _goodCACAID1, of length _goodCACAID1Len (CAC) 

• the container contains a data item for which 
• the tag is

 
4. (Pre) There does not exist a container on the card with AID value 

== 
• _badGSCAID, of length _badGSCAIDLen (GSC), or 
• _badCACAID, of length _badCACAIDLen (CAC). 

 
5. (Pre) Print "Testing of Assertion 17.6". 

 
6. (Pre) Establish an authenticated session with the target 

container on the card: 
 

S, using  

• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

ticator1700 

Make a gscBsiUtilAcquireContext() call to the SP
• hCard == hCard1706 

CAC) • uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (

(CAC) 
• strctAuthenticator == strctAuthen
• unAuthNb == 1. 
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Case 1: If the gscBsiUtilAcquireContext() call returns 
BSI_OK, then continue

the code 
 with 8. 

 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code BSI_OK, then print 

"
g

End Test for Assertion 17.6. 
 

7. (Pre) Allocate the unsigned long* punValueLen1706 == 0. 

8. Ma

• 
• 

 
r

A session cannot be established.  Assertion 17.6 of 
scBsiGcDataCreate() cannot be tested". 

 
ke a gscBsiGcReadValue() call to the SPS, using 
• hCard == hCard1706 
• uszAID == _badGSCAID (GSC) or _badCACAID (CAC) 
• unAIDLen == _badGSCAIDLen (GSC) or _badCACAIDLen (CAC) 
• GCtag == _existingTag1706 

uszValue == NULL 
punValueLen == punValueLen1706. 

Ve ification Goal: 
verify the Expected Results:  To 
1. The call returns 

 

 
Verifica o

• the return code BSI_BAD_AID or the return code
BSI_NO_CARDSERVICE. 

ti n and Reporting Scenario: 
e() call returns the code 1. Case 1: If the gscBsiGcReadValu

BS B
 

 == hCard1706. 

 Mode) 

sed." 

 is not supported. 

 
Case lue() call does not return the code 
BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then: 
 

Print 
ery Method 1, Discovery Mode) 
returned an incorrect code. 

 
 
Test for

e fu
Discov
 
Instantiation Scenario

I_ AD_AID, then: 

Perform Test for Assertion 9.17.6.1 using 
• hCard

 
Print 

"gscBsiGcReadValue() (Discovery Method 1, Discovery
called with a bad AID value has been verified."  
Status: Test 17.6 Pas

 
Case 2: If the gscBsiGcReadValue() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadValue()
Status: Test 17.6 Not Supported." 

3: If the gscBsiGcReadVa

"gscBsiGcReadValue() (Discov
called with a bad AID value 
Status: Test 17.6 Failed." 

 Assertion 17.7 
 
Th nction is tested using a bad AID length (Discovery Method 1, 

ery Mode). 

: 

 -140-



1. (Pre) Construct the Starting State for the testing of 
gscBs

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, connected with handle hCard1707. 

a target container on the connected card with 

BSI_ACR_PIN 

is represented by AID value == 
, or 

, of length _goodCACAID1Len (CAC) 
• the container contains a data item for which 

4. (Pre) Print "Testing of Assertion 17.7

iGcReadValue(). 

 
3. (Pre) There exists 

the following properties:  
• the ACR for the gscBsiGcReadValue() service has the value 

• the value of the PIN is _PIN 
• the container 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC)
• _goodCACAID1

• the tag is == _existingTag1707. 
 

". 
 

5. (Pre) Establish an authenticated session with the target 
co a

 
) call to the SPS, using  

n 

00 

 
t() call returns the code 

 the gscBsiUtilAcquireContext() call does not return 

g
End 

 
6. (Pre) Allocate the unsigned long* punValueLen1707 == 0. 

 
7. Make a gscBsiGcReadValue() call to the SPS, using 

 
Verifica

nt iner on the card: 

Make a gscBsiUtilAcquireContext(
• hCard == hCard1707 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

ID1Le• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACA
(CAC) 

nticator17• strctAuthenticator == strctAuthe
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcquireContex
BSI_OK, then continue with 7. 
 
Case 2: If
the code BSI_OK, then print 

"A session cannot be established.  Assertion 17.7 of 
scBsiGcDataCreate() cannot be tested". 
Test for Assertion 17.7. 

• hCard == hCard1707 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
 unAIDLen == _badAIDLen •
• GCtag == _existingTag1707 
• uszValue == NULL 
• punValueLen == punValueLen1707. 

tion Goal: 
y the Expected Results:  To verif

1. The call returns 
• the return code BSI_BAD_PARAM or the return code 

BSI_NO_CARDSERVICE. 
 
Verification and Reporting Scenario: 
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1. Ca  adValue() call returns the code 
BS B

 

 

e) 

 
Case de 
BS

() is not supported. 

 
Ca not return the code 
BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, then: 
 

 
 
Test for

ry 
Mo

se 1: If the gscBsiGcRe
I_ AD_PARAM, then: 

Perform Test for Assertion 9.17.7.1 using 
• hCard == hCard1707. 

Print 
"gscBsiGcReadValue() (Discovery Method 1, Discovery Mod
called with a bad AID length has been verified."  
Status: Test 17.7 Passed." 

2: If the gscBsiGcReadValue() call returns the co
then print I_NO_CARDSERVICE, 

"gscBsiGcReadValue
Status: Test 17.7 Not Supported." 

se 3: If the gscBsiGcReadValue() call does 

Print 
"gscBsiGcReadValue() (Discovery Method 1, Discovery Mode) 
called with a bad AID length returned an incorrect code. 
Status: Test 17.7 Failed." 

 Assertion 17.8 
 
The function is tested using a bad tag (Discovery Method 1, Discove
de). 

 
Instantiation Scenario: 

1. (Pr ) ting State for the testinge  Construct the Star  of 
gs s

 
2. (P )

reader, connected with handle hCard1708. 
 

3. (Pre) There exists a target container on the connected card with 
the following properties:  

or the gscBsiGcReadValue() service has the value 

 _PIN 

or 

ain a data item for which the tag 

 
4. (Pre) Print "Testing of Assertion 17.8

cB iGcReadValue(). 

re  A card that claims conformance to the GSC-IS is in a 

• the ACR f
BSI_ACR_PIN 

the PIN is• the value of 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), 
• _goodCACAID1, of length _goodCACAID1Len (CAC) 

• the container does not cont
== _newTag1708. 

". 

5. (Pre) Establish an authenticated session with the target 
container on the card: 

 

dCACAID1 (CAC) 

 

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == hCard1708 

GSC) or _goo• uszAID == _goodGSCAID1 (
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• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1
(CAC) 

Len 

icator1700 

 

th
.8 of 

be tested". 
End Test for Assertion 17.8. 

unsigned long* punValueLen1708 == 0. 

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
 

• uszValue == NULL 
 punValueLen1708. 

rification Goal

• strctAuthenticator == strctAuthent
• unAuthNb == 1. 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the code
BSI_OK, then continue with 6. 
 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
e code BSI_OK, then print 

sion cannot be established.  Assertion 17"A ses
gscBsiGcDataCreate() cannot 

 
6. (Pre) Allocate the 

 
7. Make a gscBsiGcReadValue() call to the SPS, using 

• hCard == hCard1708 

• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC)
• GCtag == _newTag1708 

• punValueLen ==
 
Ve : 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_BAD_TAG or the return code 

VICE. 
 
Verification and Reporting Scenario

BSI_NO_CARDSER

:
1. 

 

 

 verified."  

 
Case 2
BS N

"g
Status

_BAD_TAG or the code BSI_NO_CARDSERVICE, then: 
 

r
d 1, Discovery Mode) 
orrect code. 

 
 
Test for Assertion 17.9 

 
Case 1: If the gscBsiGcReadValue() call returns the code 
BSI_BAD_TAG, then: 

Perform Test for Assertion 9.17.8.1 using 
• hCard == hCard1708. 

Print 
"gscBsiGcReadValue() (Discovery Method 1, Discovery Mode) 
called with a bad tag has been
Status: Test 17.8 Passed." 

: If the gscBsiGcReadValue() call returns the code 
I_ O_CARDSERVICE, then print 

sc  BsiGcReadValue() is not supported.
: Test 17.8 Not Supported." 

 
Case 3: If the gscBsiGcReadValue() call does not return the code 
BSI

P int 
"gscBsiGcReadValue() (Discovery Metho
called with a bad tag returned an inc
Status: Test 17.8 Failed." 
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The function is tested with a removed card (Discovery Method 1, 
Discovery Mo
 
Instantiation Scenario

de). 

: 
1. (Pre) Construct the Starting State for the testing of 

gscBsi

2. (P
reader, connected with handle hCard1709. 

 
3. (P

th
• lue 

N 

r 
• _goodCACAID1, of length _goodCACAID1Len (CAC) 

xistingTag1709. 
 

4. (P )

GcReadValue(). 
 

re) A card that claims conformance to the GSC-IS is in a 

re) There exists a target container on the connected card with 
e following properties:  

the ACR for the gscBsiGcReadValue() service has the va
BSI_ACR_PIN 

• the value of the PIN is _PI
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), o

• the container contains a data item for which 
• the tag is == _e

re  Print "Testing of Assertion 17.9". 
 

5. (Pre) Establish an authenticated session with the target 
co a

 
siUtilAcquireContext() call to the SPS, using  

ID1 (GSC) or _goodCACAID1 (CAC) 
CAID1Len 

r == strctAuthenticator1700 

the code 
inue with 6. 

all does not return 
the code BSI_OK, then print 

ession cannot be established.  Assertion 17.9 of 

En
 

6. (Pre) Allocate the unsigned long* punValueLen1709 == 0. 

7. 
 

8. Make a gscBsiGcReadValue() call to the SPS, using 

alue == NULL 

 
Verification Goal

nt iner on the card: 

Make a gscB
• hCard == hCard1709 

 _goodGSCA• uszAID ==
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCA

(CAC) 
• strctAuthenticato
• unAuthNb == 1. 

 
Case 1: If the gscBsiUtilAcquireContext() call returns 
BSI_OK, then cont
 
Case 2 cquireContext() c: If the gscBsiUtilA

"A s
gscBsiGcDataCreate() cannot be tested". 
d Test for Assertion 17.9. 

 
(Pre) Remove the connected card from the reader. 

• hCard == hCard1709 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• GCtag == _existingTag1709 
• uszV
• punValueLen == punValueLen1709. 

: 
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To verify t
1. The call returns 

VICE. 

he Expected Results:  

• the return code BSI_CARD_REMOVED or the return code 
BSI_NO_CARDSER

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiGcReadValue() call returns the code 

 Mode) 
called with the connected card removed has been verified."  

: If the gscBsiGcReadValue() call returns the code 

ot supported. 

 
Ca  call does not return the code 
BSI_CARD_REMOVED or the code BSI_NO_CARDSERVICE, then: 
 

Print 
y Mode) 

l ed with the connected card remov d an incorrect 
code. 

Tes
 
The function is tested without fulfilling the applicable ACR (Discovery 
Method 1
 
Instantiatio

BSI_CARD_REMOVED, then: 
 

Print 
"gscBsiGcReadValue()(Discovery Method 1, Discovery

Status: Test 17.9 Passed." 

Case 2
 

BSI_NO_CARDSERVICE, then print 
"gscBsiGcReadValue() is n
Status: Test 17.9 Not Supported." 

se 3: If the gscBsiGcReadValue() 

"gscBsiGcReadValue() (Discovery Method 1, Dis
ca l ed returne

cover

Status: Test 17.9 Failed." 
 
 

t for Assertion 17.10 

, Di osc very Mode). 

n Scenario: 
Construct the Starting State for the testing of 1. (Pre) 

gscBsi
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
re

 
3. (Pre) There exists a target container on the connected card with 

th

• 
 == 

_goodGSCAID1Len (GSC), or 

 
4. (P )

GcReadValue(). 

ader, connected with handle hCard1710. 

e following properties:  
• the ACR for the gscBsiGcReadValue() service has the value 

BSI_ACR_PIN 
the value of the PIN is _PIN 

d by AID value• the container is represente
• _goodGSCAID1, of length 
• _goodCACAID1, of length _goodCACAID1Len (CAC) 

• the container contains a data item for which 
• the tag is == _existingTag1710. 

re  Print "Testing of Assertion 17.10". 
 

5. Ensure that there is no an authenticated session with the target 
co a

 
nt iner: 
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Make a gscBsiUtilReleaseContext() c
• hCard == hCard1710 

all to the SPS, using  

D == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
CAID1Len (GSC) or _goodCACAID1Len 

(CAC). 
 

6. (Pre) Allocate the unsigned long* punValueLen1710 == 0. 
 

to the SPS, using 

• punValueLen == punValueLen1710. 

Verificat

• uszAI
• unAIDLen == _goodGS

7. Make a gscBsiGcReadValue() call 
• hCard == hCard1710 
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID2Len (CAC) 
• GCtag == _existingTag1710 
• uszValue == NULL 

 
ion Goal: 
he Expected Results:  To verify t

1. The call returns 

 
Verifi

• the return code BSI_ACCESS_DENIED or the return code 
BSI_NO_CARDSERVICE. 

cation and Reporting Scenario: 
ll re1. Ca turns the code 

BSI_ACCESS_DENIED, then: 

 

Status: Test 17.10 Passed." 

Status: Test 17.10 Not Supported." 

 the code 
: 

Print 
"gscBsiGcReadValue() (Discovery Method 1, Discovery Mode) 
called without fulfilling the applicable ACR returned an 

se 1: If the gscBsiGcReadValue() ca

 
Perform Test for Assertion 9.17.10.1 using 

• hCard == hCard1710. 

Print 
"gscBsiGcReadValue() (Discovery Method 1, Discovery Mode) 

he applicable ACR has been called without fulfilling t
verified."  

 
Case 2: If the gscBsiGcReadValue() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadValue() is not supported. 

 
Case 3: If the gscBsiGcReadValue() call does not return
BSI_ACCESS_DENIED or the code BSI_NO_CARDSERVICE, then
 

incorrect code. 
Status: Test 17.10 Failed." 
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18. gscBsiGcUpdateValue()

Sta

 
 
 

rting State for Each Test: 
1. There exists a BSIAuthenticator array strctAuthenticator1800 with 

one element, the structure BSIAuthenticator1800.  This structure 
ha

• u
• u
• uszAuthValue1800 == _goodAuthValue1 
• u

 

st for Assertion 18.1 
 
The function is tested using valid parameters. 
 
Instanti

s fi del s 
nAccessMethodType1800 == BSI_AM_PIN 
nkeyIDOrReference1800 == _keyIDOrReference1 

nAuthValueLen1800 == _goodAuthValue1Len. 

 
Te

ation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBs
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 

 

• the ACR for the gscBsiGcUpdateValue() service has the value 

ength _goodGSCAID1Len (GSC), or 
CACAID1Len (CAC) 

• m for which 
ag is == _existingTag1801 

istingDvalue1801. 

iGcUpdateValue(). 

reader, connected with handle hCard1801. 

3. (Pre) There exists a target container on the connected card with 
the following properties:  

BSI_ACR_PIN 
• the value of the PIN is _PIN 

sented by AID value == • the container is repre
of l• _goodGSCAID1, 

• _goodCACAID1, of length _good
the container contains a data ite
• the t
• the value is == _ex

 
4. (Pr )e  Print "Testing of Assertion 18.1". 

 
5. (Pre) Establish an authenticated session with the target 

g 
ard1801 

CACAID1 (CAC) 
_goodCACAID1Len 

 
Ca  returns the code 
BSI_OK, then continue with 6. 

 return 

sertion 18.1 of 
tested". 

End Test for Assertion 18.1. 

container on the card: 
 

Make a gscBsiUtilAcquireContext() call to the SPS, usin
• hCard == hC
• uszAID == _goodGSCAID1 (GSC) or _good

AID1Len (GSC) or • unAIDLen == _goodGSC
(CAC) 

• strctAuthenticator == strctAuthenticator1800 
• unAuthNb == 1. 

reContext() callse 1: If the gscBsiUtilAcqui

 
Case 2: If the gscBsiUtilAcquireContext() call does not
the code BSI_OK, then print 

.  As"A session cannot be established
gscBsiGcUpdateValue() cannot be 
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6. Make a gscBsiGcUpdateValue() call to the SPS, using 

• hCard == hCard1801 
ID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

• 
• 
• 
• unValueLen == _newDvalueLen. 

• uszA
unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
ucTag == _existingTag1801 
uszValue == _newDvalue1801 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_OK or the return code BSI_NO_CARDSERVICE. 

is BSI_OK, then the data item on the target 
 the value 

 

t
comparing before and after snapshots of every container on the 
connec
that the sp
 
Perform this verification by issuing a call to gscBsiGcReadValue(). 
 
Verification

 
2. If the return code 

container for which the tag is _existingTag1801 now has
_newDvalue1801. 

3. No other changes are made to the container structure of the 
connected card. 

 
No e: I suppose if we were very ambitious, we would verify 3., by 

te cd ard.  For now, I propose limiting ourselves to verifying 
ecified data was deleted from the selected container. 

 and Reporting Scenario: 
the c1. Ca  ode 

BSI_OK, then verify that that the specified data item now has the 
value 

   
1 with length 

lue() call to the SPS, using 

 

e1801 

 

 has 
l to 

 that the data item had been 

se 1: If the gscBsiGcUpdateValue() call returns 

_newDvalue1801. 
 

Allocate the unsigned char* uszValue180
_newDvalueLen. 
 
Make a gscBsiGcReadVa

• hCard == hCard1801 
ID1 (GSC) or _goodCACAID1 (CAC) • uszAID == _goodGSCA

• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len
(CAC) 

• ucTag == _existingTag1801 
• uszValue == uszValue1801 

_newDvalueLen. • punValueLen == 
 

Case 1.1: If the gscBsiGcReadValue() call returns 
• the code BSI_OK 
• uszValue1801 == _newDvalu

then: 

Print 
"gscBsiGcUpdateValue() called with valid parameters

ubsequent calbeen verified because a s
gscBsiGcReadValue() found
correctly updated. 
Status: Test 18.1 Passed." 
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Case 1.2: If the gscBsiReadValue() call returns 

 

e a subsequent call to 
 the data item was not 

: Test 18.1 Failed." 

ReadValue() call returns any code 

th

s has 
 because a subsequent call to 

cBsiGcReadValue() was ambiguous. 
: Test 18.1 Undetermined." 

 
Case e() call returns the code 
BSI_N

 
Ca does not return the 
code BSI_OK or the code BSI_NO_CARDSERVICE, then: 

 

 returned 
an incorrect code. 

 
 
Test for As

• the code BSI_OK 
• uszValue1801 /= _newDvalue1801 

then: 

Print 
alled with valid parameters has "gscBsiGcUpdateValue() c

ed becausnot been verifi
gscBsiGcReadValue() found that
updated correctly. 
Status

 
e gscBsiGcCase 1.3: If th

other than 
• BSI_OK 

en: 
 

Print 
"gscBsiGcUpdateValue() called with valid parameter
not been verified
gs
Status

2: If the gscBsiGcUpdateValu
O_CARDSERVICE, then print 

"gscBsiGcUpdateValue() is not supported. 
Status: Test 18.1 Not Supported." 

se 3: If the gscBsiGcUpdateValue() call 

Print 
"gscBsiGcUpdateValue() called with valid parameters

Status: Test 18.1 Failed." 

sertion 18.2 
 
The function is tested using a bad handle. 
 
stantiation ScenarioIn : 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGcUpdateValue(). 
 

laims conformance to the GSC-IS is in a 

 
3. (Pre) There exists a target container on the connected card with 

the following properties:  
• the ACR for the gscBsiGcUpdateValue() service has the value 

BSI_ACR_PIN 

•  contains a data item for which 

2. (Pre) A card that c
reader, connected with handle hCard1802. 

• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC) 

the container
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• the tag is == _existingTag1802 

 
4. (Pre) 

• the value is == _existingDvalue1802. 

Print "Testing of Assertion 18.2". 
 

5. (Pre) Establish an authenticated session with the target 
contai

o the SPS, using 

IDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

 
Case 1 ode 
BSI_OK, then continue with 6. 

t return 

 
6. Make a gscBsiGcUpdateValue() call to the SPS, using 

(GSC) or _goodCACAID1 (CAC) 
1Len (GSC) or _goodCACAID1Len (CAC) 

• lueLen. 

ner on the card: 
 

Make a gscBsiUtilAcquireContext() call t
• hCard == hCard1802 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unA

(CAC) 
== strctAuthenticator1800 • strctAuthenticator 

• unAuthNb == 1. 

: If the gscBsiUtilAcquireContext() call returns the c

 
Case 2: If the gscBsiUtilAcquireContext() call does no
the code BSI_OK, then: 
 
print 

"A session cannot be established.  Assertion 18.2 of 
ot be tested". gscBsiGcUpdateValue() cann

on 18.2. End Test for Asserti

• hCard /= hCard1802 
• uszAID == _goodGSCAID1 
• unAIDLen == _goodGSCAID
• ucTag == _existingTag1802 
• uszValue == _newDvalue1802 

unValueLen == _newDva
 
Verification Goal: 
To 

1. 

2. No changes are made to the container structure of the connected 
ca

 
Perform this verification by issuing a call to gscBsiGcReadValue(). 
 
rificatio

verify the Expected Results:  
The call returns 

• the return code BSI_BAD_HANDLE or the return code 
BSI_NO_CARDSERVICE. 

 

rd. 

Ve n and Reporting Scenario: 
1. 

 
g 

  
Allocate the unsigned char* uszValue1801 with length 
_newDvalueLen. 

gscBsiGcReadValue() call to the SPS, using 

Case 1: If the gscBsiGcUpdateValue() call returns the code 
BSI_BAD_HANDLE, then: 

Perfor
• hCard == hCard1802. 

m Test for Assertion 9.18.2.1 usin

  

 
Make a 
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• hCard == hCard1802 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

• ucTag == _existingTag1802 
• uszValue == uszValue1802 
• punValueLen == _newDvalueLen. 

 
Case 1.1: If the gscBsiGcReadValue() call returns 

• the code BSI_OK 
• uszValue1802 == _existingDvalue1802 

then: 
 

Print 
"gscBsiGcUpdateValue() called with a bad handle has been 
verified because a subsequent call to gscBsiGcReadValue() 
found the original data item. 
Status: Test 18.2 Passed." 

 
Case 1.2: If the gscBsiReadValue() call returns 

• the code BSI_OK 
• uszValue1802 /= _existingDvalue1802 

then: 
 

Print 
"gscBsiGcUpdateValue() called with a bad handle has not 
been verified because a subsequent call to 
gscBsiGcReadValue() found that the data item had been 
updated or otherwise changed. 
Status: Test 18.2 Failed." 

 
Case 1.3: If the gscBsiGcReadValue() call returns any code 
other than 

• BSI_OK 
then: 

 
Print 

"gscBsiGcUpdateValue() called with a bad handle has not 
been verified because a subsequent call to 
gscBsiGcReadValue() was ambiguous. 
Status: Test 18.2 Undetermined." 

 
Case 2: If the gscBsiGcUpdateValue() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcUpdateValue() is not supported. 
Status: Test 18.2 Not Supported." 

 
Case 3: If the gscBsiGcUpdateValue() call does not return the 
code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then: 

 
Print 

"gscBsiGcUpdateValue() called with a bad handle returned an 
incorrect code. 
Status: Test 18.2 Failed." 

 
 
Test for Assertion 18.3 

(CAC) 
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e function is tested with anothTh er application having established a 

transaction lock. 

app
 
 
Test for s
 
The func o
 
stantiation Scenario

 
Until we encounter implementations that allow multiple simultaneous 

lications, I don't think we need to worry about this assertion. 

 A sertion 18.4 

ti n is tested using a bad AID value. 

In : 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGcUpdateValue(). 

e GSC-IS is in a 
ith handle hCard1804. 

card with 
:  

• the ACR for the gscBsiGcUpdateValue() service has the value 
BSI_ACR_PIN 

• the value of the PIN is _PIN 

1804 

 
4. (Pre) There does not exist a container on the connected card with 

AID v

Len (CAC). 
 

 
2. (Pre) A card that claims conformance to th

reader, connected w
 

3. (Pre) There exists a target container on the connected 
the following properties

• the container is represented by AID value == 
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC) 

• the container contains a data item for which 
• the tag is == _existingTag
• the value is == _existingDvalue1804. 

 a
• _badGSCAID, of length _badGSCAIDLen (GSC), or 

lue  == 

• _badCACAID, of length _badCACAID

5. (Pre) Print "Testing of Assertion 18.4". 
 

6. (Pre) Establish an authenticated session with the target 
container on the card: 

Case 1: If the gscBsiUtilAcquireContext() call returns the code 
BSI_OK, then continue with 7. 

En

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

• hCard == hCard1804 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
strctAu• thenticator == strctAuthenticator1800 

• unAuthNb == 1. 
 

 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code BSI_OK, then print 

"A session cannot be established.  Assertion 18.4 of 
gscBsiGcUpdateValue() cannot be tested". 
d Test for Assertion 18.4. 

 -152-



 

C) 

 
 
Verifica o

7. Make a gscBsiGcUpdateValue() call to the SPS, using 
• hCard == hCard1804 

 (GSC) or _badCACAID (CAC) • uszAID == _badGSCAID
• unAIDLen == _badGSCAIDLen (GSC) or _badCACAIDLen (CA
• ucTag == _existingTag1804 

 • uszValue == _newDvalue1804
• unValueLen == _newDvalueLen.

ti n Goal: 
To verify the Expected Results:  

1. The call returns 
de BSI_BAD_AID or the return code 

BSI_NO_CARDSERVICE. 

 
rfor on by issuing a call to gscBsiGcReadValue(). 

Verification and Reporting Scenario

• the return co

 
2. No changes are made to the container structure of the connected 

card. 

m this verificatiPe
 

: 
1. Case 1: If the gscBsiGcUpdateValue() call returns the code 

oodGSCAID1Len (GSC) or _goodCACAID1Len 

= uszValue1804 

 
Cas

then: 
 

P
th a bad AID value has 

em. 

 
2: If the gscBsiReadValue() call returns 
 code BSI_OK 

then:
 

Pr

BSI_BAD_AID, then: 
 

Perform Test for Assertion 9.18.4.1 using 
• hCard == hCard1804. 

    
Allocate the unsigned char* uszValue1804 with length 
_newDvalueLen. 
 
Make a gscBsiGcReadValue() call to the SPS, using 

• hCard == hCard1804 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _g

(CAC) 
• ucTag == _existingTag1804 
• uszValue =
• punValueLen == _newDvalueLen. 

e 1.1: If the gscBsiGcReadValue() call returns 
• the code BSI_OK 
• uszValue1804 == _existingDvalue1804 

rint 
"gscBsiGcUpdateValue() called wi
been verified because a subsequent call to 

) found the original data itgscBsiGcReadValue(
Status: Test 18.4 Passed." 

Case 1.
• the
• uszValue1804 /= _existingDvalue1804 
 

int 
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"gscBsiGcUpdateValue() called with a bad AID value has not 

 had been 
se changed. 

 
 If the gscBsiGcReadValue() call returns any code 

other than 
• BSI_OK 

then: 
 

Print 
d with a bad AID value has not 

 
Ca f the gscBsiGcUpdateValue() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcUpdateValue() is not supported. 
Status: Test 18.4 Not Supported." 

 
Case 3: If the gscBsiGcUpdateValue() call does not return the 
code BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then: 

 

ed with a bad AID value returned 

Status: Test 18.4 Failed." 

 
Test f
 
The function is tested using a bad AID length. 
 
Instantiati

been verified because a subsequent call to 
gscBsiGcReadValue() found that the data item
updated or otherwi
Status: Test 18.4 Failed." 

Case 1.3:

"gscBsiGcUpdateValue() calle
been verified because a subsequent call to 
gscBsiGcReadValue() was ambiguous. 
Status: Test 18.4 Undetermined." 

se 2: I

Print 
"gscBsiGcUpdateValue() call
an incorrect code. 

 

or Assertion 18.5 

on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGcUpdateValue(). 

laims conformance to the GSC-IS is in a 

3. (Pre) There exists a target container on the connected card with 
rties:  

the value 

ID1Len (GSC), or 

tingTag1805 

 
4. (Pre) Print "Testing of Assertion 18.5

 
2. (Pre) A card that c

reader, connected with handle hCard1805. 
 

the following prope
• the ACR for the gscBsiGcUpdateValue() service has 

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCA
• _goodCACAID1, of length _goodCACAID1Len (CAC) 

• the container contains a data item for which 
• the tag is == _exis
• the value is == _existingDvalue1805. 

". 
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5. (Pre) 
contai

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

 or _goodCACAID1Len 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the code 
BSI_OK, then continue with 6. 
 
Case 2 rn 
the code BSI_OK, then print 

"A session cannot be established.  Assertion 18.5 of 
gscBsiGcUpdateValue() cannot be tested". 

 
6. Make a gscBsiGcUpdateValue() call to the SPS, using 

alue == _newDvalue1805 

 
Verifica

Establish an authenticated session with the target 
ner on the card: 

• hCard == hCard1805 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC)

(CAC) 
• strctAuthenticator == strctAuthenticator1800 
• unAuthNb == 1. 

: If the gscBsiUtilAcquireContext() call does not retu

End Test for Assertion 18.5. 

• hCard == hCard1805 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _badAIDLen 

ucTag == _existingTag1805 • 
• uszV
• unValueLen == _newDvalueLen. 

tion Goal: 
 the Expected Results:  To verify

1. The call returns 
BAD_PARAM or the return code 

 
2. No h

ca .
 
Perform this verification by issuing a call to gscBsiGcReadValue(). 

o

• the return code BSI_
BSI_NO_CARDSERVICE. 

 c anges are made to the container structure of the connected 
rd  

 
Verification and Reporting Scenari : 

eValue() call returns the code 

 
Perform Test for Assertion 9.18.5.1 using 

   
cate the unsigned char* uszValue1805 with length 

ll to the SPS, using 

oodGSCAID1Len (GSC) or _goodCACAID1Len 

805 
• punValueLen == _newDvalueLen. 

1. Case 1: If the gs
BSI B

cBsiGcUpdat
_ AD_PARAM, then: 

• hCard == hCard1805. 
 

Allo
_newDvalueLen. 
 
Make a gscBsiGcReadValue() ca

• hCard == hCard1805 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _g

(CAC) 
g1805 • ucTag == _existingTa

• uszValue == uszValue1
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• the code BSI_OK 

then: 
 

P

equent call to 
he original data item. 

the data item had been 
. 

: Test 18.5 Failed." 
 

GcReadValue() call returns any code 

SI_OK 
then: 

Pr
 length has 

Status: Test 18.5 Undetermined." 

Ca
BSI_NO_CARDSERVICE, then print 

 
Case he gscBsiGcUpdateValue() call does not return the 
code BS

 
Print

"gscBsiGcUpdateValue() called with a bad AID length returned 

 
 
Test for

The fu
 
Instantiation Scenario

Case 1.1: If the gscBsiGcReadValue() call returns 

• uszValue1805 == _existingDvalue1805 

rint 
"gscBsiGcUpdateValue() called with a bad AID length has 
been verified because a subs
gscBsiGcReadValue() found t
Status: Test 18.5 Passed." 

 
Case 1.2: If the gscBsiReadValue() call returns 

• the code BSI_OK 
• uszValue1805 /= _existingDvalue1805 

then: 
 

Print 
"gscBsiGcUpdateValue() called with a bad AID length has 
not been verified because a subsequent call to 

GcReadValue() found that gscBsi
updated or otherwise changed
Status

Case 1.3: If the gscBsi
othe

• B
r than 

 
int 
"gscBsiGcUpdateValue() called with a bad AID
not been verified because a subsequent call to 
gscBsiGcReadValue() was ambiguous. 

 
se 2: If the gscBsiGcUpdateValue() call returns the code 

"gscBsiGcUpdateValue() is not supported. 
Status: Test 18.5 Not Supported." 

3: If t
I_BAD_PARAM or the code BSI_NO_CARDSERVICE, then: 

 

an incorrect code. 
Status: Test 18.5 Failed." 

 Assertion 18.6 
 

nction is tested using a bad data value length. 

: 
1. (Pre) Construct the Starting State for the testing of 

gsc
 

BsiGcUpdateValue(). 
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2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard1806. 

a target container on the connected card with 

 
PIN 

• the value of the PIN is _PIN 

• _goodCACAID1, of length _goodCACAID1Len (CAC) 

 == _existingTag1806 

4. (Pre) Print "Testing of Assertion 18.6

 
3. (Pre) There exists 

the following properties:  
• the ACR for the gscBsiGcUpdateValue() service has the value

BSI_ACR_

• the container is represented by AID value == 
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 

• the container contains a data item for which 
• the tag is
• the value is == _existingDvalue1806. 

 
". 

t 

 
eturns the code 

BS
 

ot return 
th

"A session cannot be established.  Assertion 18.6 of 
g

 
6. Make a gscBsiGcUpdateValue() call to the SPS, using 

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
_goodCACAID1Len (CAC) 

 
Veri ica

 
5. (Pre) Establish an authenticated session with the targe

container on the card: 
 

Make a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCard1806 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• strctAuthenticator == strctAuthenticator1800 
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcquireContext() call r
I_OK, then continue with 6. 

Case 2: If the gscBsiUtilAcquireContext() call d
e 

oes n
code BSI_OK, then print 

scBsiGcUpdateValue() cannot be tested". 
End Test for Assertion 18.6. 

• hCard == hCard1806 

• unAIDLen == _goodGSCAID1Len (GSC) or 
• ucTag == _existingTag1806 
• uszValue == _newDvalue1806 
• unValueLen == _badDvalueLen. 

f tion Goal: 
y th ETo verif

1. The ca
• the return code BSI_BAD_PARAM or the return code 

BSI_NO_CARDSERVICE. 
 

2. No changes are made to the container structure of the connected 
card. 

Perform 
 
Verification and Reporting Scenario

e xpected Results:  
ll returns 

 
this verification by issuing a call to gscBsiGcReadValue(). 

: 
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1. Ca
BS

 
Perform Test for Assertion 9.18.6.1 using 

  
Allocate the unsigned char* uszValue1806 with length 

GSC) or _goodCACAID1 (CAC) 
n (GSC) or _goodCACAID1Len 

 == _existingTag1806 
e1806 
DvalueLen. 

 

 

gth 
e a subsequent call to 

urns 

tingDvalue1806 

 

value length 
l to 

 

 
Cas e() call returns any code 
oth

 
P

ad data value length 
s not been verified because a subsequent call to 
siGcReadValue() was ambiguous. 

 
Case 2: If the gscBsiGcUpdateValue() call returns the code 
BSI_NO_

"gscBsiGcUpdateValue() is not supported. 

 

se 1: If the gscBsiGcUpdateValue() call returns the code 
I_BAD_PARAM, then: 

• hCard == hCard1806. 
  

_badDvalueLen. 
 
Make a gscBsiGcReadValue() call to the SPS, using 

• hCard == hCard1806 
• uszAID == _goodGSCAID1 (
• unAIDLen == _goodGSCAID1Le

(CAC) 
• ucTag
• uszValue == uszValu

en == _bad• punValueL

Case 1.1: If the gscBsiGcReadValue() call returns 
• the code BSI_OK 
• uszValue1806 == _existingDvalue1806 

then: 

Print 
"gscBsiGcUpdateValue() called with a bad data value len
has been verified becaus
gscBsiGcReadValue() found the original data item. 
Status: Test 18.6 Passed." 

 
Case 1.2: If the gscBsiReadValue() call ret

• the code BSI_OK 
• uszValue1806 /= _exis

then: 

Print 
"gscBsiGcUpdateValue() called with a bad data 

 because a subsequent calhas not been verified
gscBsiGcReadValue() found that the data item had been
updated or otherwise changed. 
Status: Test 18.6 Failed." 

e 1.3: If the gscBsiGcReadValu
er than 
• BSI_OK 

then: 

rint 
scBsiGcUpdateValue() called with a b"g

ha
gscB
Status: Test 18.6 Undetermined." 

CARDSERVICE, then print 

Status: Test 18.6 Not Supported." 
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Case 3 dateValue() call does not return the 
code BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, then: 

 

re
St

 
 
Test for Asse

The function is tested using a bad tag. 
 
Instantia

: If the gscBsiGcUp

Print 
"gscBsiGcUpdateValue() called with a bad data value length 
turned an incorrect code. 
atus: Test 18.6 Failed." 

rtion 18.7 
 

tion Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGcUpdateValue(). 
 

2. (Pre) A
reader,

 
3. (Pre) There exists a target container on the connected card with 

alue 

AID value == 

• the tag is == _existingTag1807 

 
4. (Pre) Print "Testing of Assertion 18.7

 card that claims conformance to the GSC-IS is in a 
 connected with handle hCard1807. 

the following properties:  
• the ACR for the gscBsiGcUpdateValue() service has the v

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC) 

• the container contains a data item for which 

• the value is == _existingDvalue1807 
• the container does not contain a data item for which the tag 

wTag1807. == _ne

". 

authenticated session with the target 

Make a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCard1807 

CAC) 
odGSCAID1Len (GSC) or _goodCACAID1Len 

 
h 6. 

Ca

8.7 of 

End 
 

6. Make a gscBsiGcUpdateValue() call to the SPS, using 

 
5. (Pre) Establish an 

container on the card: 
 

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (
• unAIDLen == _go

(CAC) 
• strctAuthenticator == strctAuthenticator1800 
• unAuthNb == 1. 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the code
BSI_OK, then continue wit
 
se 2: If the gscBsiUtilAcquireContext() call does not return 

the code BSI_OK, then print 
"A session cannot be established.  Assertion 1
gscBsiGcUpdateValue() cannot be tested". 
Test for Assertion 18.7. 
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• hCard == hCard1807 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 

 
Verification Goal

• ucTag == _newTag1807 
• uszValue == _newDvalue1807 
• unValueLen == _newDvalueLen. 

: 
y the Expected Results:  To verif

1. The ca
• t

B
 

2. No changes are made to the container structure of the connected 
card. 

Perform 
 
Verification and Reporting Scenario

ll returns 
he return code BSI_BAD_TAG or the return code 
SI_NO_CARDSERVICE. 

 
this verification by issuing a call to gscBsiGcReadValue(). 

: 
1. Ca

BS
 

 not created: 
    

 

 
all to the SPS, using 

GSC) or _goodCACAID1 (CAC) 
IDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

807 

en print: 
en 
() 

he specified tag. 

 
gscBsiReadValue() call returns 

then pri
 called with a bad tag has been 

dValue() 

t 18.7 Passed." 
 

s any code 
o

se 1: If the gscBsiGcUpdateValue() call returns the code 
I_BAD_TAG, then: 

Pe
• hCard == hCard1807. 

rform Test for Assertion 9.18.7.1 using 

 
Verify that a data item with the specified tag was

Allocate the unsigned char* uszValue1807 with length
_newDvalueLen. 

Make a gscBsiGcReadValue() c
• hCard == hCard1807 
• uszAID == _goodGSCAID1 (
• unA

(CAC) 
= _newTag1• ucTag =

• uszValue == uszValue1807 
• punValueLen == _newDvalueLen. 

 
Case 1.1: If the gscBsiGcReadValue() call returns 

• the code BSI_OK 
th

"gscBsiGcUpdateValue() called with a bad tag has not be
verified because a subsequent call to gscBsiGcReadValue
found a data item with t
Status: Test 18.7 Failed." 

Case 1.2: If the 
• the code BSI_BAD_TAG 

nt: 
"gscBsiGcUpdateValue()
verified because a subsequent call to gscBsiGcRea
did not find a data item with the specified tag. 
Status: Tes

C GcReadValue() call returnase 1.3: If the gscBsi
ther than 
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• BSI_OK or BSI_BAD_TAG 
t

"gscBsiGcUpdateValue() called with a bad tag has not been 
t call to gscBsiGcReadValue() 

 

Ca  code 
BSI_NO_CARDSERVICE, then print 

"gs

 
Case 3: If the gscBsiGcUpdateValue() call does not return the 
code BS

 
Print

"gscBsiGcUpdateValue() called with a bad tag returned an 

 
 
Test for Assertion 18.8 
 
The function is tested with a removed card. 
 
Instantiation

hen print: 

verified because a subsequen
was ambiguous. 
Status: Test 18.7 Undetermined."

 
se 2: If the gscBsiGcUpdateValue() call returns the

cBsiGcUpdateValue() is not supported. 
Status: Test 18.7 Not Supported." 

I_BAD_TAG or the code BSI_NO_CARDSERVICE, then: 

 

incorrect code. 
Status: Test 18.7 Failed." 

 Scenario: 
onstruct the Starting State for the testing of 
cUpdateValue(). 

1. (Pre) C
gscBsiG

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

re
 

3. (Pre) There exists a target container on the connected card with 
the following properties:  

_PIN 
• th
• th

• 1Len (GSC), or 
• ID1Len (CAC) 

ngDvalue1808. 
 

4. (Pre) Print "Testing of Assertion 18.8

ader, connected with handle hCard1808. 

• the ACR for the gscBsiGcUpdateValue() service has the value 
BSI_ACR
e value of the PIN is _PIN 
e container is represented by AID value == 

GSCAID1, of length _goodGSCAID _good
 _goodCACAID1, of length _goodCACA

• the container contains a data item for which 
• the tag is == _existingTag1808 
• the value is == _existi

". 

5. 

gscBsiUtilAcquireContext() call to the SPS, using 

SCAID1 (GSC) or _goodCACAID1 (CAC) 
Len (GSC) or _goodCACAID1Len 

(CAC) 

= 1. 

 
(Pre) Establish an authenticated session with the target 
container on the card: 

 
Make a 

• hCard == hCard1808 
• uszAID == _goodG
• unAIDLen == _goodGSCAID1

• strctAuthenticator == strctAuthenticator1800 
• unAuthNb =
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Case 1: If the gscBsiUtilAcquireContext() call returns the code 

not return 
 print 

"A session cannot be established.  Assertion 18.8 of 

 
7. Ma  

• 
r _goodCACAID1 (CAC) 

ID1Len (CAC) 
• 
• u

 
Verification

BSI_OK, then continue with 6. 
 
Case 2: If the gscBsiUtilAcquireContext() call does 
the code BSI_OK, then

gscBsiGcUpdateValue() cannot be tested". 
End Test for Assertion 18.8. 

 
6. (Pre) Remove the connected card from the reader. 

ke a gscBsiGcUpdateValue() call to the SPS, using 
hCard == hCard1808 

• uszAID == _goodGSCAID1 (GSC) o
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACA

ucTag == _existingTag1808 
szValue == _newDvalue1808 

• unValueLen == _newDvalueLen. 

 Goal: 
e Expected Results:  To verify th

he return code 

 
2. No changes are made to the container structure of the connected 

ca
 
Verification

1. The call returns 
• the return code BSI_CARD_REMOVED or t

BSI_NO_CARDSERVICE. 

rd. 

 and Reporting Scenario: 
1. Case 1

BSI_CA
 

Print 
"gscBsiGcUpdateValue() called with the connected card removed 
has been verified. 
Status: Test 18.8 Passed." 

 
Ca
BS

St
 

Ca ue() call does not return the 
 then: 

d 

 
 
Test for Assertion 18.9 

filling the applicable ACR. 
 
Instanti i

: If the gscBsiGcUpdateValue() call returns the code 
RD_REMOVED, then: 

se 2: If the gscBsiGcUpdateValue() call returns the code 
I_NO_CARDSERVICE, then print 
"gscBsiGcUpdateValue() is not supported. 
atus: Test 18.8 Not Supported." 

se 2: If the gscBsiGcUpdateVal
code BSI_CARD_REMOVED or the code BSI_NO_CARDSERVICE,

 
Print 

"gscBsiGcUpdateValue() called with the connected card remove
. returned an incorrect code

Status: Test 18.8 Failed." 

 
The function is tested without ful

at on Scenario: 
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1. (Pre) Construct the Starting State for the testing of 

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

 
ainer on the connected card with 

scBsiGcUpdateValue() service has the value 
BSI_ACR_PIN 

• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 

 contains a data item for which 
• the tag is == _existingTag1809 

 
4. (Pre) 

gscBsiGcUpdateValue(). 

reader, connected with handle hCard1809. 

3. (Pre) There exists a target cont
the following properties:  

• the ACR for the g

• _goodCACAID1, of length _goodCACAID1Len (CAC) 
• the container

• the value is == _existingDvalue1809. 

Print "Testing of Assertion 18.9". 
 

5. (Pre) Ensure that there is no authenticated session with the 
target container: 

 
Make a gscBsiUtilReleaseContext() call to the SPS, using 

(CAC) 
GSCAID1Len (GSC) or _goodCACAID1Len 

 
 Make a gscBsiGcUpdateValue() call to the SPS, using 

• = hCard1809 
• 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• uc
• us

 
Verificat

• hCard == hCard1809 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 
• unAIDLen == _good

(CAC). 

6.
hCard =
uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

Tag == _existingTag1809 
zValue == _newDvalue1809 

• unValueLen == _newDvalueLen. 

ion Goal: 
To verify th

1. The call returns 

_CARDSERVICE. 
 

2. No changes are made to the container structure of the connected 
card. 

 
Perform this verification by issuing a call to gscBsiGcReadValue(). 

Verifica

e Expected Results:  

• the return code BSI_ACCESS_DENIED or the return code 
BSI_NO

 
tion and Reporting Scenario: 
se 1: If the1. Ca  gscBsiGcUpdateValue() call returns the code 

BSI_ACCESS_DENIED, then: 
 

• 
    

Verif
conta

Perform Test for Assertion 9.18.9.1 using 
hCard == hCard1809. 

y that that the specified data value in the target 
iner was not changed: 
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Establish an authenticated session with the target container: 

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• strctAuthenticator == strctAuthenticator1800 
• unAuthNb == 1. 

 
Case 1.1: If the gscBsiUtilAcquireContext call returns the 

 
Allocate the unsigned char* uszValue1809 with length 

Make a gscBsiGcReadValue() call to the SPS, using 

DLen == _goodGSCAID1Len (GSC) or 

_existingTag1809 
• uszValue == uszValue1809 

: If the gscBsiGcReadValue() call returns 

 verified because a subsequent 
riginal data 

item. 

 
lue() call returns 

pdateValue() called without fulfilling the 
rified because a 
dValue() found that the 

d. 

 
t 

he 
se a 
 ambiguous. 

 18.9 Undetermined." 

en print 

• hCard == hCard1808 
• AID == _goodGSCAID1 (GSC

code BSI_OK, then 

_newDvalueLen. 
 

• hCard == hCard1809 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAI

_goodCACAID1Len (CAC) 
• ucTag == 

• punValueLen == _newDvalueLen. 

Case 1.1.1
 

• the code BSI_OK 
• uszValue1809 == _existingDvalue1809 

then print 
"gscBsiGcUpdateValue() called without fulfilling the 
applicable ACR has been
call to gscBsiGcReadValue() found the o

Status: Test 18.9 Passed." 

Case 1.1.2: If the gscBsiReadVa
• the code BSI_OK 
• uszValue1809 /= _existingDvalue1809 

then print 
"gscBsiGcU
applicable ACR has not been ve
subsequent call to gscBsiGcRea
data item had been updated or otherwise change
Status: Test 18.9 Failed." 

Case 1.1.3: If the gscBsiGcReadValue() call does no
return the code 
• BSI_OK 

then print 
"gscBsiGcUpdateValue() called without fulfilling t
applicable ACR has not been verified becau

all to gscBsiGcReadValue() wassubsequent c
Status: Test

 
Case 1.2: If the gscBsiUtilAcquireContext call does not 
return the code BSI_OK, th
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"A session with the second container could not be 

termined." 
 

Case  
BSI_NO_CARDSERVICE, then print 

"gscBsiGcUpdateValue() is not supported. 

 
Ca   the 
code BSI_ACCESS_DENIED or the code BSI_NO_CARDSERVICE, then print 

 called without fulfilling the 
ncorrect code. 

 

The func o
 
stantiati

established.  gscBsiUtilDataUpdate() cannot be verified. 
Status: Test 18.9 Unde

2: If the gscBsiGcUpdateValue() call returns the code

Status: Test 18.9 Not Supported." 

se 3: If the gscBsiGcUpdateValue() call does not return

"gscBsiGcUpdateValue()
applicable ACR returned an i
Status: Test 18.9 Failed." 

 
Test for Assertion 18.10 
 

ti n is tested using a too-large data value. 

on ScenarioIn : 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGcUpdateValue(). 
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard1810. 

 
with 

 gscBsiGcUpdateValue() service has the value 

• the container is represented by AID value == 

• the 

this data item is _existingTagFull 
ull. 

 
4. (Pre) Print "Testing of Assertion 18.10

3. (Pre) There exists a target container on the connected card 
the following properties: 

• the ACR for the
BSI_ACR_PIN 

• the value of the PIN is _PIN 

• _goodGSCAID2, of length _goodGSCAID2Len (GSC), or 
• _goodCACAID2, of length _goodCACAID2Len (CAC) 

the container contains one data item, which comprises 
entire available space of the container 
• the tag for 
• the value of this data item is _existingDvalueF

". 
 

5. (Pre) Es
containe

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

• 
AC) 
D2Len 

•
 

Case eturns the code 
BSI_O
 

tablish an authenticated session with the target 
r on the card: 

hCard == hCard1810 
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (C
• A CAID2Len (GSC) or _goodCACAIun IDLen == _goodGS

(CAC) 
• strctAuthenticator == strctAuthenticator1800 
 unAuthNb == 1. 

Context() call r1: If the gscBsiUtilAcquire
K, then continue with 6. 
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Case 2 uireContext() call does not return 
c

"A
gs

End T
 

6. Make a gscBsiGcUpdateValue() call to the SPS, using 
• 
• oodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID2Len (CAC) 
• 
• us
• un

 
Verification 

: If the gscBsiUtilAcq
the ode BSI_OK, then print 

 session cannot be established.  Assertion 18.10 of 
cBsiGcUpdateValue() cannot be tested". 

r Assertion 18.10. est fo

hCard == hCard1810 
uszAID == _g

ucTag == _existingTagFull 
zValue == _tooBigDvalue 
ValueLen == _tooBigDvalueLen. 

Goal: 
To ver e Expected Results:  

1. 
_SPACE or the return code 

2. No changes are made to the container structure of the connected 

 
Perform this verification by issuing a call to gscBsiGcReadValue(). 
 
Verification and Reporting Scenario

ify th
The call returns 

• the return code BSI_NO_MORE
BSI_NO_CARDSERVICE. 

 

card. 

: 
1. Case 1 ue() call returns the code 

BSI_N

 Assertion 9.18.10.1 using 
Card1810. 

    
1810 with length 

_existingDvalueFullLen. 

810 

n 

stingDvalueFullLen. 
 

Ca

th
 

arge data value 
call to 
data item. 

Case 1.2: If the gscBsiReadValue() call returns 
• the code BSI_OK 

: If the gscBsiGcUpdateVal
O_MORE_SPACE, then: 

 
Perform Test for

• hCard == h

Allocate the unsigned char* uszValue

 
Make a gscBsiGcReadValue() call to the SPS, using 

• hCard == hCard1
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID2Le

(CAC) 
• ucTag == _existingTagFull 
• uszValue == uszValue1810 
• punValueLen == _exi

se 1.1: If the gscBsiGcReadValue() call returns 
• the code BSI_OK 
• uszValue1810 == _existingDvalueFull 

en: 

Print 
ng a too-l"gscBsiGcUpdateValue() called usi

has been verified because a subsequent 
gscBsiGcReadValue() found the original 
Status: Test 18.10 Passed." 
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• uszValue1810 /= _existingDvalueFull 
then: 

 

value 

 
Case 1.3:
other than 

• BSI_OK 

 

 value 
ent call to 

mbiguous. 

 
: If the gscBsiGcUpdateValue() call returns the code 

 is not supported. 

 
Ca  
code BSI_NO_MORE_SPACE or the code BSI_NO_CARDSERVICE, then: 

 
r

UpdateValue() called using a too-large data value 
ode. 
ed." 

Print 
"gscBsiGcUpdateValue() called using a too-large data 
has not been verified because a subsequent call to 
gscBsiGcReadValue() found that the data item had been 
updated or otherwise changed. 
Status: Test 18.10 Failed." 

 If the gscBsiGcReadValue() call returns any code 

then: 

Print 
"gscBsiGcUpdateValue()called using a too-large data
has not been verified because a subsequ
gscBsiGcReadValue() was a
Status: Test 18.10 Undetermined." 

Case 2
BSI_NO_CARDSERVICE, then print 

"gscBsiGcUpdateValue()
Status: Test 18.10 Not Supported." 

se 3: If the gscBsiGcUpdateValue() call does not return the 

P int 
"gscBsiGc
returned an incorrect c

18.10 FailStatus: Test 

 -167-



19. gscBsiGetChallenge()
 
 
st for As

ing valid parameters (Discovery Method 1). 

 

Te sertion 19.1 
 
The function is tested us
 
Instantiation Scenario: 

1. (Pre) A card that claims conformance to the GSC-IS is in a 
ith handle hCard1901. 

card.  The 
 by AID value == 

 
4. (Pre) Print "Testing of Assertion 19.1

reader, connected w
 

2. (Pre) There exists a target container on the connected 
container is represented

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

 
3. (Pre) Allocate the unsigned long* punChallengeLen1901 == 0. 

". 
 

5. Make a gscBsiGetChallenge() call to the SPS, using 

CAC) 
• 
• u

 
Case 1 urns the code 
BSI_OK, then print 

od 1, Discovery Mode) 

 

S
End 

 
Case 3

rint 
very Mode) 

 
6. Allocate the unsigned string uszChallenge1901 with length ==  

pu h

call to the SPS, using 

CAC) 
• uszChallenge == uszChallenge1901 

 
Verification Goal

• hCard == hCard1901 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (

unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
szChallenge == NULL 

• punChallengeLen == punChallengeLen1901. 

: If the gscBsiGetChallenge() call ret

"gscBsiGetChallenge() (Discovery Meth
succeeded." 

Continue with 6. 

Case 2: If the gscBsiGetChallenge() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGetChallenge() is not supported. 
tatus: Test 19.1 Not Supported." 
Test for Assertion 19.1. 

: If the gscBsiGetChallenge() call does not return the 
code BSI_OK or the code BSI_NO_CARDSERVICE, then p

) (Discovery Method 1, Disco"gscBsiGetChallenge(
returned an incorrect code. 
Status: Test 19.1 Failed." 

End Test for Assertion 19.1. 

nC allengeLen1901*. 
 

7. Make a gscBsiGetChallenge() 
d1901 • hCard == hCar

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (

• punChallengeLen == punChallengeLen1901. 

: 
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To verify the Expected Results:  

• the return code BSI_OK or the return code BSI_NO_CARDSERVICE 

ing 
lenge returned from the connected card. 

Perform 
 

ication and Reporting Scenario

1. The call returns 

 
2. If the return code is BSI_OK, then uszChallenge1901 == a str

containing the random chal
 

this verification by inspection. 

Verif : 
Ca SI_OK, 
then manually inspect the string uszChallenge1901. 

Ca
challenge, then print 

"gscBsiGetChallenge() (Discovery Method 1, Final Mode) called 
with valid parameters has been verified by inspection. 
Statu
 

Case 1.2
challeng

"gscBsiGetChallenge() (Discovery Method 1, Final Mode) called 
with valid parameters has not been verified by inspection. 
St

 
Case 2: If the gscBsiGetChallenge() call returns the code 
BSI_NO_CAR

"gscBsiGetChallenge() is not supported. 
atus: Test 19.1 Not Supported." 

 
Case 3: If the gscBsiGetChallenge() call does not return the code 
BSI_OK or t

"gscBsiGetChallenge() (Discovery Method 1, Final Mode) called 
with valid parameters returned an incorrect code. 
Status: T

 
 
st for Asserti

 
The function is tested using valid parameters (Discovery Method 2). 
 
Instantiation Scenario

se 1: If the gscBsiGetChallenge() call returns the code B

 

1. 

se 1.1: If uszChallenge1901 contains a valid random 

s: Test 19.1 Passed." 

: If uszChallenge1901 does not contain a valid random 
e, then print 

atus: Test 19.1 Failed." 

DSERVICE, then print 

St

he code BSI_NO_CARDSERVICE, then print 

est 19.1 Failed." 

Te on 19.2 

: 
1. (Pre) A card

reader, conn
 

2. (Pre) There exists a target container on the connected card.  The 
container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

 
3. (Pre) Allocate the string uszChallenge1902 with length == 0. 

 
4. (Pre) Allo

 
5. (Pre) Print 

 that claims conformance to the GSC-IS is in a 
ected with handle hCard1902. 

cate the unsigned long* punChallengeLen1902 == 0. 

"Testing of Assertion 19.2". 
 

6. Make a gscBsiGetChallenge() call to the SPS, using 
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• hCard == hCard1902 
• uszAI
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• uszChallenge == uszChallenge1902 
• punChallengeLen == punChallengeLen1902. 

 
Case 1: If the gscBsiGetChallenge() call returns the code 
BSI_INSUFF

"gscBsiGetChallenge() (Discovery Method 2, Discovery Mode) 
correctly returned the code BSI_INSUFFICIENT_BUFFER" 

Conti
 

Case 2: If the gscBsiGetChallenge() call returns the code 
BSI_NO_

"gscBsiGetChallenge() is not supported. 
: Test 19.2 Not Supported." 

 
oes not return the 

 code BSI_NO_CARDSERVICE, 

 

En

7. Re-allocate the string uszChallenge1902 with length ==  

8. Make a gscBsiGetChallenge() call to the SPS, using 

oodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 

Ver

D == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

ICIENT_BUFFER, then print 

nue with 7. 

CARDSERVICE, then print 

Status
End Test for Assertion 19.2. 

Case 3: If the gscBsiGetChallenge() call d
code BSI_INSUFFICIENT_BUFFER or the
then print 

"gscBsiGetChallenge() (Discovery Method 2, Discovery Mode)
returned an incorrect code. 
Status: Test 19.2 Failed." 
d Test for Assertion 19.2. 

 

punChallengeLen1902*. 
 

• hCard == hCard1902 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _g
• uszChallenge == uszChallenge1902 
• punChallengeLen == punChallengeLen1902. 

 
ification Goal: 
verify the Expected Results:  To 
1. The call returns 

• the return code BSI_OK or the return code BSI_NO_CARDSERVICE. 
 

2. If h
containing the random challenge returned from the connected card. 

 
Perform i
 
Verification

 t e return code is BSI_OK, then uszChallenge1902 == a string 

th s verification by inspection. 

 and Reporting Scenario: 
1. Ca  , 

the  
 
Case
chal

d 2, Final Mode) called 
d by inspection. 

se 1: If the gscBsiGetChallenge() call returns the code BSI_OK
n manually inspect the string uszChallenge1902. 

 1.1: If uszChallenge1902 contains a valid random 
lenge, then print 

"gscBsiGetChallenge() (Discovery Metho
with valid parameters has been verifie
Status: Test 19.2 Passed." 
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Case 1.2: If uszChallenge1902 does not contain a valid random 

"gscBsiGetChallenge() (Discovery Method 2, Final Mode) called 
with valid parameters has not been verified by inspection. 
S

 
Case 2 ode 
BSI_NO_CARDSERVICE, then print 

 
Case 3
BS

lled 
wi
St

 
 
The function is tested using a bad handle (Discovery Method 1, 
Discover M
 
Instanti i

challenge, then print 

tatus: Test 19.2 Failed." 

: If the gscBsiGetChallenge() call returns the c

"gscBsiGetChallenge() is not supported. 
Status: Test 19.2 Not Supported." 

: If the gscBsiGetChallenge() call does not return the code 
I_OK or the code BSI_NO_CARDSERVICE, then print 
"gscBsiGetChallenge() (Discovery Method 2, Final Mode) ca
th valid parameters returned an incorrect code. 
atus: Test 19.2 Failed." 

 
 
Test for Assertion 19.3

y ode). 

at on Scenario: 
1. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, connected with handle hCard1903. 

container on the connected card.  The 
AID value == 

• _goodCACAID1, of length _goodCACAID1Len (CAC). 

 
4. (Pre) Print "Testing of Assertion 19.3

 
2. (Pre) There exists a target 

esented by container is repr
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 

 
3. (Pre) Allocate the unsigned long* punChallengeLen1903 == 0. 

". 

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• uszChallenge == NULL 

 
ication

 
5. Make a gscBsiGetChallenge() call to the SPS, using 

• hCard /= hCard1903 

• punChallengeLen == punChallengeLen1903. 

Verif  Goal: 
To verif

1. Th
D_HANDLE or the return code 

 
Verification

y the Expected Results:  
e call returns 
 the return code BSI_BA•
BSI_NO_CARDSERVICE. 

 and Reporting Scenario: 
1. Case 1

BSI_BA
 

Perform Test for Assertion 9.19.3.1 using 

 
Print 

: If the gscBsiGetChallenge() call returns the code 
D_HANDLE, then: 

• hCard == hCard1903. 

 -171-



"gscBsiGetChallenge() (Discovery Method 1, Discovery Mode) 
called with a bad handle has been verified. 
S

 
Case 2
BSI_NO_CARDSERVICE, then print 

"gscB
Statu

 
Case 3: If the gscBsiGetChallenge() call does not return the code 
BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then print 

ery Mode) 

Status
 
 
Test for Assertion 19.4 
 
The function is tested using a bad handle (Discovery Method 1, Final 
Mode). 
 
Instantiation

tatus: Test 19.3 Passed." 

: If the gscBsiGetChallenge() call returns the code 

siGetChallenge() is not supported. 
s: Test 19.3 Not Supported." 

"gscBsiGetChallenge() (Discovery Method 1, Discov
called with a bad handle returned an incorrect code. 

: Test 19.3 Failed." 

 Scenario: 
1. (Pre) A card that claims conformance to the GSC-IS is in a 

re
 

2. (Pre) There exists a target container on the connected card.  The 
container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• CAID1, of length _goodCACAID1Len (CAC). 

 
3. (Pre) Allocate the unsigned long* punChallengeLen1904 == 0. 

 
4. (Pre) P

ader, connected with handle hCard1904. 

_goodCA

rint "Testing of Assertion 19.4". 
 

5. 

CAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 

 
: If the gscBsiGetChallenge() call returns the code 
 then print 

"gscBsiGetChallenge() (Discovery Method 1, Discovery Mode) 

Co
 

Case 2: If the gscBsiGetChallenge() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGetChallenge() is not supported. 
Status: Test 19.4 Not Supported." 

End Test for Assertion 19.4. 
 

Case 3: If the gscBsiGetChallenge() call does not return the 
code BSI_OK or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGetChallenge() (Discovery Method 1, Discovery Mode) 
did not return the code BSI_OK. 

Make a gscBsiGetChallenge() call to the SPS, using 
• hCard == hCard1904 
• uszAID == _goodGSCAID1 (GSC) or _goodCA

• uszChallenge == NULL 
• punChallengeLen == punChallengeLen1904. 

Case 1
BSI_OK,

succeeded." 
ntinue with 6. 
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Status: Test 19.4 Fai
End Test for Assertion 1

led." 
9.4. 

 uszChallenge1904 with length ==  

1904 

AC) 

 
Verifi

 
6. Allocate the string

punChallengeLen1904*. 
 

7. Make a gscBsiGetChallenge() call to the SPS, using 
• hCard /= hCard
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (C
• uszChallenge == uszChallenge1904 
• punChallengeLen == punChallengeLen1904. 

ca oti n Goal: 
To verif t

1. The c

 
r

y he Expected Results:  
 all returns 
• the return code BSI_BAD_HANDLE or the return code 

BSI_NO_CARDSERVICE. 

Ve ification and Reporting Scenario: 
1. Case 1: If the gscBsiGetChallenge() call returns the

BSI B
 code 

 

 

, Final Mode) called 
with a bad handle has been verified. 
Status: Test 19.4 Passed." 

 
Case 
BSI_NO_CARDSERVICE, then print 

e() is not supported. 

 
Ca  not return the code 
BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then print 

incorrect code. 

 
 
Test for As
 
The function is tested with another application having established a 

 

Unt
applications, I don't think we need to worry about this assertion. 

 
Test for s
 
The func o
Discover M
 
Instantiati

_ AD_HANDLE, then: 

Perform Test for Assertion 9.19.4.1 

Print 
"gscBsiGetChallenge() (Discovery Method 1

2: If the gscBsiGetChallenge() call returns the code 

"gscBsiGetChalleng
Status: Test 19.4 Not Supported." 

se 3: If the gscBsiGetChallenge() call does

"gscBsiGetChallenge() (Discovery Method 1, Final Mode) called 
with a bad handle returned an 
Status: Test 19.4 Failed." 

sertion 19.5 

transaction lock (Discovery Method 1, Discovery Mode).
 

il we encounter implementations that allow multiple simultaneous 

 

 A sertion 19.6 

ti n is tested using a bad AID value (Discovery Method 1, 
y ode). 

on Scenario: 
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1. (Pre) A card that claims conformance to the GSC-IS is in a 
le hCard1906. 

 container on the connected card.  The 
co a

• 

 
3. (Pre) There does not exist a container on the connected card with 

AID value == 
• _badGSCAID, of length _badGSCAIDLen (GSC), or 

ACAIDLen (CAC). 

 
5. (Pre) Print "Testing of Assertion 19.6

reader, connected with hand
 

 a target2. (Pre) There exists
nt iner is represented by AID value == 

_goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

• _badCACAID, of length _badC
 

4. (Pre) Allocate the unsigned long* punChallengeLen1906 == 0. 

". 
 

6. Make 
• 
• 

GSC) or _badCACAIDLen (CAC) 

 
Verificatio

a gscBsiGetChallenge() call to the SPS, using 
hCard == hCard1906 

r _badCACAID (CAC) uszAID == _badGSCAID (GSC) o
en == _badGSCAIDLen (• AIDL

• uszChallenge == NULL 
• punChallengeLen == punChallengeLen1906. 

un

n Goal: 
To verify t

1. The call returns 

 
Verifica

he Expected Results:  

• the return code BSI_BAD_AID or the return code 
BSI_NO_CARDSERVICE. 

tion and Reporting Scenario: 
se 1: If the gscBsiGetChallenge() call returns the code 1. Ca

 

bad AID value has been verified. 

 then print 

Mode) 
e. 

t

s
 

BSI_BAD_AID, then: 

Perform Test for Assertion 9.19.6.1 using 
• hCard == hCard1906. 

 
Print 

"gscBsiGetChallenge() (Discovery Method 1, Discovery Mode) 
called with a 
Status: Test 19.6 Passed." 

 
Case 2: If the gscBsiGetChallenge() call returns the code 
BSI_NO_CARDSERVICE,

"gscBsiGetChallenge() is not supported. 
Status: Test 19.6 Not Supported." 

 
Case 3: If the gscBsiGetChallenge() call does not return the code 
BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGetChallenge() (Discovery Method 1, Discovery 
codcalled with a bad AID value returned an incorrect 

S atus: Test 19.6 Failed." 
 
 
Te t for Assertion 19.7 
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The function is tested using a bad AID length (Discovery Method 1, 
s

 
Ins

Di covery Mode). 

tanti iat on Scenario: 
1. (Pre) A card that claims conformance to the GSC-IS is in a 

re e
 

2. (Pre) There exists a target container on the connected card.  The 
con a

 
3. (Pre)

 
4. (Pre) Print "Testing of Assertion 19.7

ad r, connected with handle hCard1907. 

t iner is represented by AID value == 
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

 Allocate the unsigned long* punChallengeLen1907 == 0. 

". 

5. Ma

• ID1 (CAC) 

 
Verifica

 
ke a gscBsiGetChallenge() call to the SPS, using 
• hCard == hCard1907 

oodCACAuszAID == _goodGSCAID1 (GSC) or _g
• unAIDLen == _badAIDLen 
• uszChallenge == NULL 
• punChallengeLen == punChallengeLen1907. 

tion Goal: 
y tTo verif

1. The c
•  or the return code 

r

he Expected Results:  
all returns 

AMthe return code BSI_BAD_PAR
BSI_NO_CARDSERVICE. 

 
Ve ification and Reporting Scenario: 

1. Case 1: If the gscBsiGetChallenge() call returns the code
BSI_BAD_PARAM, then: 

 

 

1, Discovery Mode) 
ified. 

Status

lenge() call returns the code 
, then print 

"gscBsiGetChallenge() is not supported. 
Status: Test 19.7 Not Supported." 

 

Method 1, Discovery Mode) 
called with a bad AID length returned an incorrect code. 

 
 
Test for Assertion 19.8
 
The function is tested with a removed card (Discovery Method 1, 
Discovery Mode). 

P form Test for Asserer tion 9.19.7.1 using 
• hCard == hCard1907. 

 
Print 

"gscBsiGetChallenge() (Discovery Method 
called with a bad AID length has been ver

: Test 19.7 Passed." 
 

Case 2: If the gscBsiGetChal
BSI_NO_CARDSERVICE

Case 3: If the gscBsiGetChallenge() call does not return the code 
BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGetChallenge() (Discovery 

Status: Test 19.7 Failed." 
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Instantiation Scenario: 

1. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard1908. 

 
8. (Pre) There exists a target container on the connected card.  The 

conta
• 
• dCACAID1Len (CAC). 

2. (Pre) Allocate the unsigned long* punChallengeLen1908 == 0. 
 

3. (P

iner is represented by AID value == 
SCAID1, of length _goodGSCAID1Len (GSC), or _goodG

_goodCACAID1, of length _goo
 

re) Print "Testing of Assertion 19.8". 
 

4. Remove the connected card from the reader, 
 

5. Make a gscBsiGetChallenge() call to the SPS, using 

C) 
en (GSC) or _goodCACAID1Len (CAC) 

• uszChallenge == NULL 
• punChallengeLen == punChallengeLen1908. 

rification Goal

• hCard == hCard1908 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CA
• unAIDLen == _goodGSCAID1L

 
Ve : 

urns 
• the return code BSI_CARD_REMOVED or the return code 

VICE. 

Verifi

To verify the Expected Results:  
1. The call ret

BSI_NO_CARDSER
 

cation and Reporting Scenario: 
Case 11. : If the gscBsiGetChallenge() call returns the code 

 

ry Mode) 

 
eturns the code 

 
Ca   
BS C

called with the connected card removed returned an incorrect 

" 

BSI_CARD_REMOVED, then: 

Print 
ve"gscBsiGetChallenge() (Discovery Method 1, Disco

called with the connected card removed has been verified. 
Status: Test 19.8 Passed." 

Case 2: If the gscBsiGetChallenge() call r
BSI_NO_CARDSERVICE, then print 

"gscBsiGetChallenge() is not supported. 
Supported." Status: Test 19.8 Not 

se 2: If the gscBsiGetChallenge() call does not return the code
de BSI_NO_CARDSERVICE, then print I_ ARD_REMOVED or the co

"gscBsiGetChallenge() (Discovery Method 1, Discovery Mode) 

code. 
Status: Test 19.8 Failed.
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20. gscBsiSkiInternalAuthenticate()
 
 
Starting State for Each Test

 

: 
1. There exists a BSIAuthenticator array strctAuthenticator2000 with 

one element, the structure BSIAuthenticator2000.  This structure 
has f

• I_AM_PIN 

en. 
 

st f
 
The function is tested using valid parameters (Discovery Method 1). 
 
Instanti

ields 
unAccessMethodType2000 == BS

• unkeyIDOrReference2000 == _keyIDOrReference1 
• uszAuthValue2000 == _goodAuthValue1 
• unAuthValueLen2000 == _goodAuthValue1L

 
Te or Assertion 20.1 

ation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiSkiInternalAuthenticate(). 

laims conformance to the GSC-IS is in a 

re) There exists a target SKI provider module on the connected 
wing properties:  

 has 

 
4. (P )

 
2. (Pre) A card that c

reader, connected with handle hCard2001. 
 

3. (P
card with the follo

• the ACR for the gscBsiSkiInternalAuthenticate() service
the value BSI_ACR_PIN 

• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID2, of length _goodGSCAID2Len (GSC), or 
• _goodCACAID2, of length _goodCACAID2Len (CAC). 

re  Print "Testing of Assertion 20.1". 
 

5. (Pre) Establish an authenticated session with the target SKI 
provider module on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, using  

SCAID2 (GSC) or _goodCACAID2 (CAC) 
2Len 

code 

Ca  
hen print 
ot be established.  Assertion 20.1 of 

 
6. (Pre) Allocate the unsigned long* punCryptogramLen2001 == 0. 

 

 

• hCard == hCard2001 
• uszAID == _goodG
• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID

(CAC) 
 == strctAuthenticator2000 • strctAuthenticator

• unAuthNb == 1. 
 

Case 1: If the gscBsiUtilAcquireContext() call returns the 
BSI_OK, then continue with 6. 
 
se 2: If the gscBsiUtilAcquireContext() call does not return

the code BSI_OK, t
"A session cann
gscBsiSkiInternalAuthenticate() cannot be tested". 

End Test for Assertion 20.1. 
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7. Make a gscBsiSkiInternalAuthenticate() call to the SPS, using 

(CAC) 
• 
• 
• engeLen 

• punCryptogramLen == punCryptogramLen2001. 
 

 returns the 
code BSI_OK, then print 

hod 1, 
Discovery Mode) succeeded." 

 
e 

upported. 
est 20.1 Not Supported." 

.1. 

oes not 

pr
ate() (Discovery Method 1, 

on 20.1. 

8. Allocate the string uszCryptogram2001 with length ==  
punCryptogramLen2001*. 

 
9. Make 

• 
•  or _goodCACAID2 (CAC) 

CAC) 

01 

 
Verifi

• hCard == hCard2001 
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID2Len 

ucAlgoID == _goodAlgoID1 
uszChallenge == _goodChallenge 
unChallengeLen == _goodChall

• uszCryptogram == NULL 

Case 1: If the gscBsiSkiInternalAuthenticate() call

"gscBsiSkiInternalAuthenticate() (Discovery Met

Continue with 8. 

Case 2: If the gscBsiSkiInternalAuthenticate() call returns th
code BSI_NO_CARDSERVICE, then print 

"gscBsiSkiInternalAuthenticate() is not s
Status: T

End Test for Assertion 20
 

Case 3: If the gscBsiSkiInternalAuthenticate() call d
return the code BSI_OK or the code BSI_NO_CARDSERVICE, then 
int 
"gscBsiSkiInternalAuthentic
Discovery Mode) did not return the code BSI_OK. 
Status: Test 20.1 Failed." 

End Test for Asserti
 

a gscBsiSkiInternalAuthenticate() call to the SPS, using 
hCard == hCard2001 
uszAID == _goodGSCAID2 (GSC)

• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID2Len (
• ucAlgoID == _goodAlgoID1 
• uszChallenge == _goodChallenge 

Len • unChallengeLen == _goodChallenge
• uszCryptogram == uszCryptogram20
• punCryptogramLen == punCryptogramLen2001. 

cation Goal: 
y the Expected Results:  To verif

1. Th
 the return code BSI_NO_CARDSERVICE. 

is BSI_OK, than uszCryptogram2001 == a string 
etric key cryptogram returned from the 

e call returns 
• the return code BSI_OK or

 
2. If the return code 

containing the symm
connected card. 

 
rform this verification by inspection. Pe

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiSkiInternalAuthenticate() call returns the 
code BSI_OK, then manually inspect uszCryptogram2001: 
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Case 1.1: If uszCryptogram2001 contains a valid symmetric key 
cryptogram, then print 

nal 
alled with valid parameters has been verified. 
: Test 20.1 Passed." 

"gscBsiSkiInternalAuthenticate() (Discovery Method 1, Final 

 
Ca  urns the 
code BSI_NO_CARDSERVICE, then print 

 
Ca  does not 
return the code BSI_OK or the code BSI_NO_CARDSERVICE, then print 

l 
ode. 

Tes
 
The function is tested using valid parameters (Discovery Method 2). 
 
Instanti i

"gscBsiSkiInternalAuthenticate() (Discovery Method 1, Fi
Mode) c
Status
 

Case 1.2: If uszCryptogram2001 does not contain a valid 
symmetric key cryptogram, then print 

Mode) called with valid parameters has not been verified. 
Status: Test 20.1 Failed." 

se 2: If the gscBsiSkiInternalAuthenticate() call ret

"gscBsiSkiInternalAuthenticate() is not supported. 
Status: Test 20.1 Not Supported." 

se 3: If the gscBsiSkiInternalAuthenticate() call 

"gscBsiSkiInternalAuthenticate() (Discovery Method 1, Fina
Mode) called with valid parameters returned an incorrect c
Status: Test 20.1 Failed." 

 
 

t for sA sertion 20.2 

at on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

onformance to the GSC-IS is in a 

 
3. (Pre) There exists a target SKI provider module on the connected 

e has 

e PIN is _PIN 

en (GSC), or 
th _goodCACAID2Len (CAC). 

 
4. (Pre) Print "Testing of Assertion 20.2

gscBsiSkiInternalAuthenticate(). 
 

2. (Pre) A card that claims c
reader, connected with handle hCard2002. 

card with the following properties:  
e ACR for the gscBsiSkiIn• th ternalAuthenticate() servic

the value BSI_ACR_PIN 
• the value of th
• the container is represented by AID value == 

• _goodGSCAID2, of length _goodGSCAID2L
• _goodCACAID2, of leng

". 
 

5. (Pre) Establish an authenticated session with the target SKI 
pro

 
  

odCACAID2 (CAC) 
GSC) or _goodCACAID2Len 

vider module on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, using
• hCard == hCard2002 
• 
• unAIDLen == _goodGSCAID2Len (

uszAID == _goodGSCAID2 (GSC) or _go

(CAC) 
• strctAuthenticator == strctAuthenticator2000 
• unAuthNb == 1. 
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code 

. 

 then print 

for Assertion 20.2. 
 

  0. 
 

7. ptogramLen2002 == 0. 

en (CAC) 
• 

ll returns the 

, 
d." 

o
 

the gscBsiSkiInternalAuthenticate() call returns the 
then print 
nticate() is not supported. 

 
nalAuthenticate() call does not 

lAuthenticate() (Discovery Method 2, 

S ." 
t for Assertion 20.2. 

 
9. Re-

pun
 
10. sing 

ACAID2 (CAC) 
goodCACAID2Len (CAC) 

• punCryptogramLen == punCryptogramLen2002. 

Case 1: If the gscBsiUtilAcquireContext() call returns the 
BSI_OK, then continue with 6
 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code BSI_OK,

"A session cannot be established.  Assertion 20.2 of 
gscBsiSkiInternalAuthenticate() cannot be tested". 

End Test 

6. (Pre) Allocate the string uszCryptogram2002 with length ==

(Pre) Allocate the unsigned long* punCry
 

8. Make a gscBsiSkiInternalAuthenticate() call to the SPS, using 
• hCard == hCard2002 
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 

2L• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID
ucAlgoID == _goodAlgoID1 

• uszChallenge == _goodChallenge 
• unChallengeLen == _goodChallengeLen 
• uszCryptogram == uszCryptogram2002 
• punCryptogramLen == punCryptogramLen2002. 

 
Case 1: If the gscBsiSkiInternalAuthenticate() ca
code BSI_INSUFFICIENT_BUFFER, then print 

nticate() (Discovery Method 2"gscBsiSkiInternalAuthe
edeDiscovery Mode) succe

C ntinue with 9. 

Case 2: If 
code BSI_NO_CARDSERVICE, 

ernalAuthe"gscBsiSkiInt
Status: Test 20.2 Not Supported." 

End Test for Assertion 20.2 

Case 3: If the gscBsiSkiInter
return the code BSI_INSUFFICIENT_BUFFER or the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiSkiInterna
Discovery Mode) did not return the code 
BSI_INSUFFICIENT_BUFFER. 
tatus: Test 20.2 Failed

End Tes

allocate the string uszCryptogram2002 with length == 
CryptogramLen2002*. 

 Make a gscBsiSkiInternalAuthenticate() call to the SPS, u
• hCard == hCard2002 
• uszAID == _goodGSCAID2 (GSC) or _goodC

) or _• unAIDLen == _goodGSCAID2Len (GSC
• ucAlgoID == _goodAlgoID1 
• uszChallenge == _goodChallenge 
• unChallengeLen == _goodChallengeLen 
• uszCryptogram == uszCryptogram2002 
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Verification Goal: 
To verif

1. The call returns 
e BSI_OK or the return code BSI_NO_CARDSERVICE. 

rd.
 

 
Verifi

y the Expected Results:  

• the return cod
 

2. If the return code is BSI_OK, then uszCryptogram2002 == a string 
containing the symmetric key cryptogram returned from the 
connected ca  

Perform this verification by inspection. 

cation and Reporting Scenario: 
Case 1: If the gscBsiSkiInternalAuthenticate() call returns the 1. 

ey 

 contain a symmetric key 

 verified. 

 
Ca  
co  

St

I_OK or the code BSI_NO_CARDSERVICE, then print 
inal 
t code. 

St d." 

Tes

e func  tested using a bad handle (Discovery Method 1, 
Discover
 
Instantiati

code BSI_OK, then manually inspect uszCryptogram2002: 
 
Case 1.1: If uszCryptogram2002 contains a symmetric k
cryptogram, then print 

"gscBsiSkiInternalAuthenticate() (Discovery Method 2, Final 
Mode) called with valid parameters has been verified. 
Status: Test 20.2 Passed." 
 

Case 1.2: If uszCryptogram2002 does not
cryptogram, then print 

"gscBsiSkiInternalAuthenticate() (Discovery Method 2, Final 
Mode) called with valid parameters has not been

iled." Status: Test 20.2 Fa

se 2: If the gscBsiSkiInternalAuthenticate() call returns the 
hen print de BSI_NO_CARDSERVICE, t

"gscBsiSkiInternalAuthenticate() is not supported. 
atus: Test 20.2 Not Supported." 

 
Case 3: If the gscBsiSkiInternalAuthenticate() call does not 
return the code BS

gs" cBsiSkiInternalAuthenticate() (Discovery Method 2, F
Mode) called with valid parameters returned an incorrec
atus: Test 20.2 Faile

 
 

t for Assertion 20.3 
 
Th tion is

y Mode). 

on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

re

3. 

has 
the value BSI_ACR_PIN 

• the value of the PIN is _PIN 

gscBsiSkiInternalAuthenticate(). 

ader, connected with handle hCard2003. 
 

(Pre) There exists a target SKI provider module on the connected 
card with the following properties:  

• the ACR for the gscBsiSkiInternalAuthenticate() service 
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• the container is represented by AID value == 
• _goodGSCAID2, of length _goodGSCAID2Len (GSC), or 
• _goodCACAID2, of length _goodCACAID2Len (CAC). 

 
4. (Pre) Print "Testing of Assertion 20.3". 

 
5. (Pre) Establish an authenticated session with the target SKI 

provider module on the card: 
 

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == hCard2003 
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID2Len 

(CAC) 
• strctAuthenticator == strctAuthenticator2000 
• unAuthNb == 1. 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the code 
BSI_OK, then continue with 6. 
 
Case 2: If e gscBsiUtilAcquireContext() call does not return 
the code BSI_OK, then print 

"A session cannot be established.  Assertion 20.3 of 
gscBsiSkiInternalAuthenticate() cannot be tested". 

End Test for Assertion 20.3. 
 

6. (Pre) Allocate the unsigned long* punCryptogramLen2003 == 0. 
 

7. Make a gscBsiSkiInternalAuthenticate() call to the SPS, using 
• hCard /= hCard2003 
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID2Len (CAC) 
• ucAlgoID == _goodAlgoID1 
• uszChallenge == _goodChallenge 
• unChallengeLen == _goodChallengeLen 
• uszCryptogram == NULL 
• punCryptogramLen == punCryptogramLen2003. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_BAD_HANDLE or the return code 

BSI_NO_CARDSERVICE. 
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiSkiInternalAuthenticate() call returns the 
code BSI_BAD_HANDLE, then: 

 
Perform test for Assertion 9.20.3.1 using 

• hCard == hCard2003. 
 
Print 

"gscBsiSkiInternalAuthenticate() (Discovery Method 1, 
Discovery Mode) called with a bad handle has been verified. 
Status: Test 20.3 Passed." 
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Case 2: If the gscBsiSkiInternalAuthent
code BSI_NO_CARDSERVICE, then print 

icate() call returns the 

"gscBsiSkiInternalAuthenticate() is not supported. 
Supported." 

od 1, Discovery 
rect code. 

 

M

Status: Test 20.3 Not 
 

Case 3: If the gscBsiSkiInternalAuthenticate() call does not 
return the code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, 
th  en print 

"gscBsiSkiInternalAuthenticate() (Discovery Meth
 an incorMode) called with a bad handle returned

Status: Test 20.3 Failed." 

 
Test for Assertion 20.4 
 
The function is tested using a bad handle (Discovery Method 1, Final 
ode). 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of
gscBsiSkiInternalAuthenticate().

 
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard2004. 

 

 

 

 
3. (Pre) There exists a target SKI provider module on the connected

c ra d with the following properties:  
• the ACR for the gscBsiSkiInternalAuthenticate() service has 

the value BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID2, of length _goodGSCAID2Len (GSC), or 
• _goodCACAID2, of length _goodCACAID2Len (CAC). 

4. (Pre) Print "Testing of Assertion 20.4". 

 
 

 

 
5. (Pre) Establish an authenticated session with the target SKI

provider module on the card:
 

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == hCard2004 
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID2Len 

(CAC) 
• strctAuthenticator == strctAuthenticator2000 
• unAuthNb == 1. 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the code 
BSI_OK, then continue with 6. 
 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code BSI_OK, then print 

"A session cannot be established.  Assertion 20.4 of 
gscBsiSkiInternalAuthenticate() cannot be tested". 

End Test for Assertion 20.4. 
 

6. (Pre) Allocate the unsigned long* punCryptogramLen2004 == 0.
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7. Make a gscBsiSkiInternalAuthenticate() call to the SPS, using 

 

• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID2Len (CAC) 

 

• hCard == hCard2004 
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID2Len (CAC) 
• ucAlgoID == _goodAlgoID1 
• uszChallenge == _goodChallenge 
• unChallengeLen == _goodChallengeLen 
• uszCryptogram == NULL 
• punCryptogramLen == punCryptogramLen2004. 

 
Case 1: If the gscBsiSkiInternalAuthenticate() call returns the 
code BSI_INSUFFICIENT_BUFFER, then print 

"gscBsiSkiInternalAuthenticate() (Discovery Method 2, 
Discovery Mode) succeeded." 

Continue with 8. 
 

Case 2: If the gscBsiSkiInternalAuthenticate() call returns the 
code BSI_NO_CARDSERVICE, then print 

"gscBsiSkiInternalAuthenticate() is not supported. 
Status: Test 20.4 Not Supported." 

End Test for Assertion 20.4. 
 

Case 3: If the gscBsiSkiInternalAuthenticate() call does not 
return the code BSI_INSUFFICIENT_BUFFER or the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiSkiInternalAuthenticate() (Discovery Method 2, 
Discovery Mode) did not return the code 
BSI_INSUFFICIENT_BUFFER. 
Status: Test 20.4 Failed." 

End Test for Assertion 20.4. 
 

8. Allocate the stringuszCryptogram2004 with length == 
punCryptogram2004*. 

 
9. Mak alAuthenticate() call to the SPS, usinge a gscBsiSkiIntern

• hCard /= hCard2004 
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 

• ucAlgoID == _goodAlgoID1 
• uszChallenge == _goodChallenge 
• unChallengeLen == _goodChallengeLen 
• uszCryptogram == uszCryptogram2004 
• punCryptogramLen == punCryptogramLen2004. 

Verification Goal: 
To verify the Expected Results:  

1. The call returns 
 • the return code BSI_BAD_HANDLE or the return code 
BSI_NO_CARDSERVICE. 

 
Verification and Reporting Scenario: 

Case 1: If the gscBsiSkiInternalAuthenticate() call returns
code BSI_BAD_HAND

1.  the 
LE, then: 

.1 using 
• hCard == hCard2004. 

 
Perform test for Assertion 9.20.4
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Print 

"gscBsiSkiInternalAuthenticate() (Discovery Method 1, Final 

 
Cas
code 

"gscBsiSkiInternalAuthenticate() is not supported. 

 
Ca cate() call does not 
retur
then 

"gscBsiSkiInternalAuthenticate() (Discovery Method 1, Final 

 
 
Test for

The function is tested with another application having established a 
transa
 
Until we
applications, I don't think we need to worry about this assertion. 

Discovery Mode). 

Ins i

Mode) called with a bad handle has been verified. 
Status: Test 20.4 Passed." 

e 2: If the gscBsiSkiInternalAuthenticate() call returns the 
_CARDSERVICE, then print BSI_NO

Status: Test 20.4 Not Supported." 

se 3: If the gscBsiSkiInternalAuthenti
n the code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, 
print 

Mode) called with a bad handle returned an incorrect code. 
Status: Test 20.4 Failed." 

 Assertion 20.5 
 

ction lock (Discovery Method 1, Discovery Mode). 

 encounter implementations that allow multiple simultaneous 

 
 
Test for Assertion 20.6 
 
The function is tested using a bad AID value (Discovery Method 1, 

 
tant ation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiSkiInternalAuthenticate(). 
 

reader, connected with AID hCard2006. 
 

ca  
• 

• 

P e connected card with 
I

ACAIDLen (CAC). 
 

5. (P

2. (Pre) A card that claims conformance to the GSC-IS is in a 

3. (Pre) There exists a target SKI provider module on the connected 
rd with the following properties:  

the ACR for the gscBsiSkiInternalAuthenticate() service has 
the value BSI_ACR_PIN 

• the value of the PIN is _PIN 
the container is represented by AID value == 

or • _goodGSCAID2, of length _goodGSCAID2Len (GSC), 
• _goodCACAID2, of length _goodCACAID2Len (CAC). 

 
4. ( re) There does not exist a container on th

A D value  == 
• _badGSCAID, of length _badGSCAIDLen (GSC), or 
• _badCACAID, of length _badC

re) i rtion 20.6Pr nt "Testing of Asse ". 
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6. (Pre) 
provider module on the card: 

 
Make a gscBsiUtilAcquireContext() call to the SPS, using  

en (GSC) or _goodCACAID2Len 

 
Ca  the code 

the code BSI_OK, then print 

gscBsiSkiInternalAuthenticate() cannot be tested". 

 
7. (Pre) Allocate the unsigned long* punCryptogramLen2006 == 0. 

 
8. Ma  

AID (CAC) 
adCACAIDLen (CAC) 

 
Verifica

Establish an authenticated session with the target SKI 

• hCard == hCard2006 
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• unAIDLen == _goodGSCAID2L

(CAC) 
• strctAuthenticator == strctAuthenticator2000 
• unAuthNb == 1. 

se 1: If the gscBsiUtilAcquireContext() call returns
BSI_OK, then continue with 8. 
 
Case 2: If the gscBsiUtilAcquireContext() call does not return 

"A session cannot be established.  Assertion 20.6 of 

End Test for Assertion 20.6. 

ke a gscBsiSkiInternalAuthenticate() call to the SPS, using 
• hCard == hCard2006 
• uszAID == _badGSCAID (GSC) or _badCAC

_b• unAIDLen == _badGSCAIDLen (GSC) or 
• ucAlgoID == _goodAlgoID1 
• uszChallenge == _goodChallenge 
• unChallengeLen == _goodChallengeLen 
• uszCryptogram == NULL 
• punCryptogramLen == punCryptogramLen2006. 

tion Goal: 
y the Expected ResTo verif ults:  

1. Th

 
Verifica

e call returns 
• the return code BSI_BAD_AID or the return code 

 BSI_NO_CARDSERVICE.

tion and Reporting Scenario:
se 1: If the gscBsiSkiInterna

 
1. Ca lAuthenticate() call returns the 

co
 

 
Pr

te() (Discovery Method 1, 
a bad AID value has been 

 
Ca ternalAuthenticate() call returns the 

 

de BSI_BAD_AID, then: 

Perform test for Assertion 9.20.6.1 using 
• hCard == hCard2006. 

int 
"gscBsiSkiInternalAuthentica

 Discovery Mode) called with
verified. 
Status: Test 20.6 Passed." 

se 2: If the gscBsiSkiIn
code BSI_NO_CARDSERVICE, then print 

gs enticate() is not supported. " cBsiSkiInternalAuth
Status: Test 20.6 Not Supported." 
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Ca  lAuthenticate() call does not 
return the code BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then 
pr t

very Method 1, Discovery 
 incorrect code. 

t

 
e funct o
s

 
Instan

se 3: If the gscBsiSkiInterna

in  
o"gscBsiSkiInternalAuthenticate() (Disc

Mode) called with a bad AID value returned an
S atus: Test 20.6 Failed." 

 
 
Tes  t for Assertion 20.7

Th
Di

i n is tested using a bad AID length (Discovery Method 1, 
covery Mode). 

tiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

 
ance to the GSC-IS is in a 

reader, connected with PARAM hCard2007. 
 

3. (Pre) There exists a target SKI provider module on the connected 
ca

e has 

• 
• 

_goodGSCAID2Len (GSC), or 

 
4. (P

gscBsiSkiInternalAuthenticate(). 

2. (Pre) A card that claims conform

rd with the following properties:  
• the ACR for the gscBsiSkiInternalAuthenticate() servic

the value BSI_ACR_PIN 
the value of the PIN is _PIN 

d by AID value == the container is represente
• _goodGSCAID2, of length 
• _goodCACAID2, of length _goodCACAID2Len (CAC). 

re) Print "Testing of Assertion 20.7". 

 session with the target SKI 
 

5. (Pre)
provi

 

CAC) 
GSC) or _goodCACAID2Len 

 

. 
 

scBsiUtilAcquireContext() call does not return 
 then print 

for Assertion 20.7. 

== 0. 
 

7. Make a gscBsiSkiInternalAuthenticate() call to the SPS, using 

 Establish an authenticated
der module on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == hCard2007 

 or _goodCACAID2 (• uszAID == _goodGSCAID2 (GSC)
• unAIDLen == _goodGSCAID2Len (

(CAC) 
• strctAuthenticator == strctAuthenticator2000 
• unAuthNb == 1. 

quireContext() call returns the code Case 1: If the gscBsiUtilAc
BSI_OK, then continue with 7

Case 2: If the g
the code BSI_OK,

"A session cannot be established.  Assertion 20.7 of 
gscBsiSkiInternalAuthenticate() cannot be tested". 

End Test 
 

6. (Pre) Allocate the unsigned long* punCryptogramLen2007 

• hCard == hCard2007 
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• unAIDLen == _badAIDLen 
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• ucAlgoID == _goodAlgoID1 

en 

• 
 
Verifica o

• uszChallenge == _goodChallenge 
• unChallengeLen == _goodChallengeL
• uszCryptogram == NULL 

punCryptogramLen == punCryptogramLen2007. 

ti n Goal: 
h ETo verify t

1. The ca
• t

r

e xpected Results:  
ll returns 
he return code BSI_BAD_PARAM or the return code 
BSI_NO_CARDSERVICE. 

 
Ve ification and Reporting Scenario: 

1. Case 1: If the gscBsiSkiInternalAuthenticate() call returns th
code BSI_BAD_PARAM, then: 

e 

 

 
Print 

"gscBsiSkiInternalAuthenticate() (Discovery Method 1, 
Discovery Mode) called with a bad AID length has been 
v

 
Ca uthenticate() call returns the 
co

 
Ca not 
return the code BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, 

very 
e. 

 
 
Test for s
 
The function is tested using a bad challenge length parameter 
(Discove  
 
Instanti i

Perform test for Assertion 9.20.7.1 using 
• hCard == hCard2007. 

erified. 
Status: Test 20.7 Passed." 

 2: If the gscBsiSkiInternalAse
de BSI_NO_CARDSERVICE, then print 
"gscBsiSkiInternalAuthenticate() is not supported. 
Status: Test 20.7 Not Supported." 

Authenticate() call does se 3: If the gscBsiSkiInternal

then print 
"gscBsiSkiInternalAuthenticate() (Discovery Method 1, Disco
Mode) called with a bad AID length returned an incorrect cod

ed." Status: Test 20.7 Fail

 A sertion 20.8 

ry Method 1, Discovery Mode). 

at on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiSkiInternalAuthenticate(). 

claims conformance to the GSC-IS is in a 
re e

 
3. (Pre) There exists a target SKI provider module on the connected 

es:  

e == 
Len (GSC), or 

 
2. (Pre) A card that 

ad r, connected with handle hCard2008. 

card with the following properti
• the ACR for the gscBsiSkiInternalAuthenticate() service has 

the value BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID valu

th _goodGSCAID2• _goodGSCAID2, of leng
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• _goodCACAID2, of length _goodCACAID2Len (CAC). 
 

4. (Pre) Print "Testing of Assertion 20.8". 
 

5. (Pre) Establish an authenticated session with the target SKI 

 
using  

or _goodCACAID2 (CAC) 

 
ode 

. 
 

 then print 
"A session cannot be established.  Assertion 20.8 of 

End Test for Assertion 20.8. 
 

unsigned long* punCryptogramLen2008 == 0. 
 

7. Make a gscBsiSkiInternalAuthenticate() call to the SPS, using 
• hCard == hCard2008 

oodCACAID2Len (CAC) 
• ucAlgoID == _goodAlgoID1 

• 
 
Verifica o

provider module on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, 
hCard == hCard2008 • 

• uszAID == _goodGSCAID2 (GSC) 
• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID2Len 

(CAC) 
• strctAuthenticator == strctAuthenticator2000 
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcquireContext() call returns the c
BSI_OK, then continue with 6

Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code BSI_OK,

gscBsiSkiInternalAuthenticate() cannot be tested". 

6. (Pre) Allocate the 

• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• unAIDLen == _goodGSCAID2Len (GSC) or _g

• uszChallenge == _goodChallenge 
• unChallengeLen == _badChallengeLen 
• uszCryptogram == NULL 

punCryptogram == punCryptogram2008. 

ti n Goal: 
h ETo verify t

1. The ca
• t

r a

e xpected Results:  
ll returns 
he return code BSI_BAD_PARAM or the return code 
BSI_NO_CARDSERVICE. 

 
Ve ific tion and Reporting Scenario: 

1. C se 1: If the gscBsiSkiInternalAuthenticate() call returns the 
de BSI_BAD_PARAM, then: 
a
co

 

 
Print 

"gscBsiSkiInternalAuthenticate() (Discovery Method 1, 
Discovery Mode) called with a bad challenge length parameter 
h

 
Ca uthenticate() call returns the 
code BSI_NO_CARDSERVICE, then print 

Perform test for Assertion 9.20.8.1 using 
• hCard == hCard2008. 

as been verified. 
Status: Test 20.8 Passed." 

 2: If the gscBsiSkiInternalAse
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"gscBsiSkiInternalAuthenticate() is not supported. 
Status: Test 20.8 Not Supported." 

 
Case ot 
return the code BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, 
then print 

ry 

ed." 
 
 
Test for s
 
The function is tested using a bad cryptographic algorithm identifier 
(Discove  
 
stanti i

3: If the gscBsiSkiInternalAuthenticate() call does n

"gscBsiSkiInternalAuthenticate() (Discovery Method 1, Discove
Mode) called with a bad challenge length parameter returned an 
incorrect code. 
Status: Test 20.8 Fail

 A sertion 20.9 

ry Method 1, Discovery Mode). 

In at on Scenario: 
1. (P

gs
 

2. (Pre)
reader, connected with handle hCard2009. 

3. (P
ca

ice has 

d by AID value == 

 
4. (P

re) Construct the Starting State for the testing of 
cBsiSkiInternalAuthenticate(). 

 A card that claims conformance to the GSC-IS is in a 

 
re) There exists a target SKI provider module on the connected 
rd with the following properties:  
• the ACR for the gscBsiSkiInternalAuthenticate() serv

the value BSI_ACR_PIN 
N • the value of the PIN is _PI

• the container is represente
• _goodGSCAID2, of length _goodGSCAID2Len (GSC), or 
• _goodCACAID2, of length _goodCACAID2Len (CAC). 

re) Print "Testing of Assertion 20.9". 
 

5. (Pre) Establish an authenticated session with the target SKI 
provi

 
t() call to the SPS, using  

CAC) 
oodGSCAID2Len (GSC) or _goodCACAID2Len 

 
e 

. 

() call does not return 

n 20.9 of 
ested". 

r Assertion 20.9. 

long* punCryptogramLen2009 == 0. 
 

der module on the card: 

Make a gscBsiUtilAcquireContex
• hCard == hCard2009 
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (
• unAIDLen == _g

(CAC) 
• strctAuthenticator == strctAuthenticator2000 
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcquireContext() call returns the cod
BSI_OK, then continue with 7
 
Case 2: If the gscBsiUtilAcquireContext
the code BSI_OK, then print 

"A session cannot be established.  Assertio
gscBsiSkiInternalAuthenticate() cannot be t

End Test fo
 

e unsigned 6. (Pre) Allocate th
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7. Make a gscBsiSkiInternalAuthenticate() call to the SPS, using 
• 
• 

 (GSC) or _goodCACAID2Len (CAC) 

 
Verification Goal

hCard == hCard2009 
uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 

• unAIDLen == _goodGSCAID2Len
• ucAlgoID == _goodAlgoID2 
• uszChallenge == _goodChallenge 
• unChallengeLen == _goodChallengeLen 
• uszCryptogram == NULL 
• punCryptogramLen == punCryptogramLen2009. 

: 
To verify

1. The c
•  

Verifi

 the Expected Results:  
all returns 

_ID or the return codethe return code BSI_BAD_ALGO
 BSI_NO_CARDSERVICE.

cation and Reporting Scenario
 

: 
Ca1. turns the 
co

 

Status

return the code BSI_BAD_ALGO_ID or the code BSI_NO_CARDSERVICE, 

alAuthenticate() (Discovery Method 1, Discovery 

 

 
e fu card (Discovery Method 1, 
s

 
stan

se 1: If the gscBsiSkiInternalAuthenticate() call re
de BSI_BAD_ALGO_ID, then: 

 
Perform test for Assertion 9.20.9.1 using 

• hCard == hCard2009. 
 
Print 

"gscBsiSkiInternalAuthenticate() (Discovery Method 1, 
th a bad cryptographic algorithmDiscovery Mode) called wi

identifier has been verified. 
: Test 20.9 Passed." 

 
Case 2: If the gscBsiSkiInternalAuthenticate() call returns the 
code BSI_NO_CARDSERVICE, then print 

"gscBsiSkiInternalAuthenticate() is not supported. 
Status: Test 20.9 Not Supported." 

 
Case 3: If the gscBsiSkiInternalAuthenticate() call does not 

then print 
"gscBsiSkiIntern
Mode) called with a bad cryptographic algorithm identifier 
returned an incorrect code. 
Status: Test 20.9 Failed." 

 
Test for Assertion 20.10 

nction is tested using a removed Th
Di covery Mode). 

tiation ScenarioIn : 
1. (Pre) Construct the Starting State for the testing of 

gscBsiSkiInternalAuthenticate(). 
 

2. (Pre)
reader, connected with handle hCard2010. 

 
3. (Pre) There exists a target SKI provider module on the connected 

card w

 A card that claims conformance to the GSC-IS is in a 

ith the following properties:  
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• the ACR for the gscBsiSkiInternalAuthenticate() service has 

C), or 
C). 

 

the value BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID2, of length _goodGSCAID2Len (GS
(CA• _goodCACAID2, of length _goodCACAID2Len 

4. (Pre) Print "Testing of Assertion 20.10". 
 

5. (Pre) Establish an authenticated session with the target SKI 
provider module on the card: 

 
Make a gscBsiUtilAcquireContext() call to the SPS, using  

• hCard == hCard2010 
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• unAIDLen == _goodGSCAID2Len (GSC) or _goodCACAID2Len 

(CAC) 
• strctAuthenticator == strctAuthenticator2000 
• unAuthNb == 1. 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the code 
BSI_OK, then continue with 6. 
 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code BSI_OK, then print 

"A session cannot be established.  Assertion 20.10 of 
gscBsiSkiInternalAuthenticate() cannot be tested". 

End Test for Assertion 20.10. 
 

6. (Pre) Allocate the unsigned long* punCryptogramLen2010 == 0. 
 

7. (Pre) Remove the connected card from the reader. 
 

8. Make a gscBsiSkiInternalAuthenticate() call to the SPS, using 

) or _goodCACAID2Len (CAC) 

ChallengeLen 
• uszCryptogram == NULL 

• hCard == hCard2010 
SC) or _goodCACAID2 (CAC) • uszAID == _goodGSCAID2 (G

• unAIDLen == _goodGSCAID2Len (GSC
• ucAlgoID == _goodAlgoID1 

hallenge • uszChallenge == _goodC
• unChallengeLen == _good

• punCryptogramLen == punCryptogramLen2010. 
 
Verification Goal: 
To verify the Expected Results:  

1. Th c
• ARD_REMOVED or the return code 

 

Ver

e all returns 
the return code BSI_C
BSI_NO_CARDSERVICE.

 
ification and Reporting Scenario: 

Case 1: If the gscBsiSkiI1. nternalAuthenticate() call returns the 
code BSI_CARD_REMOVED, then print 

 Method 1, Discovery 

at : Test 20.10 Passed." 
 

"gscBsiSkiInternalAuthenticate() (Discovery
Mode) called with the connected card removed has been verified. 
St us
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Case the 
code 

"gscBsiSkiInternalAuthenticate() is not supported. 
St ed." 

he code BSI_NO_CARDSERVICE, 
th

iscovery Method 1, Discovery 

 
 
Test for
 
e function is tested without fulfilling the applicable ACR (Discovery 

. 

2: If the gscBsiSkiInternalAuthenticate() call returns 
BSI_NO_CARDSERVICE, then print 

atus: Test 20.10 Not Support
 

Case 3: If the gscBsiSkiInternalAuthenticate() call does not 
return the code BSI_CARD_REMOVED or t
en prin
"gscBsiSkiInternalAuthenticate() (D

t 

Mode) called with the connected card removed returned an 
incorrect code. 
Status: Test 20.10 Failed." 

 Assertion 20.11 

Th
Method 1, Discovery Mode)
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiSkiInternalAuthenticate(). 

laims conformance to the GSC-IS is in a 

3. (Pre) There exists a target SKI provider module on the connected 

 has 
the value BSI_ACR_PIN 

 
4. (P )

 
2. (Pre) A card that c

reader, connected with handle hCard2011. 
 

card with the following properties:  
• the ACR for the gscBsiSkiInternalAuthenticate() service

• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID2, of length _goodGSCAID2Len (GSC), or 
• _goodCACAID2, of length _goodCACAID2Len (CAC). 

re  Print "Testing of Assertion 20.11". 
 

5. (Pre) Ensure that there is no authenticated session with the 
target

to the SPS, using  

ID2Len (GSC) or _goodCACAID2Len 

 
6. (Pre) Allocate the unsigned long* punCryptogramLen2011 == 0. 

 
7. Make a gscBsiSkiInternalAuthenticate() call to the SPS, using 

• h
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 

engeLen 
uszCryptogram == NULL 

• punCryptogramLen == punCryptogramLen2011. 

 container: 
 

Make a gscBsiUtilReleaseContext() call 
• hCard == hCard2011 
• uszAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• unAIDLen == _goodGSCA

(CAC). 

Card == hCard2011 

• ucAlgoID == _goodAlgoID1 
• uszChallenge == _goodChallenge 
 unChallengeLen == _goodChall•
• 
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Verification Goal: 
To verify t

1. The c
DENIED or the return code 

BSI_NO_CARDSERVICE.
 
r

he Expected Results:  
all returns 

• the return code BSI_ACCESS_
 

Ve ification and Reporting Scenario:
1. Case 1: If the gscBsiSkiInternalAuthenticate() call returns the

 
 

code BSI_ACCESS_DENIED, then: 
 

covery Method 1, 
he applicable ACR 

est 20.11 Passed." 

rnalAuthenticate() call returns the 

St Supported." 

 

ble ACR returned an 
nc

: Test 20.11 Failed." 

Perform test for Assertion 9.20.11.1 using 
• hCard == hCard2011. 

 
Print 

enticate() (Dis"gscBsiSkiInternalAuth
Discovery Mode) called without fulfilling t
has been verified. 
Status: T

 
cBsiSkiInteCase 2: If the gs

code BSI_NO_CARDSERVICE, then print 
"gscBsiSkiInternalAuthenticate() is not supported. 
atus: Test 20.11 Not 

 
: If the gscBsiSkiInternalCase 3 Authenticate() call does not 

return the code BSI_ACCESS_DENIED or the code BSI_NO_CARDSERVICE,
then print 

"gscBsiSkiInternalAuthenticate() (Discovery Method 1, Discovery 
Mode lling the applica) called without fulfi

orrect code. i
Status
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21

Sta

. gscBsiPkiCompute() 
 
 

rting State for Each Test: 
1. There exists a BSIAuthenticator array strctAuthenticator2100 with 

Value1 
hValue1Len. 

 
 
Test for Ass
 
The function is tested using valid parameters (Discovery Method 1). 

s

one element, the structure BSIAuthenticator2100.  This structure 
has fields 

• unAccessMethodType2100 == BSI_AM_PIN 
• unkeyIDOrReference2100 == _keyIDOrReference1 

uszAuthValue2100 == _go• odAuth
• unAuthValueLen2100 == _goodAut

ertion 21.1 

 
In tantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiPkiCompute(). 

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader
 

3. (Pre) There exists a target PKI provider module on the connected 
card w

• the ACR for the gscBsiPkiCompute() service has the value 

 
4. (Pr

, connected with handle hCard2101. 

ith the following properties:  

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID value == 

_goodGSCAID1, of length _goodGSCAID1Len (GSC), or • 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

e) Print "Testing of Assertion 21.1". 
 

5. (Pre) Establish an authenticated session with the target PKI 
provider module on the card: 

1Len 
(CAC) 

strctAuthenticator2100 

 
t() call returns the code 

nt 
tablished.  Assertion 21.1 of 

 
6. (Pre) Allocate the unsigned long* punResultLen2101 == 0. 

 

 
Make a gscBsiUtilAcquireContext() call to the SPS, using  

• hCard == hCard2101 
SCAID1 (GSC) or _goodCACAID1 (CAC) • uszAID == _goodG

• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID

• strctAuthenticator == 
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcquireContex
BSI_OK, then continue with 6. 
 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code BSI_OK, then pri

"A session cannot be es
gscBsiPkiCompute() cannot be tested". 

End Test for Assertion 21.1. 
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7. Make a gscBsiPkiCompute() call to the SPS, using 
• hCard == hCard2101 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

odCACAID1Len (CAC) 
• ucAlgoID == _goodAlgoID2 
• uszMessage == _goodMessage 

ssageLen == _goodMessageLen 
• 
• 

 
Ca e() call returns the code BSI_OK, 

 
Case 2: If the gscBsiPkiCompute() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiPkiCompute() is not supported. 
Status: Test 21.1 Not Supported." 

 
 

RDSERVICE, then print 
"gscBsiPkiCompute() (Discovery Method 1, Discovery Mode) 
returned an incorrect code. 
Status: Test 21.1 Failed." 

End Test for Assertion 21.1. 
 

8. Allocate the string uszResult2101 with length ==  
punResultLen2101*. 

AC) 

 
Verifica o

• unAIDLen == _goodGSCAID1Len (GSC) or _go

• unMe
uszResult == NULL 
punResultLen == punResultLen2101. 

se 1: If the gscBsiPkiComput
then print 

"gscBsiPkiCompute() (Discovery Method 1, Discovery Mode) 
succeeded." 

Continue with 8. 

End Test for Assertion 21.1. 

Case 3: If the gscBsiPkiCompute() call does not return the code
BSI_OK or the code BSI_NO_CA

 
9. Make a gscBsiPkiCompute() call to the SPS, using 

• hCard == hCard2101 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (C
• ucAlgoID == _goodAlgoID2 
• uszMessage == _goodMessage 
• unMessageLen == _goodMessageLen 
• uszResult == uszResult2101 
• punResultLen == punResultLen2101. 

ti n Goal: 
To verif t

1. The c
• the return code BSI_OK or the return code BSI_NO_CARDSERVICE. 

 
lt2101 == a string 
 connected card. 

Per
 
Veri ica

y he Expected Results:  
a  ll returns 

2. If the return code is BSI_OK, then uszResu
containing the signature returned from the

 
form this verification by inspection. 

f tion and Reporting Scenario: 
se 1 I ute() call returns the code BSI_O1. Ca K, 

then manually inspect uszResult2101: 
 

: f the gscBsiPkiComp
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Cas
print 

"gscBsiPkiCompute() (Discovery Method 1, Final Mode) called 
with valid parameters has been verified. 

 not contain a valid signature, 

not been verified. 

 
Ca ) call returns the code 

: Test 21.1 Not Supported." 
 

ompute() call does not return the code 
BS O

 
 
Test for s
 

ed using valid parameters (Discovery Method 2). 

e 1.1: If uszResult2101 contains a valid signature, then 

Status
 

Case 1.2: If uszResult2101 does

: Test 21.1 Passed." 

then print 
"gscBsiPkiCompute() (Discovery Method 1, Final Mode) called 
with valid parameters has 
Status: Test 21.1 Failed." 

se 2: If the gscBsiPkiCompute(
BSI_NO_CARDSERVICE, then print 

"gscBsiPkiCompute() is not supported. 
Status

Ca  se 3: If the gscBsiPkiC
I_ K or the code BSI_NO_CARDSERVICE, then print 
"gscBsiPkiCompute() (Discovery Method 1, Final Mode) called 

ed an incorrect code. with valid parameters return
Status: Test 21.1 Failed." 

 A sertion 21.2 

The function is test
 
Instantiation Scenario:

1. (Pre) Construct 
 
the Starting State for the testing of 

gscBsiPkiCompute(). 
 

rmance to the GSC-IS is in a 

 
3.  PKI provider module on the connected 

card with the following properties:  
ce has the value 

B

 
4. (Pre) Print "Testing of Assertion 21.2

2. (Pre) A card that claims confo
reader, connected with handle hCard2102. 

(Pre) There exists a target

• the ACR for the gscBsiPkiCompute() servi
SI_ACR_PIN 

• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

". 

5. 

 
all to the SPS, using  

 

 
(Pre) Establish an authenticated session with the target PKI 
provider module on the card: 

Make a gscBsiUtilAcquireContext() c
• hCard == hCard2102 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• strctAuthenticator == strctAuthenticator2100 
• unAuthNb == 1. 
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Case 1: If the gscBsiUtilAcquireContext() call returns the code 
BSI_OK, then continue with 6. 

cBsiUtilAcquireContext() call does not return 

kiCompute() cannot be tested". 

6. (Pre) Allocate the string uszResult2102 with length ==  0. 

7. (Pre) Allocate the unsigned long* punResultLen2102 == 0. 
 

8. S, using 
• hCard == hCard2102 

 or _goodCACAID1Len (CAC) 

• 
n 

• 
 

Case 1 e 

2, Discovery Mode) 

 

"
S

End 
 

Case 3 rn the code 
BSI_INSUFFICIENT_BUFFER or the code BSI_NO_CARDSERVICE, then 

FFICIENT_BUFFER. 

 
9. Re-

p

(CAC) 
AID1Len (CAC) 

 
Verifica o

 
Case 2: If the gs
the code BSI_OK, then print 

"A session cannot be established.  Assertion 21.2 of 
gscBsiP

End Test for Assertion 21.2. 
 

 

Make a gscBsiPkiCompute() call to the SP

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC)
• ucAlgoID == _goodAlgoID2 

uszMessage == _goodMessage 
• unMessageLen == _goodMessageLe
• uszResult == uszResult2102 

punResultLen == punResultLen2102. 

: If the gscBsiPkiCompute() call returns the cod
BSI_INSUFFICIENT_BUFFER, then print 

"gscBsiPkiCompute() (Discovery Method 
succeeded." 

Continue with 9. 

Case 2: If the gscBsiPkiCompute() call returns the code 
BSI_NO_CARDSERVICE, then print 

gscBsiPkiCompute() is not supported. 
tatus: Test 21.2 Not Supported." 
Test for Assertion 21.2. 

: If the gscBsiPkiCompute() call does not retu

print 
"gscBsiPkiCompute() (Discovery Method 2, Discovery Mode) did 
not return the code BSI_INSU
Status: Test 21.2 Failed." 

End Test for Assertion 21.2. 

allocate the string uszResult2102 with length == 
unResultLen2102*. 

 
10. Make a gscBsiPkiCompute() call to the SPS, using 

• hCard == hCard2102 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCAC
• ucAlgoID == _goodAlgoID2 
 Message • uszMessage == _good
• unMessageLen == _goodMessageLen 
• uszResult == uszResult2102 

Len2102. • punResultLen == punResult

ti n Goal: 
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To verif t
1. Th c

SI_NO_CARDSERVICE. 
 

code is BSI_OK, then uszResult2102 == a string 
urned from the connected card. 

Per
 
Verification and Reporting Scenario

y he Expected Results:  
e all returns 
• the return code BSI_OK or the return code B

2. If the return 
containing the signature ret

 
form t ih s verification by inspection. 

: 
) call returns the code BSI_OK, 

been verified. 

signature 

thod 2, Final Mode) called 

 

BS

ed." 

Case 3: If the gscBsiPkiCompute() call does not return the code 
SI_NO_CARDSERVICE, then print 
() (Discovery Method 2, Final Mode) called 

 

 
e fu e (Discovery Method 1, 
s

 
stan

1. Case 1: If the gscBsiPkiCompute(
then manually inspect uszResult2102: 

 
Case 1.1: If uszResult2102 contains a valid signature returned 
from the connected card, then print 

very Method 2, Final Mode) called "gscBsiPkiCompute() (Disco
with valid parameters has 
Status: Test 21.2 Passed." 
 

Case 1.2: If uszResult2102 does not contain a valid 
hen print returned from the connected card, t

"gscBsiPkiCompute() (Discovery Me
with valid parameters has not been verified. 
Status: Test 21.2 Failed." 

Case 2: If the gscBsiPkiCompute() call returns the code 
I_NO_CARDSERVICE, then print 
"gscBsiPkiCompute() is not supported. 
Status: Test 21.2 Not Support

 

BSI_OK or the code B
"gscBsiPkiCompute
with valid parameters returned an incorrect code. 
Status: Test 21.2 Failed." 

 
Test for Assertion 21.3 

nction is tested using a bad handlTh
Di covery Mode). 

tiation ScenarioIn : 
1. (Pre) Construct the Starting State for the testing of 

gscBsiPkiCompute(). 
 

2. (Pr )
reader, connected with handle hCard2103. 

 
3. (Pre) There exists a target PKI provider module on the connected 

card w
• the ACR for the gscBsiPkiCompute() service has the value 

D1, of length _goodCACAID1Len (CAC). 

e  A card that claims conformance to the GSC-IS is in a 

ith the following properties:  

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAI
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4. (Pre) Print "Testing of Assertion 21.3". 

 
5. (Pre) Establish an authenticated session with the target PKI 

provid
 

Make a gscBsiUtilAcquireContext() call to the SPS, using  

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

 
ntext() call returns the code 

l does not return 

n cannot be established.  Assertion 21.3 of 
ot be tested". 
.3. 

 
6. (P )

 
o the SPS, using 

n (GSC) or _goodCACAID1Len (CAC) 

unMessageLen == _goodMessageLen 
esult == NULL 

 
Verificatio

er module on the card: 

• hCard == hCard2103 

• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 
(CAC) 

• strctAuthenticator == strctAuthenticator2100 
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcquireCo
BSI_OK, then continue with 6. 
 
Case 2: If the gscBsiUtilAcquireContext() cal
the code BSI_OK, then print 

"A sessio
gscBsiPkiCompute() cann

sertion 21End Test for As

re  Allocate the unsigned long* punResultLen2103 == 0. 

7. Make a gscBsiPkiCompute() call t
• hCard /= hCard2103 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Le
• ucAlgoID == _goodAlgoID2 
• uszMessage == _goodMessage 
• 
• uszR
• punResultLen == punResultLen2103. 

n Goal: 
To verify t

1. The c

 
Verifica

he Expected Results:  
all returns 

• the return code BSI_BAD_HANDLE or the return code 
BSI_NO_CARDSERVICE. 

tion and Reporting Scenario:
se 1: If the gscBsiPkiCompute() call

 
1. Ca  returns the code 

 

very Method 1, Discovery Mode) 
as been verified. 

Status: Test 21.3 Passed." 
 

Case 2: If the gscBsiPkiCompute() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiPkiCompute() is not supported. 
Status: Test 21.3 Not Supported." 

BSI_BAD_HANDLE, then: 

Perform test for Assertion 9.21.3.1 using 
• hCard == hCard2103. 

 
Print 

BsiPkiComp"gsc ute() (Disco
called with a bad handle h
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Case 3: If the gscBsiPkiCompute() call does not return the code 
BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then print 

iscovery Method 1, Discovery Mode) called 

 
 
Test for s
 
The function is tested using a bad handle (Discovery Method 4, Final 
de). 

"gscBsiPkiCompute() (D
with a bad handle returned an incorrect code. 
Status: Test 21.3 Failed." 

 A sertion 21.4 

Mo
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

 
3. a target PKI provider module on the connected 

e 

 
4. (Pre) Print "Testing of Assertion 21.4

gscBsiPkiCompute(). 

reader, connected with handle hCard2104. 

(Pre) There exists 
card with the following properties:  
• the ACR for the gscBsiPkiCompute() service has the valu

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

". 
 

5. (Pre) Establish an authenticated session with the target PKI 
prov

to the SPS, using  

ID1Len (GSC) or _goodCACAID1Len 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the code 
BSI_OK, then continue with 6. 
 
Case 2 tilAcquireContext() call does not return 

 tested". 

 
6. (Pre) Allocate the string uszResult2104 with length ==  0. 

 
7. (Pre) Allocate the unsigned long* punResultLen2104 == 0. 

ider module on the card: 
 

Make a gscBsiUtilAcquireContext() call 
• hCard == hCard2104 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCA

(CAC) 
• strctAuthenticator == strctAuthenticator2100 
• unAuthNb == 1. 

: If the gscBsiU
the code BSI_OK, then print 

"A session cannot be established.  Assertion 21.4 of 
gscBsiPkiCompute() cannot be

End Test for Assertion 21.4. 

 
8. Make a gscBsiPkiCompute() call to the SPS, using 

• hCard == hCard2104 
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• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
AID1Len (CAC) 

oID2 

2104. 
 

all returns the code 

od 2, Discovery Mode) 
succeeded." 

Continue with 9. 
 

Ca
, then print 
te() is not supported. 

 
Ca l does not return the code 

SI_NO_CARDSERVICE, then 

En
 

9. Re-allocate the string uszResult2104 with length == 
p

104 
(CAC) 
AID1Len (CAC) 

 
2104. 

 
Verifica o

• unAIDLen == _goodGSCAID1Len (GSC) or _goodCAC
• ucAlgoID == _goodAlg
• uszMessage == _goodMessage 
• unMessageLen == _goodMessageLen 

4 • uszResult == uszResult210
• punResultLen == punResultLen

Case 1: If the gscBsiPkiCompute() c
BSI_INSUFFICIENT_BUFFER, then print 

"gscBsiPkiCompute() (Discovery Meth

se 2: If the gscBsiPkiCompute() call returns the code 
BSI_NO_CARDSERVICE

"gscBsiPkiCompu
Status: Test 21.4 Not Supported." 

End Test for Assertion 21.4. 

se 3: If the gscBsiPkiCompute() cal
e code BBSI_INSUFFICIENT_BUFFER or th

print 
"gscBsiPkiCompute() (Discovery Method 2, Discovery Mode) did 
not return the code BSI_INSUFFICIENT_BUFFER. 
Status: Test 21.4 Failed." 
d Test for Assertion 21.4. 

unResultLen2104*. 
 

10. Make a gscBsiPkiCompute() call to the SPS, using 
• hCard /= hCard2
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCAC
• ucAlgoID == _goodAlgoID2 
• uszMessage == _goodMessage 
• unMessageLen == _goodMessageLen 
• uszResult == uszResult2104
• punResultLen == punResultLen

ti n Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_BAD_HANDLE or the return code 

Verifica o

BSI_NO_CARDSERVICE. 
 

ti n and Reporting Scenario: 
se 1: If the gscBsiPkiCompute() call returns the code 1. Ca  

 

• hCard == hCard2104. 
 

ery Method 1, Final Mode) called 
with a bad handle has been verified. 

BSI_BAD_HANDLE, then: 

Perform test for Assertion 9.21.4.1 using 

Print 
"gscBsiPkiCompute() (Discov
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Status: Test 21.4 Passed." 

Case 2
 

BS

 
Case t return the code 
BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then print 

 

st f
 
The function is tested with another application having established a 
transaction lock (Discovery Method 1, Discovery Mode). 
 
til ounter implementations that allow multiple simultaneous 
plic

 
 
Test for
 

: If the gscBsiPkiCompute() call returns the code 
I_NO_CARDSERVICE, then print 
"gscBsi
St

PkiCompute() is not supported. 
atus: Test 21.4 Not Supported." 

 call does no3: If the gscBsiPkiCompute()

"gscBsiPkiCompute() (Discovery Method 1, Final Mode) called 
with a bad h
St

andle returned an incorrect code. 
atus: Test 21.4 Failed." 

 
Te or Ass  ertion 21.5

Un
ap

we enc
ations, I don't think we need to worry about this assertion. 

 Assertion 21.6 

The function is tested using a bad AID value (Discovery Method 1, 
Discovery Mode). 
 
stantiation ScenarioIn : 
1. (Pre) Construct the Starting State for the testing of 

gscBsiPkiCompute(). 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard2106. 

P ed 
ca

oodCACAID1Len (CAC). 
 

9. (Pre) There does not exist a container on the connected card with 
AID va

• _
C). 

 

 
3. ( re) There exists a target PKI provider module on the connect

rd with the following properties:  
• the ACR for the gscBsiPkiCompute() service has the value 

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _g

lue  == 
badGSCAID, of length _badGSCAIDLen (GSC), or 

• _badCACAID, of length _badCACAIDLen (CA
 

4. (Pre) Print "Testing of Assertion 21.6". 
 

5. (Pre) Establish an authenticated session with the target PKI 
pr

 
Make a gscBsiUtilAcquireContext() call to the SPS, using  

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

ovider module on the card: 

• hCard == hCard2106 
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• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 
(CAC) 

• strctAuthenticator == strctAuthenticator2100 

End Test for Assertion 21.6. 

7. Make a gscBsiPkiCompute() call to the SPS, using 
• hCard == hCard2106 

IDLen (GSC) or _badCACAIDLen (CAC) 

 
 
Verifica o

• unAuthNb == 1. 
 

Case 1: If the gscBsiUtilAcquireContext() call returns the code 
BSI_OK, then continue with 8. 
 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code BSI_OK, then print 

"A session cannot be established.  Assertion 21.6 of 
gscBsiPkiCompute() cannot be tested". 

 
6. (Pre) Allocate the unsigned long* punResultLen2106 == 0. 

 

• uszAID == _badGSCAID (GSC) or _badCACAID (CAC) 
• unAIDLen == _badGSCA
• ucAlgoID == _goodAlgoID2 
• uszMessage == _goodMessage 

ageLen • unMessageLen == _goodMess
• uszResult == NULL 
• punResultLen == punResultLen2106.

ti n Goal: 
y he Expected Results:  To verif t

1. Th

 
Verification and Reporting Scenario

e call returns 
• the return code BSI_BAD_AID or the return code 

 BSI_NO_CARDSERVICE.

: 
1. Ca iPkiCompute() call returns the code 

BS
 

 

 
Case 
BSI_N

"gscBsiPkiCompute() is not supported. 
Status: Test 21.6 Not Supported." 

a the code 
BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then print 

y Mode) called 

 
 
Test for s

se 1: If the gscBs
I_BAD_AID, then: 

Perform test for Assertion 9.21.6.1 using
• hCard == hCard2106. 

 
Print 

"gscBsiPkiCompute() (Discovery Method 1, Discovery Mode) 
called with a bad AID value has been verified. 
Status: Test 21.6 Passed." 

2: If the gscBsiPkiCompute() call returns the code 
O_CARDSERVICE, then print 

 
C se 3: If the gscBsiPkiCompute() call does not return 

"gscBsiPkiCompute() (Discovery Method 1, Discover
with a bad AID value returned an incorrect code. 
Status: Test 21.6 Failed." 

 A sertion 21.7 
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The function is tested using a bad AID length (Discovery Method 1, 
Discover M
 
Instantiati

y ode). 

on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

e  A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard2107. 

ed 

e() service has the value 

N 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

 
4. (Pre) Print "Testing of Assertion 21.7

gscBsiPkiCompute(). 
 

2. (Pr )

 
3. (Pre) There exists a target PKI provider module on the connect

card with the following properties:  
• the ACR for the gscBsiPkiComput

BSI_ACR_PIN 
• the value of the PIN is _PI

". 
 

5. (Pre)
provi

 

rctAuthenticator2100 

 
() call returns the code 

 

6. (Pre) Allocate the unsigned long* punResultLen2107 == 0. 
 

7. Make a gscBsiPkiCompute() call to the SPS, using 

n == _badAIDLen 
• ucAlgoID == _goodAlgoID2 

L 

 
rifi

 Establish an authenticated session with the target PKI 
der module on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == hCard2107 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• strctAuthenticator == st
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcquireContext
BSI_OK, then continue with 7. 
 
Case 2: If the gscBsiUtilAcquireContext() call does not return
the code BSI_OK, then print 

"A session cannot be established.  Assertion 21.7 of 
gscBsiPkiCompute() cannot be tested". 

. End Test for Assertion 21.7
 

• hCard == hCard2107 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLe

• uszMessage == _goodMessage 
• unMessageLen == _goodMessageLen 
• uszResult == NUL
• punResultLen == punResultLen2107. 

cation GoalVe : 
To verify the Expected Results:  

1. The call returns 
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• the return code BSI_BAD_PARAM or the return code 
BSI_NO_CARDSERVICE. 

 
Verification and Reporting Scenario: 

1. Ca  all returns the code 
BS B

 
Per

" 
 

Ca
BSI_NO_CARDSERVICE, then print 

"gsc
Status

 
Case 3  the code 
BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, then print 

 
 
Test for As
 
The function is tested using a bad message length parameter (Discovery 
thod 1

stantiation Scenario

se 1: If the gscBsiPkiCompute() c
I_ AD_PARAM, then: 

form test for Assertion 9.21.7.1 using 
• hCard == hCard2107. 

 
Print 

"gscBsiPkiCompute() (Discovery Method 1, Discovery Mode) 
called with a bad AID length has been verified. 
Status: Test 21.7 Passed.

se 2 I ute() call returns the code : f the gscBsiPkiComp

BsiPkiCompute() is not supported. 
: Test 21.7 Not Supported." 

: If the gscBsiPkiCompute() call does not return

"gscBsiPkiCompute() (Discovery Method 1, Discovery Mode) called 
with a bad AID length returned an incorrect code. 
tatus: Test 21.7 Failed." S

sertion 21.8 

Me
 

, Discovery Mode). 

In : 
 of 

 
2. (P )

re e
 

3. (Pre) There exists a target PKI provider module on the connected 
ca  

 service has the value 

• the value of the PIN is _PIN 
ented by AID value == 
ngth _goodGSCAID1Len (GSC), or 

ID1, of length _goodCACAID1Len (CAC). 
 

4. (Pre) Print "Testing of Assertion 21.8

1. (Pre) Construct the Starting State for the testing
gsc sB iPkiCompute(). 

re  A card that claims conformance to the GSC-IS is in a 
hCard2108. ad r, connected with handle 

rd with the following properties:  
• the ACR for the gscBsiPkiCompute()

BSI_ACR_PIN 

• the container is repres
• _goodGSCAID1, of le
• _goodCACA

". 
 

 session with the target PKI 

dCACAID1 (CAC) 

5. (Pre) Establish an authenticated
provider module on the card: 

 
Make a gscBsiUtilAcquireContext() call to the SPS, using  

• hCard == hCard2108 
1 (GSC) or _goo• uszAID == _goodGSCAID
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• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 
(CAC) 

• strctAuthenticator == strctAuthenticator2100 

 the code 
 

text() call does not return 

 
6. (Pre) Allocate the unsigned long* punResultLen2108 == 0. 

pute() call to the SPS, using 
2108 

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

• ucAlgoID == _goodAlgoID2 
• uszMessage == _goodMessage 

sult2108. 

Ver a

• unAuthNb == 1. 
 

Case 1: If the gscBsiUtilAcquireContext() call returns
BSI_OK, then continue with 6.
 
Case 2: If the gscBsiUtilAcquireCon
the code BSI_OK, then print 

"A session cannot be established.  Assertion 21.8 of 
gscBsiPkiCompute() cannot be tested". 

End Test for Assertion 21.8. 

 
7. Make a gscBsiPkiCom

• hCard /= hCard

• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 

• unMessageLen == _badMessageLen 
• uszResult == NULL 
• punResult == punRe

 
ific tion Goal: 

y the Expected Results:  To verif
1. The call returns 

 
Verification and Reporting Scenario

• the return code BSI_BAD_PARAM or the return code 
BSI_NO_CARDSERVICE. 

: 
1. Ca  all returns the code 

BSI_BAD_PARAM, then: 
 

Perf

 
Print 

d. 

 
Ca
BSI_NO

"gsc
Status

 
Case 3 Compute() call does not return the code 
BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, then print 

 
 
Test for

se 1: If the gscBsiPkiCompute() c

orm test for Assertion 9.21.8.1 using 
• hCard == hCard2108. 

"gscBsiPkiCompute() (Discovery Method 1, Discovery Mode) 
called with a bad message length parameter has been verifie
Status: Test 21.8 Passed." 

se 2 I ute() call returns the code : f the gscBsiPkiComp
_CARDSERVICE, then print 
BsiPkiCompute() is not supported. 
: Test 21.8 Not Supported." 

: If the gscBsiPki

"gscBsiPkiCompute() (Discovery Method 1, Discovery Mode) called 
with a bad message length parameter returned an incorrect code. 
tatus: Test 21.8 Failed." S

 Assertion 21.9 
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The function is tested using a bad cryptographic algorithm identifier 
(Discovery Method 1, Discovery Mode). 

s i
 
In tant ation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
s

P s in a 
reader, connected with handle hCard2109. 

 
3. (Pre) There exists a target PKI provider module on the connected 

ca  
pute() service has the value 

 value == 
CAID1Len (GSC), or 

 
4. (P

g cBsiPkiCompute(). 
 

2. ( re) A card that claims conformance to the GSC-IS i

rd with the following properties:  
• the ACR for the gscBsiPkiCom

BSI_ACR_PIN 
N • the value of the PIN is _PI

• the container is represented by AID
• _goodGSCAID1, of length _goodGS
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

re) Print "Testing of Assertion 21.9". 
 

5. (Pre) Establish an authenticated session with the target PKI 
provider module on the card: 

 
 

odCACAID1 (CAC) 
C) or _goodCACAID1Len 

 

BS
 

reContext() call does not return 

of 

ion 21.9. 

= 0. 
 

7. Ma  

C) or _goodCACAID1 (CAC) 
(GSC) or _goodCACAID1Len (CAC) 

• punResultLen == punResultLen2109. 

Make a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCard2109 

 _go• uszAID == _goodGSCAID1 (GSC) or
1Len (GS• unAIDLen == _goodGSCAID

(CAC) 
• strctAuthenticator == strctAuthenticator2100 
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcquireContext() call returns the code 
I_OK, then continue with 6. 

Ca : If the gscBsiUtilAcqu
the code BSI_OK, then print 
se 2 i

"A session cannot be established.  Assertion 21.9 
gscBsiPkiCompute() cannot be tested". 

End Test for Assert
 

6. (Pre) Allocate the unsigned long* punResultLen2109 =

ke a gscBsiPkiCompute() call to the SPS, using 
• hCard == hCard2109 
• uszAID == _goodGSCAID1 (GS
• unAIDLen == _goodGSCAID1Len 
• ucAlgoID == _goodAlgoID1 
• uszMessage == _goodMessage 
• unMessageLen == _goodMessageLen 
• uszResult == NULL 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
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• the return code BSI_BAD_ALGO_ID or the return code 
BSI_NO_CARDSERVICE. 

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiPkiCompute() call returns the code 
BSI_BAD_ALGO_ID, then: 

 
Perform test for Assertion 9.21.9.1 using 

• hCard == hCard2109. 
 
Print 

"gscBsiPkiCompute() (Discovery Method 1, Discovery Mode) 
called with a bad cryptographic algorithm identifier has been 

 

d. 

led 
returned an 

ethod 1, 

stantiation Scenario

verified. 
: Test 21.9 Passed." Status

Case 2: If the gscBsiPkiCompute() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiPkiCompute() is not supporte
Status: Test 21.9 Not Supported." 

 
Case 3: If the gscBsiPkiCompute() call does not return the code 
BSI_BAD_ALGO_ID or the code BSI_NO_CARDSERVICE, then print 

"gscBsiPkiCompute() (Discovery Method 1, Discovery Mode) cal
orithm identifier with a bad cryptographic alg

incorrect code. 
Status: Test 21.9 Failed." 

 
 
Test for Assertion 21.10 
 
e function is tested using a removed card (Discovery MTh

Discovery Mode). 
 
In : 

 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard2110. 

 
a target PKI provider module on the connected 

 value 

 
4. 

1. (Pre) Construct the Starting State for the testing of 
gscBsiPkiCompute().

 

3. (Pre) There exists 
card with the following properties:  

• the ACR for the gscBsiPkiCompute() service has the
BSI_ACR_PIN 

• the value of the PIN is _PIN 
• the container is represented by AID value == 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

(P )re  Print "Testing of Assertion 21.10". 
 

5. (Pre) Establish an authenticated session with the target PKI 
pr i

 
Make a gscBsiUtilAcquireContext() call to the SPS, using  

ov der module on the card: 

• hCard == hCard2110 
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• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

0 

 
() call returns the code 

urn 

End 
 

6. (Pre) Allocate the unsigned long* punResultLen2110 == 0. 
 

7. (Pre) Remove the connected card from the reader. 
 

8. Ma

• 

• 

 
r

• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 
(CAC) 

• strctAuthenticator == strctAuthenticator210
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcquireContext
BSI_OK, then continue with 6. 
 
Case 2: If the gscBsiUtilAcquireContext() call does not ret
the code BSI_OK, then print 

"A session cannot be established.  Assertion 21.10 of 
gscBsiPkiCompute() cannot be tested". 
Test for Assertion 21.10. 

ke a gscBsiPkiCompute() call to the SPS, using 
• hCard == hCard2110 

uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• ucAlgoID == _goodAlgoID2 
• uszMessage == _goodMessage 

unMessageLen == _goodMessageLen 
• uszResult == NULL 
• punResultLen == punResultLen2110. 

Ve ification Goal: 
To 

ode 

 
Verifica o

verify the Expected Results:  
1. The c all returns 

• the return code BSI_CARD_REMOVED or the return c
BSI_NO_CARDSERVICE. 

ti n and Reporting Scenario: 
se 11. Ca   returns the code 

BS C
 1, Discovery Mode) called 
een verified. 

Status

ute() call returns the code 
, then print 

St Supported." 
 

he code 
nt 

() (Discovery Method 1, Discovery Mode) called 

 
 
Test for Assertion 21.11 
 

: If the gscBsiPkiCompute() call
I_ ARD_REMOVED, then print 
"gscBsiPkiCompute() (Discovery Method
with the connected card removed has b

: Test 21.10 Passed." 
 

Case 2: If the gscBsiPkiComp
BSI_NO_CARDSERVICE

"gscBsiPkiCompute() is not supported. 
atus: Test 21.10 Not 

Case 3: If the gscBsiPkiCompute() call does not return t
BSI_CARD_REMOVED or the code BSI_NO_CARDSERVICE, then pri

"gscBsiPkiCompute
with the connected card removed returned an incorrect code. 
Status: Test 21.10 Failed." 
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The function is tested without fulfilling the applicable ACR (Discovery 
thod

 
Instan

Me  1, Discovery Mode). 

tiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gs

2. 

 
3. (Pre) There exists a target PKI provider module on the connected 

card with the following properties:  
• the ACR for the gscBsiPkiCompute() service has the value 

he PIN is _PIN 
• the container is represented by AID value == 

odCACAID1, of length _goodCACAID1Len (CAC). 
 

g of Assertion 21.11

cBsiPkiCompute(). 
 

(Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard2111. 

BSI_ACR_PIN 
• the value of t

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _go

4. (Pre) Print "Testin ". 
 

5. (Pre) Ensure that there is no authenticated session with the 

to the SPS, using  

GSC) or _goodCACAID1Len 
(CAC). 

 
6. (Pre) Allocate the unsigned long* punResultLen2111 == 0. 

 
7. Make 

• h
• u

_goodCACAID2Len (CAC) 

 
Verification

target container: 
 

Make a gscBsiUtilReleaseContext() call 
• hCard == hCard2111 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (

a s g cBsiPkiCompute() call to the SPS, using 
Card == hCard2111 
szAID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 

• unAIDLen == _goodGSCAID2Len (GSC) or 
• ucAlgoID == _goodAlgoID2 
• uszMessage == _goodMessage 
• unMessageLen == _goodMessageLen 
• uszResult == NULL 
• punResultLen == punResultLen2111. 

 Goal: 
To verify th

1. The ca
• the return code BSI_ACCESS_DENIED or the return code 

B

rifica

e Expected Results:  
ll returns 

SI_NO_CARDSERVICE. 
 
Ve tion and Reporting Scenario: 

se 1: If the gscBsiPkiCompute() call returns the code 
ACCESS_DENIED, then: 

1. Ca
BS

 

 

I_

Perform test for Assertion 9.21.11.1 using 
• hCard == hCard2111. 

Print 

 -211-



"gscBsiPkiCompute() (Discovery Method 1, Discovery Mode) 
 

verified. 

 
Ca  
BS N

upported. 
ed." 

 
Case 3
BSI_ACCESS_DENIED or the code BSI_NO_CARDSERVICE, then print 

 1, Discovery Mode) called 
filling the applicable ACR returned an incorrect 

." 

called without fulfilling the applicable ACR has been

Status: Test 21.11 Passed." 

se 2: If the gscBsiPkiCompute() call returns the code 
nt I_ O_CARDSERVICE, then pri

"gscBsiPkiCompute() is not s
Status: Test 21.11 Not Support

: If the gscBsiPkiCompute() call does not return the code 

"gscBsiPkiCompute() (Discovery Method
without ful
code. 
Status .11 Failed: Test 21
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22
 
 
Starting State for Each Test

. gscBsiPkiGetCertificate() 

: 
1. There exists a BSIAuthenticator array strctAuthenticator2200 with 

one element, the structure BSIAuthenticator2200.  This structure 
has f

• u
• unkeyIDOrReference2200 == _keyIDOrReference1 

 
Test for Assertion 22.1
 
The function is tested using valid parameters (Discovery Method 1). 
 
Instantiatio

ields 
nAccessMethodType2200 == BSI_AM_PIN 

• uszAuthValue2200 == _goodAuthValue1 
• unAuthValueLen2200 == _goodAuthValue1Len. 

 

 

n Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsi
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
re

 
3. (Pre) There exists a target PKI provider container on the 

connected card with AID value == 
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• 

 
4. (Pre) Print "Testing of Assertion 22.1

PkiGetCertificate(). 

ader, connected with handle hCard2201. 

_goodCACAID1, of length _goodCACAID1Len (CAC). 

". 
 

5. (Pre) Establish an authenticated session with the target P
provider module on the card: 

KI 

PS, using  
• hCard == hCard2201 

uthenticator2200 

 
eContext() call returns the code 

BSI_OK, then continue with 6. 

AcquireContext() call does not return 

of 
enticate() cannot be tested". 

= 0. 

7. Make a gscBsiPkiGetCertificate() call to the SPS, using 

uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 

 
reContext() call to the SMake a gscBsiUtilAcqui

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
D1Len (GSC) or _goodCACAID1Len • unAIDLen == _goodGSCAI

(CAC) 
• strctAuthenticator == strctA
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcquir

 
Case 2: If the gscBsiUtil
the code BSI_OK, then print 

"A session cannot be established.  Assertion 22.1 
gscBsiSkiInternalAuth

End Test for Assertion 22.1. 
 

6. (Pre) Allocate the unsigned long* punCertificateLen2201 =
 

• hCard == hCard2201 
• 
• 
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• uszCertificate == NULL 
• 

 
Ca

overy 

 
: If the gscBsiPkiGetCertificate() call returns the code 

BSI_NO_CARDSERVICE, then print 
"gscBsiPkiGetCertificate() is not supported. 

 
: If the gscBsiPkiGetCertificate() call does not return 

or the code BSI_NO_CARDSERVICE, then print 
ertificate() (Discovery Method 1, Discovery 

Mode) returned an incorrect code. 
Status: Test 22.1 Failed." 

End Test for Assertion 22.1. 
 

ength ==  

 

CACAID1 (CAC) 

teLen2201. 
 
Verificatio

punCertificateLen == punCertificateLen2201. 

tificate() call returns the code se 1: If the gscBsiPkiGetCer
BSI_OK, then print 

"gscBsiPkiGetCertificate() (Discovery Method 1, Disc
Mode) succeeded." 

Contin

Case 2

ue with 8. 

Status: Test 22.1 Not Supported." 
st for Assertion 22.1. End Te

Case 3
the code BSI_OK 

"gscBsiPkiGetC

8. Allocate the unsigned string uszCertificate2201 with l
punCertificateLen2201*. 

9. Make a gscBsiPkiGetCertificate() call to the SPS, using 
• hCard == hCard2201 
• uszAID == _goodGSCAID1 (GSC) or _good
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• uszCertificate == uszCertificate2201 
• punCertificateLen == punCertifica

n Goal: 
To verif t

1. Th c
• ERVICE. 

 
2. If the return code is BSI_OK, then uszCertificate2201 == a string 

he connected card. 

r
 
Veri i

y he Expected Results:  
e all returns 

the return code BSI_OK or the return code BSI_NO_CARDS

containing the certificate returned from t
 
Pe form this verification by inspection. 

cation and Reporting Scenariof : 
1. Ca e 

BSI_OK, then manually inspect the string uszCertificate2201. 
 
Case , 
then

"gscBsiPkiGetCertificate() (Discovery Method 1, Final Mode) 
called with valid parameters has been verified by inspection. 
S assed." 

c

se 1: If the gscBsiPkiGetCertificate() call returns the cod

 1.1: If uszCertificate2201 contains a valid certificate
 print 

tatus: Test 22.1 P
 

Case 1.2: If uszCertificate2201 does not contain a valid 
ertificate, then print 
"gscBsiPkiGetCertificate() (Discovery Method 1, Final Mode) 
called with valid parameters has not been verified by 
inspection. 
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Status: Test 22.1 Failed." 
 

Ca ficate() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiPkiGetCertificate() is not supported. 
Status: Test 22.1 Not Supported." 

 
: If the gscBsiPkiGetCertificate() call does not return the 

co  

 
 
Test for s
 

ed using valid parameters (Discovery Method 2). 

se 2: If the gscBsiPkiGetCerti

Case 3
de BSI_OK or the code BSI_NO_CARDSERVICE, then print 
"gscBsiPkiGetCertificate() (Discovery Method 1, Final Mode) 

 returned an incorrect code. called with valid parameters
Status: Test 22.1 Failed." 

 A sertion 22.2 

The function is test
 
Instantiation Scenario:

1. (Pre) Construct t
 
he Starting State for the testing of 

gscBsiPkiGetCertificate(). 
 

ance to the GSC-IS is in a 

 
3. get PKI provider container on the 

co
(GSC), or 

_goodCACAID1, of length _goodCACAID1Len (CAC). 
 

4. (Pre) Print "Testing of Assertion 22.2

2. (Pre) A card that claims conform
reader, connected with handle hCard2202. 

 (Pre) There exists a tar
nnected card with AID value == 
• _goodGSCAID1, of length _goodGSCAID1Len 
• 

". 

 Establish an authenticated session with the target PKI 
 

5. (Pre)
provi

 
ng  

_goodCACAID1 (CAC) 
 or _goodCACAID1Len 

 

uireContext() call does not return 
the code BSI_OK, then print 

ot be established.  Assertion 22.2 of 
alAuthenticate() cannot be tested". 

te the string uszCertificate2202 with length == 0. 

2 == 0. 
 

8. rtificate() call to the SPS, using 

der module on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, usi
• hCard == hCard2202 
• uszAID == _goodGSCAID1 (GSC) or 

(GSC)• unAIDLen == _goodGSCAID1Len 
(CAC) 

• strctAuthenticator == strctAuthenticator2200 
• unAuthNb == 1. 

Case 1: If the gscBsiUtilAcquireContext() call returns the code 
BSI_OK, then continue with 5. 
 
Case 2: If the gscBsiUtilAcq

"A session cann
gscBsiSkiIntern

End Test for Assertion 22.2. 
 

6. (Pre) Alloca
 

7. (Pre) Allocate the unsigned long* punCertificateLen220

Make a gscBsiPkiGetCe
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• hCard == hCard2202 

_goodCACAID1Len (CAC) 

 
de 

BSI_INSUFFICIENT_BUFFER, then print 
scovery Method 2, Discovery 

IENT_BUFFER" 
Co

 
Case 2 the code 

orted. 
Status: Test 22.2 Not Supported." 

End Test for assertion 22.2. 
 

rn 

BSI_
"gscBsiPkiGetCertificate() (Discovery Method 2, Discovery 
M
S

End 

9. Re
pu

 
10. Ma

• AC) 

ificateLen2202. 

r

• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or 
• uszCertificate == uszCertificate2202 
• punCertificateLen == punCertificateLen2202. 

Case 1: If the gscBsiPkiGetCertificate() call returns the co

"gscBsiPkiGetCertificate() (Di
Mode) correctly returned the code BSI_INSUFFIC
ntinue with 7. 

: If the gscBsiPkiGetCertificate() call returns 
BSI_NO_CARDSERVICE, then print 

"gscBsiPkiGetCertificate() is not supp

Case 3: If the gscBsiPkiGetCertificate() call does not retu
the code BSI_INSUFFICIENT_BUFFER or the code 

NO_CARDSERVICE, then print 

ode) did not return the code BSI_INSUFFICIENT_BUFFER. 
tatus: Test 22.2 Failed." 

n 22.2. Test for Assertio
 

-allocate the string uszCertificate2202 with length ==  
nCertificateLen2202*. 

ke a gscBsiPkiGetCertificate() call to the SPS, using 
• hCard == hCard2202 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (C
cate2202 • uszCertificate == uszCertifi

• punCertificateLen == punCert
 
Ve ification Goal: 
To 

_NO_CARDSERVICE. 
 

2. If the return code is BSI_OK, then uszCertificate2202 == a string 
co a

 
Perform this verification by inspection. 
 
Verifica o

verify the Expected Results:  
1. The call returns 

• the return code BSI_OK or the return code BSI

nt ining the certificate returned from the connected card. 

ti n and Reporting Scenario: 
1. Ca  ) call returns the code 

BSI_OK, then manually inspect the string uszCertificate2202. 
 

f uszCertificate2202 contains a valid certificate, 

Certificate() (Discovery Method 2, Final Mode) 
pection. 

se 1: If the gscBsiPkiGetCertificate(

Case 1.1: I
then print 

"gscBsiPkiGet
called with valid parameters has been verified by ins
Status: Test 22.2 Passed." 
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Case 1.2: If uszCertificate2202 does not contain a valid 

: Test 22.2 Failed." 
 

e code 
BS

pported. 

 
 the 

co

returned an incorrect code. 

 a bad handle (Discovery Method 1, 

Ins

certificate, then print 
"gscBsiPkiGetCertificate() (Discovery Method 2, Final Mode) 
called with valid parameters has not been verified by 
inspection. 
Status

Case 2: If the gscBsiPkiGetCertificate() call returns th
I_NO_CA
"gscBsiPkiGetCertificate() is not su

: Test 22.2 Not Supported." 

RDSERVICE, then print 

Status

Case 3: If the gscBsiPkiGetCertificate() call does not return
de BSI_OK or the code BSI_NO_CARDSERVICE, then print 

iPkiGetCertificate() (Discovery Method 2, Final Mode) "gscBs
called with valid parameters 
Status: Test 22.2 Failed." 

 
 
st for Assertion 22.3 Te

 
The function is tested using
Discovery Mode). 
 

tantiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiPkiGetCertificate(). 
 

reader, connected with handle hCard2203. 
 

co e
• 

ACAID1Len (CAC). 
 

4. (Pre)

2. (Pre) A card that claims conformance to the GSC-IS is in a 

3. (Pre) There exists a target PKI provider container on the 
nn cted card with AID value == 

_goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodC

 iPr nt "Testing of Assertion 22.3". 
 

5. (Pre) Establish an authenticated session with the target PKI 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

 
Case 1  gscBsiUtilAcquireContext() call returns the code 

does not return 

 

n

provider module on the card: 
 

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == hCard2203 
• uszAID == 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• strctAuthenticator == strctAuthenticator2200 
• unAuthNb == 1. 

: If the
BSI_OK, then continue with 6. 
 
Case 2: If the gscBsiUtilAcquireContext() call 
he print t  code BSI_OK, then 
"A session cannot be established.  Assertion 22.3 of
gscBsiSkiInternalAuthenticate() cannot be tested". 

E d Test for Assertion 22.3. 
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6. (Pre) Allocate the unsigned long* punCertificateLen2203 == 0. 

 
7. Make a gscBsiPkiGetCertificate() call to the SPS, using 

odCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 

nCertificateLen2203. 
 
Verificat o

• hCard /= hCard2203 
• uszAID == _goodGSCAID1 (GSC) or _go

• uszCertificate == NULL 
eLen == pu• punCertificat

i n Goal: 
To verify the Expected Results:  

rification and Reporting Scenario

1. The call returns 
• the return code BSI_BAD_HANDLE or the return code 

BSI_NO_CARDSERVICE. 
 
Ve : 

1. Case 1 rtificate() call returns the code 
BS BA

 

 
Print 

"gscBsiPkiGetCertificate() (Discovery Method 1, Discovery 

 
Ca call returns the code 
BS

 
Ca
code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then print 

iscovery Method 1, Discovery Mode) 
rned an incorrect code. 

Status: Test 22.3 Failed." 
 
 
Test for Assertion 22.4 
 
The function is tested using a bad handle (Discovery Method 1, Final 
Mode). 
 
Instantiation Scenario

: If the gscBsiPkiGetCe
D_HANDLE, then: I_

Perform Test for Assertion 9.22.3.1 using 
• hCard == hCard2203. 

Mode) called with a bad handle has been verified. 
Status: Test 22.3 Passed." 

se 2: If the gscBsiPkiGetCertificate
I_NO_CARDSERVICE, then print 

() 

"gscBsiPkiGetCertificate() is not supported. 
Status: Test 22.3 Not Supported." 

se 3: If the gscBsiPkiGetCertificate() call does not return the 

"gscBsiPkiGetCertificate() (D
called with a bad handle retu

: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiPkiGetCertificate(). 
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard2203. 

 
3. (Pre) There exists a target PKI provider container on the 

connected card with AID value == 
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 
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4. (Pre) Print "Testing of Assertion 22.4". 

5. (Pre) Establish an authenticated session with the target PKI 
rd: 

oodCACAID1 (CAC) 
CACAID1Len 

• strctAuthenticator == strctAuthenticator2200 
• unAuthNb == 1. 

scBsiUtilAcquireContext() call returns the code 
tinue with 6. 

rn 
 then print 

of 
 

.4. 

. 

n (CAC) 

n2204. 

ode 

) (Discovery Method 1, Discovery 

 
Case 2 de 
BSI_

"
S

End Test for Assertion 22.2. 

_NO_CARDSERVICE, then print 

En
 

8. Allocate the string uszCertificate2204 with length ==  

 (CAC) 

 

provider module on the ca
 

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == hCard2204 
• uszAID == _goodGSCAID1 (GSC) or _g
• unAIDLen == _goodGSCAID1Len (GSC) or _good

(CAC) 

 
Case 1: If the g
BSI_OK, then con
 
Case 2: If the gscBsiUtilAcquireContext() call does not retu
the code BSI_OK,

"A session cannot be established.  Assertion 22.4 
gscBsiSkiInternalAuthenticate() cannot be tested".

End Test for Assertion 22
 

6. (Pre) Allocate the unsigned long* punCertificateLen2204 == 0
 

7. Make a gscBsiPkiGetCertificate() call to the SPS, using 
• hCard == hCard2204 
 • uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

D1Le• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAI
• uszCertificate == NULL 
• punCertificateLen == punCertificateLe

 
Case 1: If the gscBsiPkiGetCertificate() call returns the c
BSI_OK, then print 

"gscBsiPkiGetCertificate(
Mode) succeeded." 

Continue with 8. 

: If the gscBsiPkiGetCertificate() call returns the co
NO_CARDSERVICE, then print 
gscBsiPkiGetCertificate() is not supported. 
tatus ot Supported." : Test 22.4 N

 
Case 3: If the gscBsiPkiGetCertificate() call does not return 
he code BSI_OK or the code BSIt
"gscBsiPkiGetCertificate() (Discovery Method 1, Discovery 
Mode) did not return the code BSI_OK. 
Status: Test 22.4 Failed." 
d Test for Assertion 22.4. 

punCertificateLen2204*. 
 

9. Make a gscBsiPkiGetCertificate() call to the SPS, using 
• hCard /= hCard2204 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len
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• uszCertificate == uszCertificate2204 
CertificateLen2204. • punCertificateLen == pun

 
rification GoalVe : 
 verif
1. Th

 
rifica  Scenario

To y the Expected Results:  
e call returns 
• the return code BSI_BAD_HANDLE or the code 

BSI_NO_CARDSERVICE. 

Ve tion and Reporting : 
1. Ca

BS
 

Pe
 

 
Case  call returns the code 
BS

not supported. 

 
etCertificate() call does not return the 

print 
Mode) 

 
 
Test for s

transaction lock (Discovery Method 1, Discovery Mode). 
 
til we n
p

 

ery Mo
 
Instantiation Scenario

se 1: If the gscBsiPkiGetCertificate() call returns the code 
I_BAD_HANDLE, then: 

rform Test for Assertion 9.22.4.1 

Print 
"gscBsiPkiGetCertificate() (Discovery Method 1, Final Mode) 
called with a bad handle has been verified. 
Status: Test 22.4 Passed." 

ficate()2: If the gscBsiPkiGetCerti
I_NO_CARDSERVICE, then print 
"gscBsiPkiGetCertificate() is 
Status: Test 22.4 Not Supported." 

Case 3: If the gscBsiPkiG
code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then 

gs te() (Discovery Method 1, Final " cBsiPkiGetCertifica
called with a bad handle returned an incorrect code. 
Status: Test 22.4 Failed." 

 A sertion 22.5 
 
The function is tested with another application having established a 

Un
ap

 e counter implementations that allow multiple simultaneous 
lications, I don't think we need to worry about this assertion. 

 
Test for Assertion 22.6 
 
The function is tested using a bad AID value (Discovery Method 1, 
Discov de). 

: 
1. (P

gs
 

2. (Pre)
reade

 
3. (P

co
h _goodGSCAID1Len (GSC), or 

• _goodCACAID1, of length _goodCACAID1Len (CAC). 

re) Construct the Starting State for the testing of 
cBsiPkiGetCertificate(). 

 A card that claims conformance to the GSC-IS is in a 
ard2206. r, connected with handle hC

re) There exists a target PKI provider container on the 
nnected card with AID value == 
• _goodGSCAID1, of lengt
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4. (Pre) There does not exist a container on the connected card with 

AID v
• CAIDLen (GSC), or 

 
5. (Pre) Print "Testing of Assertion 22.6

alue ==  
_badGSCAID, of length _badGS

• _badCACAID, of length _badCACAIDLen (CAC). 

". 
 

6. (Pre) Establish an authenticated session with the target PKI 

 
ing  

D1Len (GSC) or _goodCACAID1Len 
(CAC) 

nticator == strctAuthenticator2200 
= 1. 

ode 
BSI_OK, then continue with 7. 

not return 
nt 

"A session cannot be established.  Assertion 22.6 of 
gscBsiSkiInternalAuthenticate() cannot be tested". 

End Test for Assertion 22.6. 

0. 
 

8. Make a gscBsiPkiGetCertificate() call to the SPS, using 
• hCard == hCard2206 
• uszAID == _badGSCAID (GSC) or _badCACAID (CAC) 

adCACAIDLen (CAC) 

• punCertificateLen == punCertificateLen2206. 
 
Verification Goal

provider module on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, us
• hCard == hCard2206 

uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) • 
• unAIDLen == _goodGSCAI

• strctAuthe
• unAuthNb =

 
Case 1: If the gscBsiUtilAcquireContext() call returns the c

 
Case 2: If the gscBsiUtilAcquireContext() call does 
the code BSI_OK, then pri

 
7. (Pre) Allocate the unsigned long* punCertificateLen2206 == 

• unAIDLen == _badGSCAIDLen (GSC) or _b
• uszCertificate == NULL 

: 
To verif

1. The call returns 
• t

BSI_NO_CARDSERVICE. 
 
Verification

y the Expected Results:  

he return code BSI_BAD_AID or the return code 

 and Reporting Scenario: 
GetCertificate() call returns 1. Case 1 the code 

BSI_BAD_AID, then: 
 

ery 

: If the gscBsiPki

Perform Test for Assertion 9.22.6.1 using 
• hCard == hCard2206. 

 
Print 

"gscBsiPkiGetCertificate() (Discovery Method 1, Discov
Mode) called with a bad AID value has been verified. 
Status: Test 22.6 Passed." 

 
Case 2: If the gscBsiPkiGetCertificate() call returns the code 
BSI_NO_CARDSERVICE, then print 
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"gscBsiPkiGetCertificate() is not supported. 
Status: Test 22.6 Not Supported." 

 
: If the gscBsiPkiGetCertificate() call does not return the 

code BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then print 
"gscBsiPkiGetCertificate() (Discovery Method 1, Discovery Mode) 

incorrect code. 

Test for
 
The functio
Discover

stanti

Case 3

called with a bad AID value returned an 
Status: Test 22.6 Failed." 

 
 

 Assertion 22.7 

n is tested using a bad AID length (Discovery Method 1, 
y Mode). 

 
In ation Scenario: 

re) Construct the Starting State for the testing of 
cBs

1. (P
gs

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, connected with handle hCard2207. 

3. (P
co

• 
 

4. ((Pre) Print "Testing of Assertion 22.7

iPkiGetCertificate(). 

 
re) There exists a target PKI provider container on the 
nnected card with AID value == 
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 

_goodCACAID1, of length _goodCACAID1Len (CAC). 

". 

 
Make a gscBsiUtilAcquireContext() call to the SPS, using  

07 
C) 

icator2200 
• unAuthNb == 1. 

AcquireContext() call returns the code 
h 7. 

the code BSI_OK, then print 
"A session cannot be established.  Assertion 22.7 of 
gscBsiSkiInternalAuthenticate() cannot be tested". 

6. (Pre) Allocate the unsigned long* punCertificateLen2207 == 0. 

uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _badAIDLen 
• uszCertificate == NULL 
• punCertificateLen == punCertificateLen2207. 

 
5. (Pre) Establish an authenticated session with the target PKI 

provider module on the card: 

• hCard == hCard22
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CA
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
• strctAuthenticator == strctAuthent

 
Case 1: If the gscBsiUtil
BSI_OK, then continue wit
 
Case 2: If the gscBsiUtilAcquireContext() call does not return 

End Test for Assertion 22.7. 
 

 
7. Make a gscBsiPkiGetCertificate() call to the SPS, using 

• hCard == hCard2207 
• 

 -222-



 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 

 
Verificatio

• the return code BSI_BAD_PARAM or the return code 
BSI_NO_CARDSERVICE. 

n and Reporting Scenario: 
1 the gsc1. Case ficate() call returns the code 

BSI_B

"gscBsiPkiGetCertificate() (Discovery Method 1, Discovery 
Mode) called with a bad AID length has been verified. 
Status: Test 22.7 Passed." 

 
Ca
BSI_NO_CARDSERVICE, then print 

"gscBsiPkiGetCertificate() is not supported. 

: If the gscBsiPkiGetCertificate() call does not return the 
int 

iGetCertificate() (Discovery Method 1, Discovery Mode) 
called with a bad AID length returned an incorrect code. 

7 Failed." 
 
 
st f

 
The function is tested with a removed card (Discovery Method 1, 
scov

 
Instan

: If BsiPkiGetCerti
AD_PARAM, then: 

 
Perform Test for Assertion 9.22.7.1 using 

• hCard == hCard2207. 
 
Print 

se 2: If the gscBsiPkiGetCertificate() call returns the code 

Status: Test 22.7 Not Supported." 
 

Case 3
code BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, then pr

"gscBsiPk

Status: Test 22.

Te or Assertion 22.8 

Di ery Mode). 

tiation Scenario: 
(P )1. 
gs s

 
e GSC-IS is in a 

 
4. (Pre) 

re  Construct the Starting State for the testing of 
cB iPkiGetCertificate(). 

2. (Pre) A card that claims conformance to th
reader, connected with handle hCard2208. 

 
3. (Pre) There exists a target PKI provider container on the 

connected card with AID value == 
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

Print "Testing of Assertion 22.8". 
 

5. (Pre) Establish an authenticated session with the target PKI 
provider module on the card: 

 

SC) or _goodCACAID1 (CAC) 

Make a gscBsiUtilAcquireContext() call to the SPS, using  
• hCard == hCard2208 
• uszAID == _goodGSCAID1 (G
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• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

: If the gscBsiUtilAcquireContext() call returns the code 

t return 
print 

 

 
6. (Pre) Allocate the unsigned long* punCertificateLen2208 == 0. 

om the reader, 

• D1 (GSC) or _goodCACAID1 (CAC) 
 (GSC) or _goodCACAID1Len (CAC) 

rifica

(CAC) 
• strctAuthenticator == strctAuthenticator2200 
• unAuthNb == 1. 

 
Case 1
BSI_OK, then continue with 6. 
 
Case 2: If the gscBsiUtilAcquireContext() call does no
the code BSI_OK, then 

"A session cannot be established.  Assertion 22.8 of
gscBsiSkiInternalAuthenticate() cannot be tested". 

8. End Test for Assertion 22.

 
7. Remove the connected card fr

 
8. Mak  e a gscBsiPkiGetCertificate() call to the SPS, using 

• hCard == hCard2208 
uszAID == _goodGSCAI

• unAIDLen == _goodGSCAID1Len
• uszCertificate == NULL 
• punCertificateLen == punCertificateLen2208. 

 
Ve tion Goal: 

y th ETo verif
1. Th ca

return code BSI_CARD_REMOVED or the return code 

 
Verificatio

e xpected Results:  
ll returns e 

• the 
BSI_NO_CARDSERVICE. 

n and Reporting Scenario: 
1: If the gscBsiPkiGetCertif1. Case icate() call returns the code 

 

d 1, Discovery 
card removed has been 

 
Ca
BSI_NO_CARDSERVICE, then print

"gscBsiPkiGetCertificate() is not supported. 
Status: Test 22.8 Not Supported." 

siPkiGetCertificate() call does not return the 
 
e) 

called with the connected card removed returned an incorrect 
code. 

 

s
 

BSI_CARD_REMOVED, then: 

Print 
overy Metho"gscBsiPkiGetCertificate() (Disc

Mode) called with the connected 
verified. 
Status: Test 22.8 Passed." 

se 2: If the gscBsiPkiGetCertificate() call returns the code 
 

 
Case 3: If the gscB
code BSI_CARD_REMOVED or the code BSI_NO_CARDSERVICE, then print

"gscBsiPkiGetCertificate() (Discovery Method 1, Discovery Mod

Status: Test 22.8 Failed." 

 
Te t for Assertion 22.9 
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The function is tested without fulfilling the applicable ACR (Discovery 
Met
 
Instan

hod 1, Discovery Mode). 

ti iat on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiPkiGetCertificate(). 
 

 

th

B
• t
• this container is represented by AID value ==  

 or 
. 

4. (P

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard2209. 

3. (Pre) There exists a target container on the connected card with 
e following properties: 
• the ACR for the gscBsiPkiCompute() service has the value 

SI_ACR_PIN 
he value of the PIN is _PIN 

• _goodGSCAID1, of length _goodGSCAID1Len (GSC),
 length _goodCACAID1Len (CAC)• _goodCACAID1, of

 
re) Print "Testing of Assertion 22.9". 

 
5. (Pre) Ensure that there is no authenticated session with the 

ta
 

C) 

= 0. 
 

7. Ma  

AID1Len (CAC) 

 
Verification Goal

rget container: 

Make a gscBsiUtilReleaseContext() call to the SPS, using  
• hCard == hCard2209 

GSC) or _goodCACAID1 (CA• uszAID == _goodGSCAID1 (
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len 

(CAC) 
 

6. (Pre) Allocate the unsigned long* punCertificateLen2209 =

ke a gscBsiPkiGetCertificate() call to the SPS, using 
• hCard == hCard2209 

(GSC) or _goodCACAID1 (CAC) • uszAID == _goodGSCAID1 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCAC
• uszCertificate == NULL 
• punCertificateLen == punCertificateLen2209. 

: 
To verify the Expected Results:  

1. Th
 BSI_ACCESS_DENIED or the return code 

 
Verifica

e call returns 
• the return code

BSI_NO_CARDSERVICE. 

tion and Reporting Scenario:
) call retur

 
1. Case ns the code 

BS

Pr
ethod 1, Discovery 

ing the applicable ACR has been 

Status: Test 22.9 Passed." 

1: If the gscBsiPkiGetCertificate(
I_ACCESS_DENIED, then: 

 
Perform Test for Assertion 9.22.9.1 using 

• hCard == hCard2209. 
 
int 

(Discovery M"gscBsiPkiGetCertificate() 
lMode) called without fulfil

verified. 
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he code 

BSI_NO_CARDSERVICE, then print 

 
Ca   
code BSI_ACCESS_DENIED or the code BSI_NO_CARDSERVICE, then print 

 Discovery Mode) 

ode. 
" 

Case 2: If the gscBsiPkiGetCertificate() call returns t

"gscBsiPkiGetCertificate() is not supported. 
Supported." Status: Test 22.9 Not 

se 3: If the gscBsiPkiGetCertificate() call does not return the

"gscBsiPkiGetCertificate() (Discovery Method 1,
called without fulfilling the applicable ACR returned an 
incorrect c
Status: Test 22.9 Failed.
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23. gscBsiGetCryptoProperties()
 

a

 

 
St rting state for each Test: 

1. There exists a CRYPTOacr variable strctCRYPTOacr2300, with 
members  
• S

• 
Type2300 

cateKeyIDOrReference2300 

00  

− unsigned long  unPkiComputeAuthID2300 
−

• BSI
−
−

• 

• 
unsigned long  unReadTagListACRType2300 

• 

tUpdateValueACR2300  
dateValueACRType2300 

long  unUpdateValueKeyIDOrReference2300 

UpdateValueACRID2300. 

Test f
 
The func

B IAcr strctGetChallengeACR2300 
− unsigned long  unGetChallengeACRType2300 
− unsigned long  unGetChallengeKeyIDOrReference2300 
− unsigned long  unGetChallengeAuthID2300 
− unsigned long  unGetChallengeACRID2300 

BSIAcr strctInternalAuthenticateACR2300  
− unsigned long  unInternalAuthenticateACR
− unsigned long  unInternalAuthenti
− unsigned long  unInternalAuthenticateAuthID2300 
− unsigned long  unInternalAuthenticateACRID2300 

• BSIAcr strctPkiComputeACR23
− unsigned long  unPkiComputeACRType2300 
− iComputeKeyIDOrReference2300  unsigned long  unPk

 unsigned long  unPkiComputeACRID2300 
Acr strctCreateACR2300 
 unsigned long  unCreateACRType2300 

nCreateKeyIDOrReference2300  unsigned long  u
− unsigned long  unCreateAuthID2300 
− unsigned long  unCreateACRID2300 

SIAcr strctDeleteACR2300  B
− unsigned long  unDeleteACRType2300 
− unsigned long  unDeleteKeyIDOrReference2300 
− unsigned long  unDeleteAuthID2300 
− unsigned long  unDeleteACRID2300 

0  BSIAcr strctReadTagListACR230
− 
− unsigned long  unReadTagListKeyIDOrReference2300 
− unsigned long  unReadTagListAuthID2300 
− nReadTagListACRID2300 unsigned long  u

BSIAcr strctReadValueACR2300  
− unsigned long  unReadValueACRType2300 

dValueKeyIDOrReference2300 − unsigned long  unRea
− unsigned long  unReadValueAuthID2300 
− unsigned long  unReadValueACRID2300 

• BSIAcr strc
− unsigned long  unUp
− unsigned 
− unsigned long  unUpdateValueAuthID2300 
− unsigned long  un

 
2. exists an unsigned long vaThere riable punKeyLen2300. 
 

or Assertion 23.1 

tion is tested using valid parameters. 

 -227-



 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gsc

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

 
3. (Pre) There exists a target PKI provider module on the connected 

ca
tChallenge(), 

gscBsiSkiInternalAuthenticate(), gscBsiPkiCompute(), 
gscBsiGcDataCreate(), gscBsiGcDataDelete(), 

 _keyIDOrReference1 
− number of access methods logically combined in the ACR == 

ull 

odCACAID1, of length _goodCACAID1Len (CAC). 

BsiGetCryptoProperties(). 

reader, connected with handle hCard2301. 

rd with the following properties: 
• the ACR for each of the gscBsiGe

gscBsiGcReadTagList(), gscBsiGcReadValue(), and 
gscBsiGcDataUpdate() services has 
− access method type == BSI_ACR_PIN 
− key ID or reference ==

1 
− ACRID == n

• the container is represented by AID value == 
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _go

 
4. (Pre) Print "Testing of Assertion 23.1". 

 
5. Make a gscBsiGetCryptoProperties() call to the SPS, using 

_goodCACAID1Len (CAC) 

 
Verifica o

• hCard == hCard2301 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or 
• strctCRYPTOacr == strctCRYPTOacr2300 
• punKeyLen == punKeyLen2300. 

ti n Goal: 
y he Expected Results:  To verif t

ode BSI_NO_CARDSERVICE. 

ly set to indicate access control 
co

 
 
Verification

1. The call returns 
• the return code BSI_OK or the return c

 
2. If the return code is BSI_OK, then the variables of 

strctCRYPTOacr2300 are correct
nditions for all operations. 

 and Reporting Scenario: 
: If the gscBsiGetCryptoProperties() call returns the co1. Case 1 de 

BSI_OK
Case 1.1: If 

− each of unGetChallengeACRType2300, 

adTagListACRType2300, 

, then: 

unInternalAuthenticateACRType2300, 
unPkiComputeACRType2300, unCreateACRType2300, 
unDeleteACRType2300, unRe
unReadValueACRType2300, and unUpdateValueACRType2300 == 
BSI_ACR_PIN 

and 
− each of unGetChallengeKeyIDOrReference2300, 

eyIDOrReference2300, unInternalAuthenticateK
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unPkiComputeKeyIDOrReference2300, 

unDeleteKeyIDOrReference2300, 

unReadValueKeyIDOrReference2300, and 
e1 

geAuthNB2300, 
omputeAuthNB2300, 

dTagListAuthNB2300, unReadValueAuthNB2300, and 
unUpdateValueAuthNB2300 == 1 

CRID2300, 

 unReadValueACRID2300, and 

roperties() called with valid parameters has 

 
2: If  

 

0, 
Reference2300, 

unUpdateKeyIDOrReference2300 /= _keyIDOrReference1 
or 

etChallengeAuthNB2300, 
AuthenticateAuthNB2300, unPkiComputeAuthNB2300, 

d 
pdateValueAuthNB2300 /= 1 

unInternalAuthenticateACRID2300, unCreateACRID2300, 
unPkiComputeACRID2300, unDeleteACRID2300, 

ers has 

 

unCreateKeyIDOrReference2300, 

unReadTagListKeyIDOrReference2300, 

unUpdateKeyIDOrReference2300 == _keyIDOrReferenc
and 

− each of unGetChallen
unInternalAuthenticateAuthNB2300, unPkiC
unCreateAuthNB2300, unDeleteAuthNB2300, 
unRea

and 
− each of unGetChallengeACRID2300, 

unInternalAuthenticateACRID2300, unPkiComputeA
unCreateACRID2300, unDeleteACRID2300, 
unReadTagListACRID2300,
unUpdateValueACRID2300 == null 

then print 
"gscBsiGetCryptoP
been verified. 
S ." tatus: Test 23.1 Passed

Case 1.
− any of unGetChallengeACRType2300, 

unInternalAuthenticateACRType2300, unCreateACRType2300,
 unDeleteACRType2300, unPkiComputeACRType2300,

unReadTagListACRType2300, unReadValueACRType2300, and 
unUpdateValueACRType2300 /= BSI_ACR_PIN 

or 
− any of unGetChallengeKeyIDOrReference230

unInternalAuthenticateKeyIDOr
unPkiComputeKeyIDOrReference2300, 
unCreateKeyIDOrReference2300, 
unDeleteKeyIDOrReference2300, 
unReadTagListKeyIDOrReference2300, 
unReadValueKeyIDOrReference2300, and 

− any of unG
unInternal
unCreateAuthNB2300, unDeleteAuthNB2300, 
unReadTagListAuthNB2300, unReadValueAuthNB2300, an
unU

or 
− any of unGetChallengeACRID2300, 

unReadTagListACRID2300, unReadValueACRID2300, and 
unUpdateValueACRID2300 /= null 

then print 
"gscBsiGetCryptoProperties() called with valid paramet
not been verified. 
Status: Test 23.1 Failed." 
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Case 2: If the gscBsiGetCryptoProperties() call returns the code 

"gscBsiGetCryptoProperties() is not supported. 

 
: If the gscBsiGetCryptoProperties() call does not return 

th
"gscBsiPkiGetCryptoProperties() called with valid parameters 
retu
Status: Test 23.1 Failed." 

 
 
Test for Ass

The func
 
Instantiation Scenario

BSI_NO_CARDSERVICE, then print 

Status: Test 23.1 Not Supported." 

Case 3
e code BSI_OK or the code BSI_NO_CARDSERVICE, then print 

rned an incorrect code. 

ertion 23.2 
 

tion is tested using a bad handle. 

: 
re) Construct the Starting State for the testing of 
cBsiGetCryptoProperties(). 

1. (P
gs

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, connected with handle hCard2302. 

d 
card with the following properties: 

nge(), 
gscBsiSkiInternalAuthenticate(), gscBsiPkiCompute(), 

== _keyIDOrReference1 
ned in the ACR == 

1 

ented by AID value == 
 

 

 
3. (Pre) There exists a target PKI provider module on the connecte

• the ACR for each of the gscBsiGetChalle

gscBsiGcDataCreate(), gscBsiGcDataDelete(), 
(), gscBsiGcReadValue(), and gscBsiGcReadTagList

gscBsiGcDataUpdate() services has 
− access method type == BSI_ACR_PIN 
− key ID or reference 
− number of access methods logically combi

− ACRID == null 
• the container is repres

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

6. (Pre) Print "Testing of Assertion 23.2". 

 
• 
• 

 
Verificatio

 
7. Make a gscBsiGetCryptoProperties() call to the SPS, using 

• hCard /= hCard2302 
• uszAID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC)

strctCRYPTOacr == strctCRYPTOacr2300 
punKeyLen == punKeyLen2300. 

n Goal: 
To verify the Expected Results:  

1. 
n code 

rification and Reporting Scenario

The call returns 
• the return code BSI_BAD_HANDLE or the retur

NO_CARDSERVICE. BSI_
 
Ve : 
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1. 

 

 

toProperties() called with a bad handle has 
 

: Test 23.2 Passed." 

etCryptoProperties() call returns the code 
BSI_NO_CARDSERVICE, then print 

 

 

." 
 
 
Test for s
 
The function is tested with another application having established a 
transaction 
 
Until we encounter implementations that allow multiple simultaneous 
p ut this assertion. 

 
Test f
 
The function is tested using a bad AID value. 
 
Instantiatio

Case 1: If the gscBsiGetCryptoProperties() call returns the code 
BSI_BAD_HANDLE, then: 

Perform Test for Assertion 9.23.2.1 using 
• hCard == hCard2302. 

Print 
"gscBsiGetCryp
been verified.
Status

 
Case 2: If the gscBsiG

"gscBsiGetCryptoProperties() is not supported. 
Status: Test 23.2 Not Supported." 

Case 3: If the gscBsiGetCryptoProperties() call does not return 
the code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then
print 

"gscBsiGetCryptoProperties() called with a bad handle returned 
an incorrect code. 
Status: Test 23.2 Failed

 A sertion 23.3 

lock. 

ap
 

lications, I don't think we need to worry abo

 or Assertion 23.4 

n Scenario: 
Construct the Starting State for the testing of 1. (Pre) 

gscBsiGetCryptoProperties(). 

2. (Pre) A card that claims conformance to the GSC-IS is in a 

 
3. (Pre) There exists a target PKI provider module on the connected 

ca  

ompute(), 
 

ReadTagList(), gscBsiGcReadValue(), and 
ervices has 
== BSI_ACR_PIN 

 ACR == 

 

reader, connected with handle hCard2304. 

rd with the following properties: 
 gscBsiGetChallenge(), • the ACR for each of the

gscBsiSkiInternalAuthenticate(), gscBsiPkiC
gscBsiGcDataCreate(), gscBsiGcDataDelete(),
gscBsiGc
gscBsiGcDataUpdate() s

thod type − access me
− key ID or reference == _keyIDOrReference1 
− number of access methods logically combined in the

1 
− ACRID == null 
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• the container is represented by AID value == 
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
• _goodCACAID1, of length _goodCACAID1Len (CAC). 

4. (Pre) There does not exist a container on the connected card with 
AID value ==  

GSCAID, of length _badGSCAIDLen (GSC), or 
• 

 
5. (Pre) Print "Testing of Assertion 23.4

 

• _bad
_badCACAID, of length _badCACAIDLen (CAC). 

". 

6. Make a gscBsiGetCryptoProperties
 

() call to the SPS, using 

AC) 
IDLen (CAC) 

2300 

 
Verifi

• hCard == hCard2304 
• uszAID == _badGSCAID (GSC) or _badCACAID (C

DLen == _badGSCAIDLen (GSC) or _badCACA• unAI
• strctCRYPTOacr == strctCRYPTOacr
• punKeyLen == punKeyLen2300. 

cation Goal: 
To verif

1. Th
e BSI_BAD_AID or the return code 

 
Verification and Reporting Scenario

y the Expected Results:  
e call returns 
• the return cod

BSI_NO_CARDSERVICE. 

: 
1. Case 1: If the gscBsiGetCryptoProperties() call returns the code 

BSI_BAD_AID, then: 
 

Perform Test for Assertion 9.23.4.1 using 
• hCard == hCard2302. 

 
Print 

"gscBsiGetCryptoProperties() called with a bad AID value has 
been verified. 
Status: Test 23.4 Passed." 

 
Case 2: If the gscBsiGetCryptoProperties() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGetCryptoProperties() is not supported. 
Status: Test 23.4 Not Supported." 

 
Case 3: If the gscBsiGetCryptoProperties() call does not return 
the code BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGetCryptoProperties() called with a bad AID value 
returned an incorrect code. 
Status: Test 23.4 Failed." 

 
 
Test for Assertion 23.5 
 
The function is tested using a bad AID length. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiGetCryptoProperties(). 
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2. (Pre) A card that claims conforman
reader, connected with handle hCar

ce to the GSC-IS is in a 
d2305. 

 
et PKI provider module on the connected 

, gscBsiPkiCompute(), 

1 
 ACR == 

• t  
r 

 (CAC). 
 

4. (Pre)

3. (Pre) There exists a targ
card with the following properties: 

• the ACR for each of the gscBsiGetChallenge(), 
gscBsiSkiInternalAuthenticate()
gscBsiGcDataCreate(), gscBsiGcDataDelete(), 
gscBsiGcReadTagList(), gscBsiGcReadValue(), and 
gscBsiGcDataUpdate() services has 
− access method type == BSI_ACR_PIN 

ence− key ID or reference == _keyIDOrRefer
 − number of access methods logically combined in the

1 
− ACRID == null 
he container is represented by AID value == 
• _goodGSCAID1, of length _goodGSCAID1Len (GSC), o
• _goodCACAID1, of length _goodCACAID1Len

 Print "Testing of Assertion 23.5". 
 

5. Make a gscBsiGetCryptoProperties() call to the SPS, using 

CAID1 (CAC) 
• u I
• s c
• p K

 
Verification Goal

• hCard == hCard2305 
• u zAs ID == _goodGSCAID1 (GSC) or _goodCA

nA DLen == _badAIDLen 
tr tCRYPTOacr == strctCRYPTOacr2300 
un eyLen == punKeyLen2300. 

: 
To verify t

1. The c
• the return code BSI_BAD_PARAM or the return code 

B _
 
Verifi

he Expected Results:  
all returns 

SI NO_CARDSERVICE. 

cation and Reporting Scenario: 
1. Case eturns the code 

BSI_BAD_PARAM, then: 
 

Per r

 
Print 

"gscBsiGetCryptoProperties() called with a bad AID length has 
b n

 
Case eturns the code 
BSI_N

"gscBsiGetCryptoProperties() is not supported. 
Status

t return 
then print 

"gscBsiGetCryptoProperties() called with a bad AID length 
returned an incorrect code. 

1: If the gscBsiGetCryptoProperties() call r

fo m Test for Assertion 9.23.5.1 using 
• hCard == hCard2305. 

ee  verified. 
S tta us: Test 23.5 Passed." 

2: If the gscBsiGetCryptoProperties() call r
O_CARDSERVICE, then print 

: Test 23.5 Not Supported." 
 

Case 3: If the gscBsiGetCryptoProperties() call does no
the code BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, 

Status: Test 23.5 Failed." 
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e

 
Instan

 
Test for Assertion 23.6 

Th  function is tested with a removed card. 

tiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGetCryptoProperties(). 
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reade

 
3. (Pre) There exists a target PKI provider module on the connected 

card 
• the ACR for each of the gscBsiGetChallenge(), 

gscBsiSkiInternalAuthenticate(), gscBsiPkiCompute(), 
g
g c
gscBsiGcDataUpdate() services has 

ACR == 

alue == 

 
4. (P )

 
5. (P )

r, connected with handle hCard2306. 

with the following properties: 

scBsiGcDataCreate(), gscBsiGcDataDelete(), 
s BsiGcReadTagList(), gscBsiGcReadValue(), and 

− access method type == BSI_ACR_PIN 
− key ID or reference == _keyIDOrReference1 

the − number of access methods logically combined in 
1 

− ACRID == null 
• the container is represented by AID v

• _goodGSCAID1, of length _goodGSCAID1Len (GSC), or 
 length _goodCACAID1Len (CAC). • _goodCACAID1, of

re  Remove the connected card from the reader. 

re  Print "Testing of Assertion 23.6". 
 

etCryptoProperties() call to the SPS, using 

(GSC) or _goodCACAID1 (CAC) 

 
Verifi

6. Make a gscBsiG
• hCard == hCard2306 

odGSCAID1 • uszAID == _go
 • unAIDLen == _goodGSCAID1Len (GSC) or _goodCACAID1Len (CAC) 
• strctCRYPTOacr == strctCRYPTOacr2300 
• punKeyLen == punKeyLen2300. 

cation Goal: 
ify the Expected Results:  To ver

1. The call returns 
MOVED or the return code 

 
Verification and Reporting Scenario

• the return code BSI_CARD_RE
 BSI_NO_CARDSERVICE.

: 
1. Ca all returns the code 

BSI_CA
"gscBsiGetCryptoProperties() called with the connected card 
remove
Status

 
Case 2
BSI_NO_CARDSERVICE, then print 

"gscBsiGetCryptoProperties() is not supported. 

se 1: If the gscBsiGetCryptoProperties() c
RD_REMOVED, then print 

d has been verified. 
: Test 23.6 Passed." 

: If the gscBsiGetCryptoProperties() call returns the code 
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Status
 

Case 3: If the gscBsiGetCryptoProperties() call does not return 
the code BSI_CARD_REMOVED or the code BSI_NO_CARDSERVICE, then 
print 

"gscBsiGetCryptoProperties() called with the connected card 
remove
Status

: Test 23.6 Not Supported." 

d returned an incorrect code. 
: Test 23.6 Failed." 
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Appendix A 

 

 
_badAIDLen 

_badAuthValue == {'B','A','D',' ','A','U','T','H'} 
 
_badAuthVal

adCA = "A0000000793333" 
 
_badCA
 
_badCard

_badCh
 
_badChallengeLen == 0 
 
_badDval

adGSCAID == "A0000001163333" 

adMessageLen == 0 

 

xistingDvalueFull == {F ,F ,F ,F ,F ,F ,F ,F16,F16,F16} 

_existingDvalueFullLen == 10 

_ex
 
_existingDvalue1309 == {0,0,0,1} 
 
_ex

_ex
 
_existin v
 
_existingDv
 
_existingDv
 
_existingDva
 
_existingDva
 

 
List of Symbolic Constants

 

== 0 
 

ueLen == 8 
 
_b CAID =

CAIDLen == 14 

Command == {1} 
 

allenge == null 

ueLen == 0 
 
_b
 
_badGSCAIDLen == 14 
 
_badMessage == null 
 
_b
 
_badReaderName == "Bad Reader Name" 
 
_badReaderNameLen == 15
 
_e 16 16 16 16 16 16 16

 

 
istingDvalueLen == 4 

istingDvalue1310 == {0,0,0,2} 
 

istingDvalue1401 == {0,0,0,3} 

gD alue1402 == {0,0,0,4} 

alue1403 == {0,0,0,5} 

alue1404 == {0,0,0,6} 

lue1405 == {0,0,0,7} 

lue1406 == {0,0,0,8} 
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_existingDvalue1407 == {0,0,0,9} 
 
_existingDva
 
xistingDva

_ex
 
_existin v
 
_ex
 
_ex
 
_existin v
 
_existin v
 
_existin v

_existingDvalue1802 == {0,0,1,2} 
 
_existingDvalue1803 == {0,0,1,3} 

 
_existingDvalue1805 == {0,0,1,5} 

_existin
 
xisting 1807 == {0,0,1,7} 

 
_existingDv
 
xistingDv

_exist
 
_existin

xist
 
_exist
 
_existin

xistingTag1403 == 6 

 
_exist

lue1408 == {0,0,0,A16} 

lue1701 == {0,0,0,B16} _e
 

istingDvalue1702 == {0,0,0,C16} 

gD alue1703 == {0,0,0,D16} 

istingDvalue1704 == {0,0,0,E16} 

istingDvalue1706 == {0,0,0,F16} 

gD alue1707 == {0,0,0,G16} 

gD alue1709 == {0,0,0,H16} 

gD alue1710 == {0,0,1,0} 
 
_existingDvalue1801 == {0,0,1,1} 
 

 
_existingDvalue1804 == {0,0,1,4} 

 
gDvalue1806 == {0,0,1,6} 

_e Dvalue

alue1808 == {0,0,1,8} 

_e
 

alue1809 == {0,0,1,9} 

ingTagFull == 1 

gTag1309 == 2 
 
_e ingTag1310 == 3 

ingTag1401 == 4 

gTag1402 == 5 
 
_e
 
_existingTag1404 == 7 
 
_existingTag1405 == 8 
 
_existingTag1406 == 9 

ingTag1407 == 10 
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_ex
 
xist

 
_exist
 
_existingTa
 
_existingTa
 
_existingTag
 
_existingTag
 
_existingTag
 
_existin a
 
_existingTag
 
x

_ex
 
_existin a
 
_existin a
 
_existingTa

_ex
 
_existingTa

 
oodA = A316

_goodAuthValue1 == {'1','2','3','4','5','6','7','8'} 

oodAut Len == 8 
 
_goodAuthVa
 
oodAuthVa

_goodC
 
_goodCAC

oodC
 
_goodC
 

istingTag1408 == 11 

ingTag1701 == 12 _e

ingTag1702 == 13 

g1703 == 14 

g1704 == 15 

1706 == 16 

1707 == 17 

1709 == 18 

gT g 117 0 == 19 

1801 == 20 

_e
 

istingTag1802 == 21 

istingTag1803 == 22 

gT g1804 == 23 

gT g1805 == 24 

g1806 == 25 
 
_existingTag1807 == 26 
 

isting aT g1808 == 27 

g1809 == 28 
 
_goodAlgoID1 == DES3-ECB == 8116

_g
 

lgoID2 == RSA_NO_PAD =

 
_g hValue1

lue2 == {'8','7','6','5','4','3','2','1'} 

_g
 

lue2Len == 8 

ACAID1 == "A0000000792222" 

AID1Len == 14 
 
_g ACAID2 == "A0000000791111" 

ACAID2Len == 14 
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_goodCardCommand == {0,0,A16,4,0,3,0,0,0,2,3,F16,0,0} 
 
oodCar

2,8,3}, {6,2,8,4}, {6,A16,8,1}, {6,A16,8,2}, 
8,7}, {9,0,0,0}} 

' ','c','h','a','l','l','e','n','g','e'} 

_go
 
oodGSCAID1 == "A0000001162222" 

 
_goodG

_go
 
_goodGSC D
 
_goodMessage == {'g','o','o','d',' ','m','e','s','s','a','g','e'} 
 
_goodMessag
 
_invalidAlgo
 
_invalidTag 
 
_keyIDOrR f
 
_keyIDOrRefe
 
_ne
 
_newDvalue1301 == {1,0,0,1} 

e
 
_newDval 1
 
_newDval 1
 
_newDval 1
 

,0,0,6} 

 
_newDvalue1
 

_ne
 
_newDval
 
_newDval

_g
 

dCommandLen == 14 

_goodCardResponse == {{6,
{6,A16,8,6}, {6,A16,

 
_goodChallenge == {'g','o','o','d', 

 
odChallengeLen == 14 

_g

SCAID1Len == 14 
 

odGSCAID2 == "A0000001161111" 

AI 2Len == 14 

eLen == 12 

ID == -1 

== 0 

e erence1 == 1 

rence2 == 1 

wDvalueLen == 4 

 
_n wDvalue1302 == {1,0,0,2} 

ue 303 == {1,0,0,3} 

ue 304 == {1,0,0,4} 

ue 305 == {1,0,0,5} 

_newDvalue1306 == {1
 
_newDvalue1307 == {1,0,0,7} 

308 == {1,0,0,8} 

_newDvalue1309 == {1,0,0,9} 
 

wDvalue1310 == {1,0,0,A16} 

ue1801 == {1,0,0,B16} 

ue1802 == {1,0,0,C16} 
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_newDv
 
_newDv

ewDv 05 == {1,0,0,F } 
 
_newDv
 
_newDvalue1807 == {1,0,1,1} 
 
_newDval
 
_newDvalue1809 == {1,0,1,3} 
 
_newTag1301 == 101 
 
_newTag1302 == 102 
 
_newTag1303 == 103 
 
_newTag1305 == 104 
 
_newTag1306 == 105 
 
_newTag1307 == 106 
 
_newTag1308 == 107 
 
_newTag1309 == 108 
 
_newTag1404 == 109 
 
_newTag1406 == 110 
 
_newTag1705 == 111 
 
_newTag1708 == 112 
 
_newTag1806 == 113 
 
_newTag1807 == 114 
 
_PIN == {'1','2','3','4','5','6','7','8'} 
 
_tooBigDvalue == {1,2,3,4,5,6,7,8,9,A16,B16,C16,D16,E16,F16} 
 
_tooBigDvalueLen == 15 
 
 
Note: Some of the above symbolic constants are not used in the C test 
scenarios.  They are used in the Java test scenarios, and are included 
here to completely define the specification, in Appendix B, of cards 
required for BSI testing. 

alue1803 == {1,0,0,D16} 

alue1804 == {1,0,0,E16} 
 
_n alue18 16

alue1806 == {1,0,1,0} 

ue1808 == {1,0,1,2} 
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List of Cards Required for Testing of BSI Implementations 

Can be used for tests 1-all, 2.1, 2.2, 2.3, 2.4, 2.5(C 
binding), 3-all, 4-all, 5-all, 7-all, 8-all, 11-all, 12-all, 13-
all, 14-all, 15-all, 16-all, 17-all, 18-all, 19-all: 

ance to the GSC-IS 

R, readTagListACR, readValueACR, and 

PIN 
eference == _keyIDOrReference1 
ccess methods logically combined in the ACR == 1 
ull 

odate a new data item of length _newDvalueLen 
− 

existingTag1309, 4, _existingDvalue1309} 
310, 4, _existingDvalue1310} 
401, 4, _existingDvalue1401} 

xistingTag1402, 4, _existingDvalue1402} 
xistingTag1403, 4, _existingDvalue1403} 

xistingTag1405, 4, _existingDvalue1405} 
xistingTag1406, 4, _existingDvalue1406} 
xistingTag1407, 4, _existingDvalue1407} 

4, _existingDvalue1408} 
4, _existingDvalue1701} 

ingTag1703, 4, _existingDvalue1703} 
a 7  x l 4} 

6} 
g1707, 4, _existingDvalue1707} 
g1709, 4, _existingDvalue1709} 

ingTag1801, 4, _existingDvalue1801} 
2, 4, _existingDvalue1802} 
3, 4, _existingDvalue1803} 
4, 4, _existingDvalue1804} 
5, 4, _existingDvalue1805} 

7, 4, _existingDvalue1807} 
8, 4, _existingDvalue1808) 
9, 4, _existingDvalue1809} 
r which 
 Protected 

CAC) or _goodGSCAID2 (GSC) 
 item: 

ntire container 

Appendix B 
 

 
 

Card 1. 

• claims conform
• has a container for which 

− createACR, deleteAC
updateValueACR are PIN Protected 

− PIN == _
− key ID or r
− number of a
− ACRID == n
− AID == _goodCACAID1 (CAC) or _goodGSCAID1 (GSC) 
− can accomm

there exist the following data items (TLV): 
o {_
o {_existingTag1
o {_existingTag1
o {_e
o {_e
o {_existingTag1404, 4, _existingDvalue1404} 
o {_e
o {_e
o {_e
o {_existingTag1408, 
o {_existingTag1701, 
o {_existingTag1702, 4, _existingDvalue1702} 
o {_exist
o {_existingT g1 04, 4, _e istingDva ue170
o {_existingTag1706, 4, _existingDvalue170
o {_existingTa
o {_existingTa
o {_existingTag1710, 4, _existingDvalue1710} 
o {_exist
o {_existingTag180
o {_existingTag180
o {_existingTag180
o {_existingTag180
o {_existingTag1806, 4, _existingDvalue1806} 
o {_existingTag180
o {_existingTag180
o {_existingTag180

• has a second container fo
− updateValueACR is PIN
− PIN == _PIN 
− AID == _goodCACAID2 (
− there exists one data

o {_existingTagFull, 10, _existingDvalueFull} 
             which comprises the e

• neither container has a data item for which tag == 
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− _newTag1301 
− _newTag1302 
− _newTag1303 
− _newTag1305 
− _newTag1306 
− _newTag1307 
− _newTag1308 
− _newTag1309 
− _newTag1404 
− _newTag1406 
− _newTag1705 
− _newTag1708 
− _newTag1806 
− 

 for which 
C) or _badGSCAID (GSC) 

.5 (Java binding), 2.6 (C bonding): 

20-all, 21-all, 22-all, 23-all: 
 GSC-IS 
ner for which 
leteACR, readTagListACR, readValueACR, 
puteACR, internalAuthenticateACR, and 
IN Protected 

CAC) or _goodGSCAID1 (GSC) 
iner for which 
alAuthenticateACR, and readValueACR 

− 
 for which 

dCACAID (CAC) or _badGSCAID (GSC) 

_newTag1807 
• does not have a container

− AID == _badCACAID (CA
 

Card 2. Can be used for test 2
• bad card 

 
Card 3. Can be used for tests 

• claims conformance to the
• has a PKI provider contai

− dataCreateACR, dataDe
dataUpdateACR, pkiCom
getChallengeACR are P

− PIN == _PIN 
− AID == _goodCACAID1 (

• has an SKI provider conta
− pkiComputeACR, intern

are PIN Protected 
− PIN == _PIN 

AID == _goodCACAID2 (CAC) or _goodGSCAID2 (GSC) 
• does not have a container

− AID == _ba
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